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1. Introduction

This contribution suggests adding AAA-Server initiated tunnel disconnect and registration termination functionalities to the Wm interface description .
2. Discussion

Chapter 7.10 of 23.234 (V6.0.0) discuss tunnel disconnection procedures. It is noted there that tunnel disconnection can be initiated by the PDG due to timeout of the tunnel connection or request from the AAA-Server or other network entities.

This implies that a procedure is needed between AAA-Server and PDG, instigated by the AAA-Server, for this purpose. There can be seen to be two distinct functionalities here:

1. Remove only a given APN or a subset of the APNs that the user has active

2. Remove all APNs and all authorization information associated with a given user

(1) can be considered to be an “AAA-Server initated tunnel disconnect procedure”, whilst (2) can be considered to be a “Purge”. It is therefore proposed in this Discussion Paper to include these procedures, based on the Registration Termination Request (RTR) and Registration Termination Answer (RTA) commands already in use in Cx/Wx.
1 Proposal
The text modifications related Wm reference point are proposed to the TS29.234 to add tunnel disconnect and purge procedures to the Wm interface.
################Modification Part 1 Beginning##########################
10
Wm Description

Editor’s Note:  A new Diameter application is required for the Wm interface.

10.4 AAA-Server Initiated Disconnect Procedure
This procedure is used between the 3GPP AAA Server and the PDG to disconnect a user from a given W-APN, a set of W-APNs, or from the PDG entirely. This procedure is mapped onto the existing Cx registration termination command code set (RTR/RTA), see 3GPP TS 29.228 [5] and 3GPP TS 29.229[6]. 

When initiated by the AAA-Server, if it contains APN-ID AVPs, it shall indicate to the PDG the APNs from which the user shall be disconnected. If no APN-ID AVPs are present, the PDG shall disconnect the user entirely.
Table 10.4.1: AAA-Server Initiated Disconnect Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element contains the permanent identity of the user, i.e., the IMSI.

	APN-ID
	APN-ID
	C
	This information element contains the W-APN(s) from which the user shall be disconnected.

If no APN-ID is present, it indicates that the user shall be disconnected entirely from the PDG: all tunnels the user has active shall be disconnected and all user specific information that the PDG has stored shall be deleted.

	Routing Information 
	Destination-Host
	M
	The PDG name is obtained from the Origin-Host AVP, which is received from the PDG, e.g. included in the MAR command 


Table 10.4.2 : AAA-Server Initiated Tunnel Deactivation response 

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result
	Result-Code / Experimental-Result
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


10.4.1 Detailed behaviour
The AAA-Server shall invoke the necessary procedures to disconnect the user either entirely from the PDG or from those APNs listed in the AAA-Server Initiated Disconnect Request.

On receipt of the AAA-Server Initiated tunnel deactivation request, the PDG shall: in the following order (if there is an error in any of the steps, the AAA-Server shall stop processing and return the corresponding error code):
1. Check that the user exists in the PDG. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2. Check if the message contains W-APN AVPs. 
a. If no APN-ID AVPs are present, then the PDG shall perform all necessary steps to discontinue the user’s access to any services provided at the PDG: all tunnels associated with the user shall be and all user specific data shall be removed from the PDG.
b. If APN-ID AVPs are present , the PDG shall check if the the user has active tunnels associated with these APNs. 
· If none of the APNs indicated in the AAA-Server Initiated Deactivation Request are valid for the user, the Experimental-Result-Cde shall be set to DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTON
· .If at least one of the W-APNs are active for the user, the PDG shall initiate tunnel disconnect procedure towards the WLAN-UE for those W-APNs for which the user has an active tunnel, Those W-APNs for which the user does not have an active tunnel shall be ignored. 
 Exceptions to the cases specified here shall be treated by the PDG as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. 


################ Modification Part 1 End##########################








































































