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1. Introduction

This contribution suggests adding missing Diameter information to TS 29.234 for the Wa interface..  

2. Discussion

EAP protocol messaging between the WLAN-UE and AAA-Server are carried over the Wa interface encapsulated in either Radius or Diameter messages. In the case where Diameter is used over the Wa reference point,  Diameter EAP  is used. For the authentication procedure, all messages from the WLAN-AN to the AAA-proxy in the roaming and AAA-server in the non-roaming case respectively are carried in Diameter EAP request (DER). Messages originating from the AAA-Server are carried over the Wa interface in the Diameter EAP answer message (DEA). This discussion document proposes specific AVPs that should be included in these DER & DEA messages.

Further, note that other Diameter messaging may also be used over the Wa interface:

Server Intiated Reauthentication. This procedure is defined in the Diameter Base protocol and can be used when the AAA-Server wishes the user to re-authenticate itself. At present, this procedure is missing from the protocol description, so it is proposed here to add it, along with information element content in the Diameter messages in question.

It is also proposed to add information elements contained in the Session termination procedure, which is invoked when the WLAN-AN wishes to inform the AAA-Server that the WLAN-UE is no longer “attached” to the hot-spot.

Note that this CR lists new AVPs on the Wa interface over and above those already required for the conventional Diameter EAP application. This introduces the additional issue of whether a new Diameter application is needed to be defined for this purpose. This is at present not solved, so an editors note should be added to draw the readers attention to this issue.

1 Proposal
The text modifications related to DIAMETER based Wa reference point are proposed to the TS29.234.

################Modification Part 1 Beginning##########################
6.4 
Procedures Description

6.4.1 WLAN Access Authentication and Authorisation

This procedure is used to transport over RADIUS or Diameter, the WLAN Access Authentication and Authorisation between the WLAN AN and the 3GPP AAA Proxy.

Diameter usage in Wa:

Using Diameter, Authentication and Authorization procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in [8]. The Diameter-EAP-Request Message shall contain the following information elements:
Editors Note: AVPs such as User Name defined on the Wa interface and VPLMN-ID defined on the Wd interface are parameters additional to those carried by the Diameter_EAP application. As defined below there parameters are defined as mandatory on the interface. It is an open point whether this implies that a new Diameter application is required, or whether these AVPs should be defined as conditional in order that the use of the Diameter_EAP application can be preserved.
TableXX: Authentication Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User Name
	M
	This information element contains the identity of the user.


	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE-AAA-Server mutual authentication

	Authentication Request Type
	Auth Req Type
	M
	Defines whether authentication is required or authorization. AUTHENTICATE_ONLY is required in this case.



	NAS-IP address
	NAS-IP Address
	C
	IP address of the hot-spot

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	Ipv6 address of the hot-spot


The Diameter-EAP response message shall contain the following:
TableXY: Authentication Response
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User Name
	M
	This information element contains the permanent identity of the user, i.e., the IMSI.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE-AAA-Server mutual authentication

	Result code
	Result Code
	M
	Result of the operation. Result codes are as per in NASREQ 
. 1xxx should be used for multi-round, 2xxx for success.

	Session Alive Time
	Session Alive Time
	O
	Max no of seconds the user session should remain active 

	Accounting Interim -Interval
	Accounting Interim –Interval
	O
	Charging duration


See Annex A.1.1 for signalling flow reference.

RADIUS usage in Wa:

-
This procedure is mapped to the RADIUS Access Request, RADIUS Access Challenge, RADIUS Access Accept and RADIUS Access Reject specified in [14]. 

See Annex A.1.1 for signalling flow reference.

6.4.2 Immediate Purging of a User from WLAN access

This procedure is used to communicate between the WLAN AN and the 3GPP AAA Proxy that the 3GPP AAA Server has decided that a specific UE shall be disconnected from accessing the WLAN interworking service. The procedure is Diameter or RADIUS based. The RADIUS case is only considered if the WLAN AN and the 3GPP AAA Proxy support RFC 3576 [13].  WLAN ANs supporting RADIUS RFC 2865 [6] but not supporting RFC 3576 [13] do not have the required capabilities to react to server-initiated messages, therefore “Immediate purging of a user from WLAN Access” procedure shall not be performed towards clients located in this kind of WLAN ANs. 

Diameter usage in Wa:

This procedure is mapped to the Diameter command codes Diameter-Abort-Session-Request and Diameter-Abort-Session-Answer specified in [7] Information element content for these messages are shown in Tables [XYX] & [XYY] below:
Table XYX: Information Elements passed in ASR message
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User Name
	M
	This information element contains the identity of the user.


Table XXX: Information Elements passed in ASA message
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User Name
	M
	This information element contains the identity of the user.

	Result-Code
	Result-Code
	M
	Informs of success of procedure


See Annex A.1.2 for signalling flow reference.

RADIUS usage in Wa:

· This procedure is mapped to the RADIUS messages Disconnect-Request and Disconnect-Response specified in RFC 3576 [13].

6.4.3 Ending a Session

Session termination is initiated when  the WLAN-AN needs to inform the AAA-Server of the WLAN-UEs disconnection from the hot-spot. This occurs via the Session Termination Request (STR) & Session Termination Answer commands (STA) from the base protocol [8]. Information elements to be carried in the STR, STA messages are shown in Tables [XXX] & [XXY].

Table XXX: Information Elements passed in STR message
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User Name
	M
	This information element contains the identity of the user.

	Termination-Cause
	Termination Cause
	M
	Reason for termination of the session.


Table XXX: Information Elements passed in STA message
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User Name
	M
	This information element contains the identity of the user.

	Result Code
	Result-Code
	M
	Informs of success or failure 
of the procedure.


################ Modification Part 1 End##########################
################Modification Part 2 Beginning##########################
6.5.2 
Diameter based Information Elements Contents 


6.5.2.1 DER & DEA Commands

ABNF for the DER & DEA messages are given below:

<Diameter-EAP-Request> ::= < Diameter Header: 268, REQ, PXY >

                                 < Session-Id >

                                 { Auth-Application-Id }

                                 { Origin-Host }

                                 { Origin-Realm }

                                 { Destination-Realm }

                                 { Auth-Request-Type }

                                 { EAP-Payload }

                                 [ Destination-Host ]

                                 {User-Name}
                                 [ NAS-IP-Address ]

                                 [ NAS-IPv6-Address ]

                               * [ Proxy-Info ]

                               * [ Route-Record ]

                               * [ AVP ]
For the DEA, the following are necessary:
<Diameter-EAP-Answer> ::= < Diameter Header: 268, PXY >

                                < Session-Id >

                                { Auth-Application-Id }

                                { Result-Code }

                                { Origin-Host }

                                { Origin-Realm }

                                { Auth-Request-Type }

                                [ EAP-Payload ]
                                {User-Name}
                              * [ Proxy-Info ]

                              * [ AVP ]
6.5.2.2 Session Termination Request and Answer AVPs
ABNF for the STR & STA commands are as follows:

<ASR>  ::= < Diameter Header: 274, REQ, PXY >

                 < Session-Id >

                 { Origin-Host }

                 { Origin-Realm }

                 { Destination-Realm }

                 { Destination-Host }

                 { Auth-Application-Id }
                 {User-Name}
                 [ Origin-State-Id ]

               * [ Proxy-Info ]

               * [ Route-Record ]

               * [ AVP ]

<ASA>  ::= < Diameter Header: 274, PXY >

                 < Session-Id >

                 { Result-Code }

                 { Origin-Host }

                 { Origin-Realm }
                 {User-Name}
                 [ Origin-State-Id ]

                 [ Error-Message ]

                 [ Error-Reporting-Host ]

               * [ Failed-AVP ]

               * [ Redirected-Host ]

                 [ Redirected-Host-Usage ]

                 [ Redirected-Max-Cache-Time ]

               * [ Proxy-Info ]

               * [ AVP ]

6.5.2.3 Session Termination Request and Answer AVPs
<STR> ::= < Diameter Header: 275, REQ, PXY >

                < Session-Id >

                { Origin-Host }

                { Origin-Realm }

                { Destination-Realm }

                { Auth-Application-Id }

                { Termination-Cause }
                 {User-Name}
                [ Destination-Host ]

              * [ Class ]

                [ Origin-State-Id ]

              * [ Proxy-Info ]

              * [ Route-Record ]

              * [ AVP ]
################ Modification Part 2 End##########################
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