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1. Introduction

This change request aims to correct an error in the signalling flows in Appendix A1.1 for the case where authentication signalling is carried over the Wa interface in Radius messages. 

2. Discussion

The signalling flow in Appendix 1.1 shows the initial EAP request message sent by the AAA-Server to the WLAN-UE tunnelled on the Wr interface in the “Access-Accept”. This message should be encapsulated inside the “Access Challenge” Radius message, since its meaning is to prompt the WLAN-UE to initiate the authentication procedure. In the figure currently in Appendix A1.1 shows the message to be “Access Accept”.  
3. Proposal
It is proposed to correct the name of the signalling message in Figure 1 of Appendix A.1.1. The diagram is also updated to reflect the change in names of the Wr and Ws interfaces to Wa and Wd respectively. 

################Modification Part 1 Beginning##########################
Annex A.1 (normative): 
Wa & Ws Procedures Signalling Flows

A.1.1
Authentication, Authorisation and Key Delivery

The purpose of this signalling sequence is to carry UE - 3GPP AAA Server authentication signalling over the Wa and Wd reference points. As a result of a successful authentication, authorisation information and session keying material for the authenticated session is delivered from the 3GPP AAA Server to the WLAN. 

This Wa & Wd signalling sequence is initiated by the WLAN when authentication of a UE is needed. This can take place when a new UE accesses WLAN, when a UE switches between WLAN APs or when a periodic re-authentication is performed.

The signalling sequence shown is based on Diameter. For signalling to WLANs using RADIUS the conversion defined in Diameter specification shall be used. 
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Figure 1. Wr and Ws message flow for WLAN Session Authentication and Authorisation. Case a) Wr with Radius implementation
################ Modification Part 1 End##########################









































































































_1125122273.doc
[image: image1.wmf] 


WLAN


3GPP AAA Proxy


3GPP AAA


Server


EAP authentication is


initiated between UE and


WLAN


1.Wr: Access_Request


(EAP Response/Identity(NAI))


2.Ws: Diameter_EAP_Request


(EAP Response/Identity(NAI))


3. Ws:Diameter_EAP_Answer


(EAP Request)


4. Wr:Access_Accept


(EAP Resquest)


5.Wr: Access_Request


(EAP Response)


6.Ws: Diameter_EAP_Request


(EAP Response)


2N Ws:Diameter_EAP_Answer


(EAP Success,Authorisation


Info, Session Keying Material)


2N Wr:Access_Accept


(EAP Success,Authorisation


Info, Session Keying Material)


RADIUS/Diameter


Translator Agent


RADIUS/Diameter


Translator Agent


RADIUS/Diameter


Translator Agent


RADIUS/Diameter


Translator Agent





