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1. Background

In the last CN4 meeting it has been discussed the way to negotiate the version control for Cx and Sh applications. Several solutions have been proposed but so far all of them have considerable drawbacks.

This paper tries to summarize the main pros and cons of the proposed solutions and propose also another alternative.

2. Discussion

2.1 Version-Id and Originating-node AVPs

At the Bangkok meeting N4-031109 detected that the version control should solve two problems:

· Origin of the Diameter-based application message, to address the issue of the HSS receiving command codes from a node not supposed to support it (e.g. an I-CSCF sending a Multimedia-Authentication-Request command).



Origin-Node-Type ::= < AVP Header: TBD >

                                    1* { Node-Type }

                                     * [ AVP ]

· Version of the Diameter-based application message 


Supported-Application-Version ::= < AVP Header: TBD >

                                    1* { Version }

                                     * [ AVP ]

N4-031114 and N4-031181 solved the first bullet by adding a new AVP exchanged in the CER/CEA Diameter layer messages to indicate the origin of the Diameter-based application message. Multiples roles were allowed to be signaled in case of co-located nodes.

N4-031157 solved the second bullet by adding a new AVP exchanged in the CER/CEA Diameter layer messages to indicate the version(s) of the Diameter-based application message. The highest common version is the one selected for the application protocol.

2.1.1 Advantages

A check of the supported commands over an interface can be performed based on the origin node.

The version selected at the beginning of the association set up is used for all commands over the interface, with no need of defining an AVP per applciation message.

2.1.2 Disadvantages

CER/CEA Diameter protocol messages are exchanged only between two nodes, and not end to end. This means that the negotiation works only when there are no Diameter agents in between (i.e. proxies, redirect or relay agents).

The version was not tied to the application as it was defined in a different AVP, so in the event of advertising many applications, it was not possible to relate the listed versions with the applications.

2.2 Separation of Diameter applications and their versions
At the Bangkok meeting, N4-031212 proposed to:

· Separate applications by assigning different Application-Ids
· Separate versions of the applications by assigning different Application-Ids, based on the asuumption that new versions of the applications will require at least one new AVP which have “M” (=mandatory) bit set or even a new command code to be introduced. 

2.2.1 Advantages

Having separate Applications-Ids per application means to solve the issue of knowing which set of command codes are allowed per interface, and allow to support a subset or subset of other applications command codes.

If the new version of the application requires at least one new AVP which have “M” (=mandatory) bit set or even a new command code to be introduced, it matches the IETF rule of assigning a new Application-Id.

2.2.2 Disadvantages

The version control was not specified in this proposal, i.e., how nodes differenciate the versions for the same application.

If the new version of the application does not match the IETF rules to assign a new Application-Id, we are violating IETF RFC3588 rules.

2.3 Version-Id and Originating-node AVPs

At the Atlanta meeting, N4-040114, N4-040116 and N4-040116 implemented how to carry out the version negotiation proposed in chapter 2.2

The Application-Id exchanged in the CER/CEA Diameter layer was checked to know what applications were supported and what versions of the applications since ever application and version of the same application has a different Application-Id.

2.3.1 Advantages

The same listed in chapter 2.2.1.

2.3.2 Disadvantages

CER/CEA Diameter protocol messages are exchanged only between two nodes, and not end to end. This means that the negotiation works only when there are no Diameter agents in between (i.e. proxies, redirect or relay agents).

If the new version of the application does not match the IETF rules to assign a new Application-Id, we are violating IETF RFC3588 rules.

2.4 Application-Id plus Version AVP

This is a new proposal based on the merge of the above proposed solutions.

It has been identified that the new applications reusing Cx or Sh can be split into two groups:

· The ones adding or removing new command codes (GBA or Wx) 

· The ones which are an exact mapping of the existing Cx or Sh (Ph, Px)

The first goup needs a new Application-Id and the second gorup is currently included in the Cx and Sh specifications. 

It is proposed then to identify the applications by different Application-Ids, so it is understood the set of command codes supported over the interface. 

Versions of the same applications can be checked by adding a new vendor-specific AVP at application layer, i.e, in the command to indicate the version of the application. In case more than one version is supported for the application, all the versions are advertised.



Supported-Application-Version ::= < AVP Header: TBD >

                                    1* { Version }

                                     * [ AVP ]

The originator of the request should send the first command code with this AVP set to all supported versions and the content of the command code aligned with the highest advertised version. 

At reception of this command code, the node should check what versions are supported by the peer:

· In the event of no common versions, an error is sent back to the origin of the request and no more applications command codes should be exchanged over these two nodes.  

· If there is at least one common version, the highest common one shall be selected.

· If it corresponds to the highest one advertised by the originator node, the content of the answer will be sent according to this version and the answer shall advertise all supported versions. The originator of the request shall apply the same principle of selection for the highest common version.

· If it does not correspond to the highest one advertised by the originator node, the the answer shall advertise all supported versions, but an error is sent back to indicate not supported version. In this case, the originator shall apply the  same principle of selection for the highest common version and shall repeat the query with the selected version.

This procedure shall be performed only in the first set of exchanged commands since the version is applicable to the whole application.

2.4.1 Advantages

These Application-Ids are included in the Diameter header, so they arrive to the end nodes, i.e., no problem if there are Diameter agents in between.

Version control is performed according to the IETF rules by not assigning unnecesary Application-Ids and by using vendor-specific AVPs.

Valid for all Diameter-Applciation-Ids.

2.4.2 Disadvantages

In the event of the highest common version being not the highest of thesender of the request, the command code has to be re-sent with the appropiate version content.

Applications have to control if a command code has been sent before over an interface to check whether version control has to be performed.
3. Proposal

This paper proposes to implement option Application-Id plus Version AVP, described in chapter 2.4, to solve the version control in all Diameter-based applications. 

For backward compatibility, when the Version AVP is not present in the application commands, it is understood that Rel-5 applies. 

