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1 Introduction

According to the description of the Wx interface of TS 23.234 (section 6.3.2) and TS 29.234 (section 8.1), one of the functionalities of the WLAN Wx (3GPP AAA server – HSS) reference point is to enable retrieval of authentication vectors (triplets and quintuplets) from HSS

And according to the Editor’s note of the TS 29.234 section 8.2: “Wx reference point shall reuse the Cx protocol as much as possible”.

2 Discussion

This contributions aim to include within the TS 29.234 the Wx procedures description for the authentication function.

Therefore, the Multimedia-Authentication-Request (MAR) and Multimedia-Authentication-Answer (MAA) commands from Cx interface are being reused to cope with the authentication Wx requirement.

Note: Some mandatory AVPs have been added/removed from the original Cx MAR command due to the WLAN requirements. It implies whether to change the 29.229 or put the new ABNF in other place. Since there is still no agreement on how to handle the Cx-based applications documentation, this contribution only describes what the procedures and AVPs are needed to cope with the Wx authentication requirements. ABNF will be developed as soon as these procedures are estable and the Cx-based applications documentation is agreed.

3 Proposed changes

8.3 Procedures Description

void

8.3.1 Authentication Procedures

 According to the requirements described in chapter 8.1, Wx reference point must enable:

· Retrieval of authentication vectors (triplets and quintuplets) from HSS,

This procedure is used between the 3GPP AAA Server and the HSS. The procedure is invoked by the 3GPP AAA Server when a new set of authentication information for a given subscriber is to be retrieved from an HSS. This can happen for example, when a new 3GPP subscriber has accessed 3GPP AAA Server for authentication or when a new set of authentication information is required for one of the 3GPP subscribers already registered in the 3GPP AAA server.   

Wx interface performs the authentication data download based on the reuse of the existing Cx authentication command code set (MAR/MAA), see 3GPP TS 29.228 [4A] and 29.229[4B]. It corresponds to the combination of the operations Auth-Info-Request and Auth-Info-Response (see 3GPP TS 23.234 [4]) and is used:

· To retrieve authentication vectors from the HSS.

· To resolve synchronization failures between the sequence numbers in the UE and the HSS.
Table x: Authentication request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element contains the permanent identity of the user. It is the username part of the NAI identity.

	Visited Network Identifier
	Visited-Network-Identifier
	M
	Identifier that allows the home network to identify the Visited Network.

	Hot Spot Identifier
	Hot-Spot-ID
	M
	Identifier that allows the home network to identify the WLAN hot spot where the subscriber have the access to the WLAN. It shall contain the information of the hotspot, operator and country.
This information is obtained from the Wd reference point.


	Number Authentication Items
	SIP-Number-Auth-Items
	M
	This information element indicates the number of authentication vectors requested

	Authentication Data
	SIP-Auth-Data-Item
	C
	This AVP is present for an authentication request after synchronization failure. The content is shown in table x.1.

	Routing Information
	Destination-Host
	C
	If the 3GPP AAA Server  knows the HSS name this AVP shall be present. 

This information is available if the 3GPP AAA server  already has the HSS name stored. The HSS name is obtained from the Origin-Host AVP, which is received from the HSS, e.g. included in the MAA command.

Otherwise only the Destination-Realm is included so that it is resolved to an HSS address in an SLF-like function. Once resolved the Destination-Host AVP is included with the suitable HSS address and it is stored in the 3GPP AAA Server for further usage.


Table x.1: Authentication Data content – request, synchronization failure
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authorization Information
	SIP-Authorization
	M
	It shall contain the concatenation of nonce, as sent to the terminal, and auts, as received from the terminal. Nonce and auts shall both be binary encoded.




Table y: Authentication answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Private User Identity
	User-Name
	M
	This information element contains the permanent identity of the user. It is the username part of the NAI identity.
In case of USIM authentication (EAP/AKA) this identifier shall be the IMSI.

	Number Authentication Items
	SIP-Number-Auth-Items
	C
	This AVP indicates the number of authentication vectors delivered in the Authentication Data information element.

It shall be present when the result is DIAMETER_SUCCESS.

	Authentication Data
	SIP-Auth-Data-Item
	C
	If the SIP-Number-Auth-Items AVP is equal to zero or it is not present, then this AVP shall not be present.

See Table y.1 for the contents of this information element.

	Result
	Result-Code / Experimental-Result
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wx errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


Table y.1: Authentication Data content – response
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Item Number

(See 7.9.1)
	SIP-Item-Number
	C
	This information element shall be present in a SIP-Auth-Data-Item grouped AVP in circumstances where there are multiple occurrences of SIP-Auth-Data-Item AVPs, and the order in which they should be processed is significant.

In this scenario, SIP-Auth-Data-Item AVPs with a low SIP-Item-Number value should be processed before SIP-Auth-Data-Items AVPs with a high SIP-Item-Number value.

	Authentication Information 

AKA

	SIP-Authenticate
	C
	It shall contain, binary encoded, the concatenation of the authentication challenge RAND and the token AUTN. See 3GPP TS 33.203 [3] for further details about RAND and AUTN.
It shall be present when SIP_Authentication_Scheme AVP is set to EAP/AKA

	Authorization Information

AKA
	SIP-Authorization
	C
	It shall containbinary encoded, the expected response XRES. See 3GPP TS 33.203 [3] for further details about XRES.
It shall be present when SIP_Authentication_Scheme AVP is set to EAP/AKA

	Confidentiality Key

AKA
	Confidentiality-Key
	C
	This information element, if present, shall contain the confidentiality key. It shall be binary encoded.
It shall be present when SIP_Authentication_Scheme AVP is set to EAP/AKA

	Integrity Key

AKA
	Integrity-Key
	C
	This information element shall contain the integrity key. It shall be binary encoded.
It shall be present when SIP_Authentication_Scheme AVP is set to EAP/AKA

	Authentication Information SIM
	Authentication_Information_SIM
	C
	This information element shall contain the concatenation of authentication challenge RAND and the cifering key Kc. It shall be binary encoded.
It shall be present when SIP_Authentication_Scheme AVP is set to EAP/SIM

	Authotization Information
	Authorization_Information_SIM
	C
	This information element shall contain the response SRES. It shall be binary encoded.
It shall be present when SIP_Authentication_Scheme AVP is set to EAP/SIM


6.3.1
Detailed behaviour

The HSS shall, in the following order (in case of an error in any of the steps the HSS shall stop processing and return the corresponding error code):

1.
Check that the user exists in the HSS. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.
2.
Check that the user has 3GPP-WLAN subscription. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_WLAN_SUBSCRIPTON.

3.
Check that the user is allowed to roam in the visited network (if not Experimental-Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED). 
4.
Check that the WLAN Hot Spot is allowed. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_WLAN_HOTSPOT_NOT_ALLOWED.

5.
If the request indicates there is a synchronization failure, the HSS shall compare the 3GPP AAA server name received in the request to the 3GPP AAA server name stored in the HSS:

-
If they are identical the HSS shall process AUTS as described in 3GPP TS 33.203 [3] and return the requested authentication information. The Result-Code shall be set to DIAMETER_SUCCESS.

6.   The HSS shall store the 3GPP AAA server name. The HSS shall download Authentication-Data-Item stored up to a maximum specified in SIP-Number-Auth-Items received in the command Multimedia-Auth-Request. The Result-Code shall be set to DIAMETER_SUCCESS. 

Exceptions to the cases specified here shall be treated by HSS as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authentication information shall be returned.

 Note: Origin-Host AVP will contain the 3GPP AAA server identity.
