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1. Technology and background 


ODB allows a network operator to regulate access by subscribers to services (here only concern Packet Oriented), by the barring of certain categories of Packet Oriented Services or of roaming. 

The application of specific categories of Operator Determined Barring to a subscription is controlled by the network operator using administrative interaction at the HLR. Invocation of barring is done in SGSN.

There are three packet orientated barring categories (22.041):

· To bar subscribers completely from the Packet Oriented Services. 

· To bar a subscriber from requesting Packet Oriented Services from access points that are within the HPLMN whilst the subscriber is roaming in a VPLMN. 

· To bar a subscriber from requesting Packet Oriented Services from access points that are within the roamed to VPLMN.

2. Problem:

3GPP release 4 (5) specification 23.015 brought a method for HLR based Operator determined barring to packet oriented service. The barring application is done by HLR and barring invocation is done by SGSN.  Since the barring categories come from HLR with ‘MAP message ‘insert subscriber data’ at any time, SGSN can bar requested user during PDP context activation time according to the specification. But for already existing PDP context, what should be done is lack. 

Of course ‘Cancel Location’ can be used for the case, but it will bar the subscribers totally from GPRS service (see more from chapter 4, token from 23.060). It would not be good. The proposal method in below makes SGSN bar subscriber access according to ODB different barring cases.   

3. Implementation


When SGSN receives ‘insert subscriber data’ message with ODB parameters, they store them to the MM and PDP context database. Then SGSN will check if there is an existing PDP context for the subscriber, SGSN will do different handling for following different barring categories.

1. Barring case 1 (bar all packet service)

SGSN will deactivate existing PDP context

2. Barring case 2 (bar a subscriber from requesting Packet Oriented Services from access points that are within the HPLMN whilst the subscriber is roaming in a VPLMN)

Check the subscriber is located in HPLMN; if it is so, then SGSN will check APN in the PDP context is in HPLMN (use APN-OI). If APN is in HPLMN, then deactivate existing PDP context. Otherwise do nothing.

3. Barring case 3 (bar a subscriber from requesting Packet Oriented Services from access points that are within the roamed to VPLMN) 

If the subscriber is located in VPLMN, check APN in the PDP context is in VPLMN. If the APN is in VPLMN, then deactivate existing PDP context.

The same rules works to the inter-RAU case, when new SGSN receive ‘insert subscriber data’ with ODB.  (Note: for barring roamers, HLR can cancel location updating. For barring service access, SGSN get APN-OI from PDP context during Inter- RAU)

4. HLR-Initiated Detach Procedure (23.060)

The HLR-Initiated Detach procedure is initiated by the HLR. The HLR uses this procedure for operator-determined purposes to request the removal of a subscriber's MM and PDP contexts at the SGSN. The HLR-Initiated Detach Procedure is illustrated in Figure 25below.
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Figure 25: HLR-Initiated GPRS Detach Procedure

1)
If the HLR wants to request the immediate deletion of a subscriber's MM and PDP contexts from the SGSN, the HLR shall send a Cancel Location (IMSI, Cancellation Type) message to the SGSN with Cancellation Type set to Subscription Withdrawn.

2)
The SGSN informs the MS that it has been detached by sending Detach Request (Detach Type) to the MS. Detach Type shall indicate that the MS is not requested to make a new attach and PDP context activation.

3)
The active PDP contexts in the GGSNs regarding this particular MS are deactivated by the SGSN sending Delete PDP Context Request (TEID) messages to the GGSNs. The GGSNs acknowledge with Delete PDP Context Response (TEID) messages.

4)
If the MS was both IMSI- and GPRS-attached, the SGSN sends a GPRS Detach Indication (IMSI) message to the VLR. The VLR removes the association with the SGSN and handles paging and location update without going via the SGSN.

5)
The MS sends a Detach Accept message to the SGSN any time after step 2.

6)
The SGSN confirms the deletion of the MM and PDP contexts with a Cancel Location Ack (IMSI) message.

7)
After receiving the Detach Accept message, if Detach Type did not request the MS to make a new attach, then the 3G‑SGSN releases the PS signalling connection.

