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1. Introduction

This contribution suggests adding missing Diameter based Wa reference point IEs description to TS 29.234.  

2. Discussion

EAP protocol messaging between the WLAN-UE and AAA-Server are carried over the Wa interface encapsulated in either Radius or Diameter messages. In the case where Diameter is used over the Wa reference point,  Diameter EAP  is used. All messages from the WLAN-AN to the AAA-proxy in the roaming and AAA-server in the non-roaming case respectively are carried in Diameter EAP request (DER). Messages originating from the AAA-Server are carried over the Wa interface in the Diameter EAP answer message (DEA). 

Diameter EAP application defines the following AVPs for DER message:

DER AVPs

::= < Diameter Header: 268, REQ, PXY >

                                 < Session-Id >

                                 { Auth-Application-Id }

                                 { Origin-Host }

                                 { Origin-Realm }

                                 { Destination-Realm }

                                 { Auth-Request-Type }

                                 { EAP-Payload }

                                 [ NAS-Port ]

                                 [ NAS-Port-Id ]

                                 [ Destination-Host ]

                                 [ Authorization-Lifetime ]

                                 [ Auth-Grace-Period ]

                                 [ Auth-Session-State ]

                                 [ Session-Timeout ]

                                 [ User-Name ]

                                 [ Service-Type ]

                                 [ Idle-Timeout ]

                                 [ NAS-IP-Address ]

                                 [ NAS-IPv6-Address ]

                                 [ NAS-Identifier ]

                                 [ NAS-Port-Type ]

                                 [ Port-Limit ]

                                 [ State ]

                                 [ Origin-State-Id ]

                                 [ NAS-Key-Binding ]
                                 [ Callback-Number ]

                                 [ Called-Station-Id ]

                                 [ Calling-Station-Id ]

                                 [ Connect-Info ]

                               * [ Framed-Compression ]

                                 [ Framed-Interface-Id ]

                               * [ Framed-IPv6-Prefix ]

                                 [ Framed-IP-Address ]

                                 [ Framed-IP-Netmask ]

                                 [ Framed-MTU ]

                                 [ Framed-Protocol ]

                               * [ Tunneling ]

                               * [ Proxy-Info ]

                               * [ Route-Record ]

   [ AVP ]

For the DEA message, the following are defined:

DEA

::= < Diameter Header: 268, PXY >

                                < Session-Id >

                                { Auth-Application-Id }

                                { Result-Code }

                                { Origin-Host }

                                { Origin-Realm }

                                { Auth-Request-Type }

                                [ Error-Reporting-Host ]

                                [ EAP-Payload ]

                                [ User-Name ]

                                [ Service-Type ]

                              * [ Configuration-Token ]

                                [ Acct-Interim-Interval ]

                                [ Idle-Timeout ]

                                [ Authorization-Lifetime ]

                                [ Auth-Grace-Period ]

                                [ Auth-Session-State ]

                                [ Re-Auth-Request-Type ]

                                [ Session-Timeout ]

                                [ Termination-Action ]

                                [ State ]

                                [ Origin-State-Id ]

                              * [ Filter-ID ]

                              * [ NAS-Session-Key ]

                                [ Callback-Id ]

                                [ Callback-Number ]

                                [ Framed-Appletalk-Link ]

                              * [ Framed-Appletalk-Network ]

                                [ Framed-Appletalk-Zone ]

                              * [ Framed-Compression ]

                                [ Framed-Interface-Id ]

                              * [ Framed-IPv6-Prefix ]

                                [ Framed-IPv6-Pool ]

                              * [ Framed-IPv6-Route ]

                                [ Framed-IP-Address ]

                                [ Framed-IP-Netmask ]

                              * [ Framed-Route ]

                                [ Framed-Pool ]

                                [ Framed-IPX-Network ]

                                [ Framed-MTU ]

                                [ Framed-Protocol ]

                                [ Framed-Routing ]

                              * [ NAS-Filter-Rule ]

                              * [ Tunneling ]

                              * [ Redirect-Host ]

                                [ Redirect-Host-Usage ]

                                [ Redirect-Max-Cache-Time ]

                                [ Port-Limit ]

                              * [ Proxy-Info ]

                              * [ AVP]

Where curly brackets indicates mandatory AVPs and straight brackets optional ones. In the following, these mandatory AVPs are reviewed, in order to ascertain if some of the values of these mandatory AVPs should have fixed values in the case of WLAN usage. Further, it is necessary to deduce which of the AVPs which are optional in the Diameter EAP protocol should be specified to be mandatory in the case of WLAN-3GPP interworking.

Of the mandatory AVPs:

Diameter Session ID AVP represents a specific “session” i.e. an end-to-end authentication negotiation between one WLAN-UE and the AAA-Server. In the case where the authentication negotiation procedure consists of several messaging sequence between WLAN-UE and AAA-Server, the Session-ID uniquely identifies the procedure at the WLAN-AN and AAA-Server in each subsequent message.

Auth-Appl ID identifies the particular Diameter authentication application being used. It is set to 1 in this case, to identify that the Diameter application to be NASREQ.

Origin Host & Origin Realm identify the host and realm of sender respectively. Note that in the DER case, both the Origin Host & Realm identify the Hot Spot. In the DEA, they identify the AAA-Server (i.e. the original sender of the message). For the roaming case, the DEA message is proxied by the AAA-proxy, which does not change these values. 

Destination realm identifies the destination realm of the receiver.

Auth Req Type says whether authentication, authorization, or both authentication and authorization are required. Since authentication is required here, value 1 should be chosen. 

EAP payload AVP transparently holds the EAP messaging necessary for the WLAN-IE <-> AAA-Server authentication. Note that this has not yet been defined for AKA or SIM authentication mechanisms (EAP AVP 402 is reserved for CHAP authentication).

In order that the AAA-Server should know the identity of the hot spot, the NAS-Identifier AVP should be added to the DER message. Although this AVP is optional in the Diameter application, it is proposed to make it mandatory in the Wa interface.

The Result Code AVP, sent in the DEA message tells whether the authentication/authorization attempt was successful or not (2xxx = success as indicated in table 1). Further, the authentication procedure between the AAA-Server and the WLAN-UE is of type multi round (i.e. takes the form of several exchanges of  DER – DEA messaging). Hence the first DEA message sent from AAA-Server contains result code set to Diameter_Multi_Round_Auth (1001). It informs the WLAN-UE that the authentication mechanism being used requires multiple round trips, and a subsequent request needs to be issued in order for access to be granted. The final DEA message contains a success code. This message terminates signaling across Wa for the authentication procedure.
In order that the AAA-Server be able to uniquely identify the user, the Users ID (username NAI) should also be included in the DER message.

Further, in the DEA message both the Session Alive and Charging Duration AVPs should also be optional – these are already listed as optional in the case of Radius usage over the Wa and for consistency are also included here.

1 Proposal
The text modifications related to DIAMETER based Wa reference point are proposed to the TS29.234.

################Modification Part 1 Beginning##########################
6.5.2 
Diameter based Information Elements Contents 
	AVP Name
	AVP Description
	AVP Number
	Value
	Diameter EAP Request
	Diameter EAP Answer

	Session ID
	Identifies the particular session (where session refers to a request for authentication for a particular user)
	263
	
	Mandatory
	Mandatory

	Authentication-Application ID 
	This identifies the Diameter application to be used.
	254
	1 for NASREQ
	Mandatory
	Mandatory

	Origin Realm
	Identifies the realm of the sender
	296
	
	Mandatory 

(identifies the hot spot)
	Mandatory
(Identifies the AAA-Server)

	Origin Host
	Identifies the host name of the sender
	264
	
	Mandatory
(identifies the hot spot)
	Mandatory
(Identifies the AAA-Server)

	Destination Realm
	Realm of the intended recipient of the message
	283
	
	Mandatory
Identifies the AAA-Server
	Mandatory
Identifies the hot spot

	Auth Req Type
	Defines whether authentication, authorization or both. (1)
	274
	1 for authentication
	Mandatory
	Mandatory

	EAP payload
	Encapsulated EAP payload used for UE-AAA-Server mutual authentication
	Not defined yet
	
	Mandatory
	Mandatory

	User Name
	Username NAI
	1
	
	Mandatory
	-

	NAS Identifier
	Hot Spot ID
	32
	
	Mandatory
	

	Result Code
	Tells whether request was successfully processed or not. 
	268
	1001 (multi round)

2xxx (Success)

3xxx (Protocol Errors)

4xxx (Transient Failures)

5xxx (Permanent Failure)

	
	Mandatory

	Session Alive Time
	Max no of seconds the user session should remain active (Radius attribute)
	27
	
	-
	Optional

	Acct-Interim-Interval
	Is analogous to charging duration
	85
	
	-
	Optional


################ Modification Part 1 End##########################
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