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1 Introduction

The Wx interface, defined in WLAN interworking for communication between 3GPP AAA server and HSS, has been defined in the TS 29.234 v 1.0.0 (chapter 8.1) to cope with the following functionalities:

1. Retrieval of authentication vectors (triplets and quintuplets) from HSS

2. Retrieval of WLAN subscriber profile from HSS

3. Indication to 3GPP AAA Server of change of WLAN subscriber profile within HSS

4. Registration of the 3GPP AAA Server of an authorised WLAN user in the HSS

5. Purge procedure between the 3GPP AAA server and the HSS 
6. Retrieval of online charging / offline charging function addresses from HSS
7. Fault recovery procedure between the HSS and the 3GPP AAA server

According to this specification, Wx interface is a Diameter based protocol. This contribution tries to define the application on top of Diameter able to cope with the Wx requirements with the little impacts as possible

2 Discussion

Analyzing the Wx interface needs and the current Cx implementation (between HSS and CSCF), the result is that Wx is a subset of Cx. Thus, work already been done for Cx interface can be re-used to build the protocol on the Wx interface. In this way, as HSS has already Cx protocol implemented, impacts will be minimum.

In a preliminary analysis the following conclusions are extracted:

· Cx Multimedia-Authentication-Reques/-Response (MAR/MAA) commands may be used to retrieve the authentication vectors, 

· Cx Server-Assignment-Request/-Response commands (SAR/SAA) may be used to retry the WLAN subscriber profile, registration of a WLAN user, and retrieval of charging addresses.

· Cx Push-Profile-Request/-Response commands (PPR/PPA) may be used to indicate changes in the profile

· Cx Registration-Termination-Request/-Answer (RTR/RTA) commands may be used as purge procedure between te 3GPP AAA server and the HSS.

However, theses commands need to be slightly modified in order to fulfil all Wx requirements. At first sight some commands/AVPs have been identified to be subject of modifications, though there is a need of further analysis as soon as WLAN Stage 2 and 3 progress (for example the WLAN profile is defined). Note that the following list is not intended to be prescriptive but a hint for further analysis:

· Multimedia-Auth-Request (MAR) Command and Multimedia-Auth-Answer (MAA) Command:

· SIP Server-Name AVP in MAR command

· SIP-Auth-Data-Item AVP in MAR command
· SIP-Public-User-Identity AVP in MAR and MAA commands

· Server-Assignment-Request (SAR) Command and Server-Assignment-Answer (SAA):

· SIP Server-Name AVP in SAR command

· SIP-Server-Assignment-Type AVP in SAR command
· SIP-User-Data-Request-Type AVP in SAR command
· SIP-User-Data-Already-Available AVP in SAR command
· SIP-Charging-Information AVP in SAA command
· SIP-Public-User-Identity AVP in SAR and SAA commands
· Push-Profile-Request (PPR) Command and Push-Profile-Answer (PPA) Command:

· SIP-Public-User-Identity AVP in PPR and PPA commands

· Registration-Termination-Request (RTR) Command and Registration-Termination-Answer (RTA) Command:

· SIP-Deregistration-Reason AVP in RTR command

· SIP-Public-User-Identity AVP in RTR and RTA commands

SIP-User-Data AVP is the container for the WLAN user’s profile. The data (profile) to be inserted in this AVP needs also to be specified.

Also, new result codes are likely to be defined.

3 Proposal

According to the analysis and conclusions in the previous chapter, Ericsson proposes to reuse Cx as much as possible to cope with the Wx interface needs and to include the following modifications into the TS 29.234 v 0.2.0.

Ericsson proposal is also to postpone the final commands and AVPs modifications until WLAN interworking Stage 2 and Stage 3 are mature enough.

/* Beginning of addition A */

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

 [1]
3GPP TS 21.905:
“Vocabulary for 3GPP Specifications”

[2]
3GPP TR 22.934: “Feasibility Study on 3GPP system to WLAN interworking”

[3]
3GPP TR 23.934: “3GPP system to WLAN Interworking; Functional and architectural definition”

[4]
3GPP TS 23.234: “3GPP system to WLAN Interworking; System description”

[5]
3GPP TS 33.234: “WLAN Interworking Security”

[6]
IETF RFC 2865: “Remote Authentication Dial In User Service (RADIUS)”

[7]
IETF Internet-Draft: “Diameter Base Protocol”.  draft-ietf-aaa-diameter-17.txt, work in progress 

[8]
IETF Draft: “Diameter Extensible Authentication Protocol (EAP) Application”, draft-ietf-aaa-eap-02.txt, work in progress

[9]
IEFT RFC 2869: “RADIUS Extensions”

[10]
IETF RFC 2284: “Extensible Authentication Protocol (EAP)”


[11]
IETF Draft: “Extensible Authentication Protocol (EAP)”, draft-ietf-eap-rfc2284bis-02.txt, work in progress

[12]
IETF Draft: “Diameter Network Access Server Application”, draft-ietf-aaa-diameter-nasreq-12.txt, work in progress

[13]
IETF RFC 3576: “Dynamic Extensions to Remote Authentication Dial In User Service (RADIUS)”

[14]
IETF Draft: “RADIUS Support For Extensible Authentication Protocol (EAP)”, draft-aboba-radius-rfc2869bis-22.txt, work in progress
[15]
3GPP TS 29.228: “IP Multimedia (IM) Subsystem Cx and Dx interfaces, Signalling flows and message contents”
[16]
3GPP TS 29.229: “Cx and Dx interfaces based on the Diameter protocol, TS 29.229, Protocol details”
/* End of addition A */

/* Beggining of addition B */

2.2. Protocols

Wx reference point shall use a Diameter based protocol(s).

Wx reference point shall be based on the Cx protocol as indicated in the following subchapters.

/* End of addition B */

