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Introduction
In Release 5 IMS, CN4 went to considerable effort to define Cx/Dx and Sh interfaces in a clear and as complete as possible way.  To date, only small technical corrections have been required to the specifications of these interfaces indicating that this task was accomplished with great success.

However, now that Release 6 requirements are being addressed, CN4 must remain vigilant to ensure that the good work that has gone before is not unnecessarily put aside in the pursuit of rapid standardisation.  The purpose of this discussion paper is to provide a consideration of a number of the factors affecting the work of CN4 on IMS evolution in one place and to hopefully draw out synergies and also highlight potential pitfalls in the work that has to be completed for R6 standardisation of protocols within our remit.

Relevant topics discussed at CN4 #19 and #20
At the last CN4 meetings, a number of topics that are either requirements for or requirements to allow for IMS protocol evolution were discussed.  These were;-

· Px  interface between Presentity Presence Proxy and HSS.
· Ph interface between Presence network Agent and HSS.

· Wx interface between 3GPP AAA Server and HSS (for WLAN i/w).

· Dh interface between the SIP AS and the SLF.
· NAF to BSF interface.
· BSF to HSS interface.
· interface between Authentication Proxy and HSS.
· interface between HSS and BM-SC for MBMS.
· Version and version control of Cx/Dx and Sh interfaces.
This broad range of possible reuses of the Cx and Sh protocols of evolutions of such interface protocols will result in a number of implied requirements.
· Including the Cx interface from both the I-CSCF and S-CSCF there could be seven separate interfaces that the HSS will be required to support that could be Cx based.
· Cx from I-CSCF.

· Cx from S-CSCF.

· Px from Presentity Presence Proxy.

· Wx from 3GPP AAA Server.

· BSF to HSS interface.

· Authentication Proxy to HSS interface.

· BM-SC to HSS interface.

· There is also likely to be other interfaces to be defined that may re-use Cx-like protocols

· NAF to HSS (where NAF is a Certification Authority).

· NAF to BSF interface (although this interface is a point of failure in authorisation architecture).
· Including the Sh interface from the AS there two defined separate interfaces that the HSS will be required to support that could be Cx based.

· Sh interface to Application Server.

· Ph interface to Presence Network Agent.

· There is also a requirement to reuse the principles applied for the Dx interface protocol for the Dh interface.

Requirements on Cx interface
The table below shows the command re-use of the various Cx or Cx-like interfaces that are proposed for R6 specification.  Note that this table is not intended to be prescriptive but is a reflection of the commands that might best fit the requirements for the identified interfaces – this is not a proposal for the actual protocol work.  Note also that the requirements for the greyed out interfaces are still being discussed in SA3, and not all of these interfaces will necessarily be specified.
	
	UAR/A
	LIR/A
	SAR/A
	MAR/A
	RTR/A
	PPR/A
	Source of Requirements

	Cx to I-CSCF
	Yes
	Yes
	
	
	
	
	Defined in 29.228/9

	Cx to S-CSCF
	
	
	Yes
	Yes
	Yes
	Yes
	Defined in 29.228/9

	Wx
	
	
	Yes
	Yes
	Yes
	Yes
	Requirements in 23.234

	Px
	Yes
	Yes
	
	
	
	
	Requirements in 23.141

	BSF to HSS
	
	
	Yes
	Yes
	Yes?
	
	As described in N4-030590

	Auth Proxy to HSS
	
	
	
	Yes
	
	
	As described in N4-030590

	BM-SC to HSS
	
	
	
	Yes
	
	
	As described in N4-030590

	NAF to HSS
	
	
	Yes
	Yes?
	
	Yes
	No identified Req’s as yet

	NAF to BSF
	
	
	Yes
	Yes
	
	
	As described in N4-030590


Whilst this table is very much informative, it is also clear that in Cx interface protocol, no single node other than the HSS is expected to support all the message pairs.  Indeed, there is the possibility that the messages to be supported may even fall into two distinct blocks with UAR/A and LIR/A only needed on I-CSCF and Presentity Presence Proxy, whilst the other four command pairs (or a subset of them) are only required on the other devices.
It is clear, following the approval of 29.228 CR 041r1 that the requirements for enhancement of Cx interface protocol to incorporate the Px interface were negligible and with no other immediate requirements expected to impact the UAR/A or LIR/A message pairs that these are unlikely to require any form of ‘new version’ in the near future.  The remaining four commands are likely to need to be extended to be used effectively to fulfil the requirements that they are proposed for.  There is also likely to need to be an expansion or extension of the information included in the Cx-User Profile definition to include WLAN specific elements.

 Requirements on Sh interface
The Sh interface and Sh-like protocol re-use, the situation is much simpler.

	
	UDR/A
	PUR/A
	SNR/A
	PNR/A
	Source of requirements

	Sh 
	Yes
	Yes
	Yes
	Yes
	Defined in 29.328/9

	Ph
	Yes
	Yes?
	Yes
	Yes
	Requirements in 23.141

	Dh
	Yes
	Yes
	Yes
	Yes
	Requirements in 23.228


Since currently there is only a requirement for the Ph interface to re-use the Sh interface protocol there is minimal impact on the Sh interface protocol.  However, the data that is stored for the subscriber and that can be sent to the Presence Network Agent as described currently in table 7.6.1 in 29.328 will need to be added to in order to include presence information.  It is not clear from 23.141 whether there is a requirement for the Presence Network Agent to store repository data at the HSS, hence it is unclear if the PUR/A command pair are needed on the Ph interface.
Affects on HSS
With a new range of Cx and Sh-like interfaces to support the HSS is likely to be significantly impacted.  
One of the functions that is commonly re-used from the Cx and Sh interfaces is the ability to download and/or update the User Profile of the subscriber.  However, the user profile of a subscriber for eg WLAN i/w is likely to be different from that of the existing Cx User Profile, so whilst SAR/A and PPR/A may be usefully re-used, there will be a need for the HSS to either send the entire profile of the subscriber regardless of whether the interface that the request is sent over is Wx, Cx, from the BSF or the NAF, or for the HSS to be aware of the specific interface that the request is sent over so that it can send the correct portion of the user profile when requested.  
It is also likely that some AVP’s that are required for certain implementations of Cx-like protocols will not be required for other implementations on other interfaces.  The HSS will need to be aware of when these differences apply.

Proposal 1 - Add ‘Node Type Identifier AVP’ to CER/CEA exchange

At the initiation of a Diameter exchange, Capabilities Exchange Request and Answer messages are exchanged between the two nodes establishing the session.  
Currently though, there is no way for the each node to know what type of node the other is.  When the Cx interface only connected the HSS to I-CSCF’s and S-CSCF’s and the Sh interface only connected the HSS to Application Servers, this was not a significant problem but with the HSS now interfacing to up to eight different devices (not to mention the multiple interactions that the BSF and SLF may have) it would be useful to have a mechanism whereby the nodes at either end of the interface can easily determine what type of node the other is.  
To achieve this, it is proposed to include a ‘Node Type Identifier AVP’ in the CER/CEA messages.  This will allow the devices to know what they are attaching to, and particularly in the case of the HSS, to only send appropriate messages to the corresponding device and to reject incorrect requests from devices that should not be sending certain commands (ie an I-CSCF sending a SAR could be rejected by the HSS).  This change is reflected in N4-031114 for Cx interface and N4-031181 for Sh interface.
Versions of applications or commands
In the last fifteen months, a wide range of version mechanism and techniques of version control have been proposed.  At this stage of the discussions on this topic, three proposals remain.
· Do nothing beyond the IETF mechanisms – new versions mean new application numbers to be allocated by IANA and new RFC numbers.

· Include an ‘application version AVP’ as an extension of existing definition that is incremented at points where non-backwards-compatible changes take place.

· Have individual versions of commands that are incremented when a command has a non-backwards-compatible change included.

Note that the IETF mechanism exists regardless of any further 3GPP extension that may be agreed.  Therefore, the decision to be made by CN4 is whether a mechanism is required, and if so, what that mechanism should be.

It has become clear that all of these approaches have advantages and disadvantages with regard to simplicity, inter-operability and the level of granularity of version control they might offer.  Fundamentally, the principles of version control must be adhered to, these being that the mechanism employed is simple enough to be easily implemented, transparent and clearly defined, but also able to offer the necessary degree of compatibility information when implemented.  It is also useful to negotiate version at an early stage in any protocol to minimise the probability of incompatibility in actual message exchanges.

It is Nortel’s opinion that the mechanism offered by the IETF procedures alone is unlikely to be sufficient to provide the degree of flexibility that the nature of 3GPP standardisation requires.  The IETF has far more rigid mechanisms when compared with 3GPP about how a protocol might be updated, and so does not lend itself easily to the ‘tinkering’ that 3GPP allows.  As well as this, the direction that the DMA draft is taking has resulted in the DMA protocol being a super set of the Cx interface protocol.  If a node was only able to indicate support of the DMA application, it would imply that all of the DMA application is supported rather than just the Cx-interface part of the protocol, and the principle of access independence to the IMS is one that 3GPP supports and so should not be put aside  - there may well be devices outside of 3GPP’s scope that will connect to the HSS for example using the entire DMA protocol or some undefined alternative subset of it.  Therefore it seems clear to Nortel that a further 3GPP specific mechanism is required.  It should also be noted that the DMA draft in IETF only applies to the Cx interface and so the Sh interface would not be covered by any form of version control.  If a 3GPP specific mechanism is defined, Sh would also be able to use this.
The proposal to have versions at the application level would provide a clear and easy to define mechanism by which nodes would be able to advertise what level of support they offer at an early stage in a Diameter session.  If, for example, an AVP containing data to indicate the version(s) of the application that is (are) supported by a device is included in the CER/CEA exchange, the two devices involved would be aware of the versions supported by each other and would be able to agree upon the version to use in advance of any protocol messages being sent.  One of the negative aspects of this has been perceived to be the requirement to support the entire of a version, because there is a lack of granular detail within the version information.  If this proposal alone was adopted, this would be true, but coupled with the proposal described above in ‘Proposal 1’ nodes would be only advertising support of the messages that are implied by the node that they are (ie an I-CSCF would only advertise support for UAR/A and LIR/A).  The application version could be incremented once per release by rote, or based on the level of the changes that are made per release.
Adding versions to each command provides a significant increase in the degree to which individual changes might be indicated to be supported.  This would allow the protocol evolution of Cx and Sh based interfaces to take place in a highly flexible and highly dynamic fashion.  However, with this granularity comes considerable complexity and assessment of when a command changes version becomes a significant process.  It could easily be argued that the principle of ‘update the version of all the commands every release’ could be applied to simplify this process, but then this becomes the equivalent to application level versions.
Proposal 2 – Application Level Versions

Nortel proposes that version identification and version negotiation should be done at the application level.  This should be accomplished by adding a ‘Version AVP’ to the CER/CEA messages, possibly as a proprietary extension of the ‘Vendor Specific Application Id AVP’.  Multiple instances of this AVP should be allowed.  If the AVP is not included in the message it shall indicate that only ‘version 1’ of the application is supported.
Nortel believes that a combination of Proposal 1 and Proposal 2 provides a complete, simple and clear mechanism whereby capabilities and version information can be enhanced beyond that provided by Diameter Base protocol to allow for the increased level of compatibility negotiation that 3GPP standardisation processes require.  This change is reflected in N4-031157.
