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	Reason for change:
(

	Various reasons contribute to the scenario, when MS sends P-TMSI without P-TMSI signature in Attach Request and Routeing Area Update Request messages. The consequences of this shortcoming are the following:

· During the Attach old SGSN cannot validate the signature, and must return Identification Response with only the Cause IE having value ‘P-TMSI signature mismatch’ (subclauses 7.5.2 and 7.7.1). New SGSN would not know IMSI and would not have authentication vectors. Therefore, in order to authenticate the MS new SGSN has to retrieve IMSI from MS, and authentication vectors from HLR (TS 23.060). That puts extra and unnecessary load on radio interface, Gr interface and HLR. Therefore, the shortcoming significantly slows down the Attach procedure and makes it vulnerable to security attacks. Attacker can send random P-TMSI’s and disrupt network operation.

· During the inter SGSN RAU old SGSN cannot validate the signature, and must return SGSN Context Response with the Cause IE having value ‘P-TMSI signature mismatch’ and IMSI (subclauses 7.5.4 and 7.7.1). New SGSN would not have authentication vectors and in order to authenticate the MS must resend SGSN Context Request in order to obtain authentication vectors from the old SGSN (TS 23.060), which are included in MM Context IE. That puts extra and unnecessary load on Gn interface and SGSNs. Therefore, the shortcoming slows down the RAU procedure and makes it vulnerable to security attacks. Attacker can send random P-TMSI’s and disrupt network operation.

With the proposed solution and provisions in 23.060 new SGSN shall authenticate MS (without extra signalling to HLR and MS) in order to mitigate security threats.

	
	

	Summary of change:
(

	In order to overcome the above-described shortcomings, it is proposed that old SGSN always returns authentication vectors along with Cause IE having value ‘P-TMSI signature mismatch’. In addition to that, in Identification Response old SGSN includes IMSI.

The proposed change shall not cause any backward compatibility problems. Even if IMSI or authentication vectors IE would be treated by pre-Rel-6 new SGSN as an IE, which is semantically mandatorily absent but is present in the message (subclauses 11.1), the subclause 11.1.11 mandates backward compatible behaviour:

“An information element with a Type value which is defined in GTP but is not expected in the received GTP signalling message shall be ignored (skipped) and the rest of the message processed as if this information element was not present”.
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not approved:
	Network would be slower and vulnerable to security threats.
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	7.5.2; 7.5.4.
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	Other comments:
(

	S2 #33 has discussed much broader problem of P-TMSI signature handling in Tdoc S2-032514 (On usage of P-TMSI and P-TMSI signature) and Tdoc S2-032629 (Comments on Tdoc S2-032514 On usage of P-TMSI and P-TMSI signature).

S2 #34 has discussed Tdoc S2-033097 (Discussion on P-TMSI Signature).
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First Modification


***
7.5.2
Identification Response

The old SGSN shall send an Identification Response to the new SGSN as a response to a previous Identification Request.

For Intra Domain Connection of RAN Nodes to Multiple CN Nodes, if an old SGSN within an SGSN pool receives an Identification Request message that contains the optional parameter SGSN Address for Control Plane, the old SGSN shall use this address as destination IP address of the Identification Response message.

Possible Cause values are:

-
'Request Accepted'.

-
'IMSI not known'.

-
'System failure'.

-
'Mandatory IE incorrect'.

-
'Mandatory IE missing'.

-
'Optional IE incorrect'.

-
'Invalid message format'.

-
'P-TMSI Signature mismatch'.

Only the Cause information element shall be included in the response if the Cause contains another value than 'Request accepted' or 'P-TMSI Signature mismatch'.

The IMSI information element is mandatory if the Cause contains the value 'Request accepted' or 'P-TMSI Signature mismatch'.

One or several Authentication Triplet information elements or up to 5 Authentication Quintuplet information elements may be included in the message if the Cause contains the value 'Request accepted' or 'P-TMSI Signature mismatch'.

The optional Private Extension contains vendor or operator specific information.

Table 25: Information Elements in an Identification Response
	Information element
	Presence requirement
	Reference

	Cause
	Mandatory
	7.7.1

	IMSI
	Conditional
	7.7.2

	Authentication Triplet
	Conditional
	7.7.7

	Authentication Quintuplet
	Conditional
	7.7.35

	Private Extension
	Optional
	7.7.46


****


Next Modification


***
7.5.4
SGSN Context Response

The old SGSN shall send an SGSN Context Response to the new SGSN as a response to a previous SGSN Context Request.

Possible Cause values are:

-
'Request Accepted'.

-
'IMSI not known'.

-
'System failure'.

-
'Mandatory IE incorrect'.

-
'Mandatory IE missing'.

-
'Optional IE incorrect'.

-
'Invalid message format'.

-
'P-TMSI Signature mismatch'.

If the Cause contains the value 'Request accepted', all information elements are mandatory, except PDP Context, RAB Context and Private Extension.

If the Cause contains the value 'P-TMSI Signature mismatch' the IMSI and MM Context information elements shall be included in the response, otherwise only the Cause information element shall be included in the response.

The old SGSN shall include a SGSN Address for control plane. The new SGSN shall store this SGSN Address and use it when sending control plane messages for the MS to the old SGSN in the SGSN context transfer procedure.

The Tunnel Endpoint Identifier Control Plane field specifies a Tunnel Endpoint Identifier, which is chosen by the old SGSN. The new SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent control plane messages, which are sent from the new SGSN to the old SGSN and related to the PDP context(s) requested.

The IMSI information element contains the IMSI matching the TLLI or P-TMSI (for GSM or UMTS respectively) and RAI in the SGSN Context Request.

The MM Context contains necessary mobility management and security parameters. An SGSN supporting the 'Early UE' feature shall include the IMEISV in the MM Context when transferring the IMEISV from the old SGSN to the new SGSN.

All active PDP contexts in the old SGSN shall be included as PDP Context information elements. The PDP contexts are included in an implementation dependant prioritized order, and the most important PDP context is placed first. When the PDP Context Prioritization IE is included, it informs the new SGSN that the PDP contexts are sent prioritized. If the new SGSN is not able to maintain active all the PDP contexts received from the old SGSN when it is indicated that prioritization of the PDP contexts is applied, the new SGSN should use the prioritisation sent by old SGSN as input when deciding which PDP contexts to maintain active and which ones to delete.
If there is at least one active PDP context, the old SGSN shall start the T3-TUNNEL timer and store the address of the new SGSN in the "New SGSN Address" field of the MM context. The old SGSN shall wait for SGSN Context Acknowledge before sending T-PDUs to the new SGSN. If an SGSN Context Acknowledge message is not received within a time defined by T3-RESPONSE, the old SGSN shall retransmit the SGSN Context Response to the new SGSN as long as the total number of attempts is less than N3-REQUESTS. After N3-REQUESTS unsuccessfully attempts, the old SGSN shall proceed as described in section 'Reliable delivery of signalling messages' in case the transmission of a control plane message fails N3‑REQUESTS times.

For each RAB using lossless PDCP context, the old SGSN shall include a RAB Context. If a RAB Context is included in the SGSN Context Response, the new SGSN shall ignore the PDCP and GTP-U sequence numbers received in the PDP Context.

Radio Priority SMS contains the radio priority level for MO SMS transmission, and shall be included if a valid Radio Priority SMS value exists for the MS in the old SGSN.

Radio Priority LCS contains the radio priority level for MO LCS transmission, and shall be included if a valid Radio Priority LCS value exists for the MS in the old SGSN.

Radio Priority is the radio priority level that the MS uses when accessing the network for the transmission of uplink user data for a particular PDP context. One Radio Priority IE shall be included per PDP context that has a valid radio priority value assigned to it in the old SGSN.

Packet Flow Id is the packet flow identifier assigned to the PDP context. One Packet Flow Id IE shall be included per PDP context that has a valid packet flow identifier value assigned to it in the old SGSN.

Charging Characteristics IE contains the charching characteristics which apply for a PDP context; see 3GPP TS 32.215 [18]. One Charging Characteristics IE shall be included per PDP context IE. If no PDP context is active, this IE shall not be included. The mapping of a Charging Characteristics IE to a PDP Context IE is done according to the sequence of their appearance, e.g. the first Charging Characteristics IE is mapped to the first PDP Context IE.

The optional Private Extension contains vendor or operator specific information.

Table 27: Information Elements in a SGSN Context Response

	Information element
	Presence requirement
	Reference

	Cause
	Mandatory
	7.7.1

	IMSI
	Conditional
	7.7.2

	Tunnel Endpoint Identifier Control Plane
	Conditional
	7.7.14

	RAB Context
	Conditional
	7.7.19

	Radio Priority SMS
	Optional
	7.7.20

	Radio Priority
	Optional
	7.7.21

	Packet Flow Id
	Optional
	7.7.22

	CharingCharacteristics
	Optional
	7.7.23

	Radio Priority LCS
	Optional
	7.7.25B

	MM Context
	Conditional
	7.7.28

	PDP Context
	Conditional
	7.7.29

	 SGSN Address for Control Plane
	Conditional
	7.7.32

	PDP Context Prioritization 
	Optional
	7.7.45

	Private Extension
	Optional
	7.7.46
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