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1. Introduction

This discussion paper describes a backward incompatibility problem due to that text in 29.060 sub clause 11.1 is contradicting sub clause 10.1.1.4 for v3.9.0 and later. This contradiction may lead to that the Error Indication, Version Not Supported and Supported Extension Headers Notification messages in some cases are missed when sent between GSN nodes compliant to 29.060 v3.8.0 and GSN nodes compliant to 29.060 v3.9.0 or later.

2. Problem description

GSN nodes compliant to 29.060 v3.8.0 (i.e. prior to when the sub clause 10.1.1.4 was introduced) will most likely act according to below:

· The Error Indication, the Version Not Supported and Supported Extension Headers Notification messages are considered as Responses (see sub clause 11.1)

· When sending any of the messages, the UDP Destination Port value gets the value of the UDP Source Port of the corresponding request message (see sub clause 10.1.1.2), i.e. the UDP Destination Port value “is a locally allocated port number at the sending GSN/RNC” (see sub clause 10.1.1.1)

Nodes compliant to 09.60 will act similar to the above (see 09.60 sub clause 10.1, 9.1.1.2 and 9.1.1.1 respectively).

However, GSN nodes compliant to 29.060 v3.9.0 or later will most likely act according to below (i.e. according to sub clause 10.1.1.4
):

· The UDP destination port for the Error Indication shall be the user plane UDP port (2152).

· The UDP destination port for the Version Not Supported message shall be the control plane UDP port (2123)
· The UDP destination port for the Supported Extension Headers Notification shall be the UDP port for User plane (2152) if the trigger for it was a user plane message, the control plane port (2123) if the trigger for it was a control plane message.

Hence, a GSN node compliant to 3.9.0 or later expects to receive the Error indication, Version not supported and Supported Extension Headers Notification messages on specific ports and doesn’t think it needs to listen on any other port, i.e. when the behaviour defined in GTPv0 and GTPv1 (up till v3.8.0) was abandoned a backward compatibility problem was introduced. 

Let’s visualise the problem with two examples. 

For the purpose of the first example, we make the following assumptions, which are all standards-compliant:

· The SGSN is compliant to 29.060 v3.8.0.

· The GGSN is compliant to 29.060 v.3.9.0 or later.

· When the GGSN locally allocates a UDP source port number for the encapsulated T-PDUs, i.e. payload messages, this port ≠ 2152.
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1) The GGSN sends payload downlink to the SGSN (UDP destination port = 2152, UDP Source port = locally allocated port number, say 54321).

2) For some reason the SGSN does not have an active PDP Context for the received payload and sends an Error Indication message back to the GGSN (UDP destination port = 54321, UDP source port = 2152).

3) However, as the GGSN only expects to receive an Error Indication message on port 2152, it will therefore most likely miss the Error indication and the PDP context will be hanging even though payload is sent towards the SGSN.

For the purpose of the second example, we make the following assumptions, which also are all standards-compliant:

· The SGSN is compliant to 29.060 v.3.9.0 or later.

· The GGSN is compliant to 29.060 v.3.8.0.

· When the GGSN locally allocates a UDP source port number for the encapsulated T-PDUs, i.e. payload messages, this port ≠ 2152.
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1) The GGSN sends payload downlink to the SGSN (UDP destination port = 2152, UDP Source port = locally allocated port number, say 54321).

2) For some reason the SGSN does not have an active PDP Context for the received payload and sends an Error Indication message back to the GGSN (UDP destination port = 2152, UDP source port = 48000).

3) However, as the GGSN only expects to receive an Error Indication message on port 54321 (response destination port = request source port = locally allocated port number), it will therefore most likely miss the Error indication and the PDP context will be hanging even though payload is sent towards the SGSN.

3. Proposal

To solve the existing backward compatibility problem all GSN nodes (compliant to R99 and onwards) shall listen for the Error Indication, Version not supported and Supported Extension Headers Notification messages on both the UDP port according to the destination port in sub clause 10.1.1.4 AND the UDP port according to the destination port in sub clause 10.1.1.2. This applies for both the control and the user plane.

4. Conclusion/recommendation

Ericsson recommends that CN4 adopt the solutions as proposed in this discussion paper for Release 99 and onwards. The necessary CRs have been prepared.

Annex A:  Excerpts from standards which are of particular relevance to this discussion

From 09.60, v7.10.0, sub clause 10.1 “Protocol Errors”:

A GTP signalling Request is distinguished from a GTP signalling Response by the Signalling message names (sub-clause 7.2, Signalling Message Formats). The Error Indication, the Version Not Supported and the SGSN Context Acknowledge messages shall be considered as Responses for the purpose of this Section.
From 09.60, v7.10.0, sub clause 9.1.1 “UDP Header”:

9.1.1.1
Signalling request messages

The UDP Destination Port is the server port number 3386. It shall be reserved for GTP.

The UDP Source Port is a locally allocated port number at the sending GSN.

9.1.1.2
Signalling response messages

The UDP Destination Port value shall be the value of the UDP Source Port of the corresponding signalling request message.

The UDP Source Port shall be the value from the UDP Destination Port of the corresponding signalling request message.

9.1.1.3
Encapsulated T-PDUs

The UDP Destination Port shall be the server port number 3386. It shall be reserved for GTP. The UDP Source Port is a locally allocated port number at the sending GSN.
From 29.060, v3.17.0, sub clause 10.1.1 “UDP Header”:

10.1.1.1
Request Messages

The UDP Destination Port number for GTP-C request messages is 2123. It is the registered port number for GTP-C.

The UDP Destination Port number for GTP-U request messages is 2152. It is the registered port number for GTP-U.

The UDP Source Port is a locally allocated port number at the sending GSN/RNC.

10.1.1.2
Response Messages

The UDP Destination Port value shall be the value of the UDP Source Port of the corresponding request message.

The UDP Source Port shall be the value from the UDP Destination Port of the corresponding request message.

10.1.1.3
Encapsulated T-PDUs

The UDP Destination Port  number shall be 2152. It is the registered port number for GTP-U. The UDP Source Port is a locally allocated port number at the sending GSN/RNC. 

10.1.1.4
Error Indication, Version Not Supported and Supported Extension Headers Notification

The UDP destination port for the Error Indication shall be the user plane UDP port (2152).

The UDP destination port for the Version Not Supported message shall be the control plane UDP port (2123)

The UDP destination port for the Supported Extension Headers Notification shall be the UDP port for User plane (2152) if the trigger for it was a user plane message, the control plane port (2123) if the trigger for it was a control plane message.

The UDP source port shall be locally assigned at the sending node.
From 29.060, v3.17.0, sub clause 11.1 “Protocol Errors”:

The Error Indication, the Version Not Supported, Supported Extension Headers Notification and the SGSN Context Acknowledge messages shall be considered as Responses for the purpose of this subclause.
� See CR# 203r1 on "Clarification of the handling of Version Not Supported; Supported Extension Headers and Error Indication messages" towards 29.060 v3.8.0.
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