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1 Introduction

This contribution discusses about the selection of protocol(s) for the GUP Rg and Rp reference points. Independently of the protocol selection XML will be used for the payload representation format.

The following protocols have been checked for this purpose: CORBA, SOAP, LDAP, Diameter, XML-RPC, RMI and DCOM. After a preliminary screening last three of protocols mentioned above have been left out of this document because of the nature of the protocol or because the requirements stated in the next chapter have not been fulfilled.

2 Requirements for a protocol

The following requirements are set to the chosen protocol to facilitate evaluation of the possible protocol candidates:

1. Protocol shall be standardised or de facto protocol

Protocol shall represent mainstream technology.

2. Protocol shall support XML data transfer

XML will be the data representation format for GUP protocols.

3. Interoperability

a. Protocol shall be loosely coupled

Protocol shall not be dependent on specific application architecture.

b. Protocol shall be vendor independent

More than one vendor shall support protocol.

c. Protocol shall be programmable by multiple programming languages

Protocol shall be supported by a broad range of programming models.

d. Protocol shall be available for multiple platforms

e. Protocol shall have good development environment support, i.e. protocol shall be easy to use for the developers

4. Performance

a. Protocol shall be efficient enough for real life management purposes

b. Protocol shall be fast enough for real-time service data query purposes.

c. Protocol should be efficient enough for mass operations

One mass operation contains one operation for more than one subscriber in a single message/invocation.

5. Communication methods

a. Protocol shall support synchronous operations.

To make application development easier synchronous request-response calls shall be supported.

b. Protocol shall support asynchronous operations

To get better resource management support protocol can support One-Way messages (see below).

6. Security

a. Security support when used over unsecured network

b. Protocol shall support secure firewall traversal arrangements

7. Protocol shall support extensible error handling mechanism

3 Message-oriented versus Remote Procedure Call protocols 

Suitable protocols for GUP purposes can be divided into two main categories: Remote Procedure Call (RPC) type of protocols and messaging type of protocols. Both of these approaches are suitable to communication purposes over the network between applications. In fact, an RPC may also run over a message-oriented mechanism.

Session-based solutions based on RPC technology often require too much overhead on the server side to handle conversation with a large number of clients. There is a limited amount of resources available for concurrent sessions. This is why many client/server systems often limit concurrent client connections. Message-oriented solution handles incoming requests easily, similar to batch processing.

In message-oriented system performance is better if measured as transactions per second and in RPC based system performance is better if measured as how many concurrent users can use the system in the same time.

4 Protocol candidates for GUP purposes

The following protocol candidates are presented in this document in more detail level: CORBA, SOAP, Diameter and LDAP.

4.1 Remote Procedure Call type of protocols

Remote Procedure Call protocols are typically used in a distributed processing environment. They offer synchronous processing where procedure is called and result is waited. RPC protocols are popular in a client/server mode of operation.

4.1.1 CORBA

CORBA specified by OMG /CORBA/ is platform, Operating System, programming language, network hardware and software independent. It is well known for distributed, object oriented multi-tier enterprise applications. CORBA provides a programming interface that hides well the transport layer and the physical implementation in different platforms.

Object Request Brokers (ORB) use wire protocols to mediate communication between distributed objects in different address spaces. By default, ORB communication does not operate across the Web without specific configuration of firewalls.

Multiple CORBA implementations are available. They do not implement the whole CORBA specification.  There are also some interoperability problems.

CORBA is complex, it has steep learning curve, requires significant effort to implement, and it requires fairly sophisticated clients. Compared to text-based protocols CORBA is efficient although it has significant overheads compared to e.g. some simple socket based interfaces. 

3GPP OSA uses CORBA [TS 29.198-x-y].

4.1.2 SOAP

SOAP specified by W3C /SOAP/ is easy to use, uses universally available technologies, and does not assume specific application architectures or object models. It uses the existing and well-known Internet technologies. Possible transport protocols for SOAP are: HTTP, HTTPS, BEEP, FTP, SMTP, POP3 and MSMQ, although HTTP is mainly used. Data is marshalled into XML text document. SOAP traffic can pass easily through firewalls.

Since the SOAP messaging framework is independent of the underlying protocol, each intermediary could in principle choose to use different transport protocol without affecting the SOAP message. SOAP works in practise with any programming or scripting language, in any object model and any Internet wire protocol.

SOAP is extensible by adding any kind and number of processing instructions as well as directing certain parts of the message or attachments to specific locations for processing.

SOAP supports two types of messages: RPCs, which may invoke objects or pass methods and parameters, and Self-describing XML document messages for application integration or data exchange.

Additionally SOAP supports the following formats: Request/response (client sends a message to the server, and server sends a response back to the client), solicit/response (server asks an answer from client and client sends response back to the server), One-way (client sends a message to the server without waiting response from the server) and Notification (server sends a message to the client without waiting response from the client).

SOAP does not handle message complexities, like complicated remote procedure calls, synchronous bi-directional communication, asynchronous messaging (although it is possible to implement asynchronous communication using the SOAP protocol) or object life-cycle tasks.

If non-XML payload is transferred with SOAP, e.g. binary graphics, it must be coded using Multiple Internet Mail Extensions (MIME), a standard format for e-mail attachments. Coding mechanism is known as base64.

Performance for SOAP is not optimal for performance critical solutions. This is due to the XML marshalling format in SOAP, because of the need for XML parsing when there is a need to interpret SOAP messages. Another performance decreasing thing is the HTTP transport protocol.

SOAP is a protocol part of the RPC mechanism. The corresponding part of CORBA is IIOP. CORBA offers much more than IIOP alone. This is why CORBA should be compared to Web Services from the services point of view.

SOAP has a major role in the Web Services concept together with UDDI (directory service) and WSDL (interface language).

SOAP 1.1 is considered the de facto standard. SOAP Version 1.2 has currently the W3C Candidate Recommendation status.

3GPP OSA has also SOAP binding. Also Liberty Alliance Project specifications apply SOAP, see CN4/N4-030488.

4.2 Messaging type of protocols

Messaging protocols are typically used in the event-oriented connectionless solutions. Messaging solutions include session-like information in each message, so they do not require session setup and teardown mechanisms. While waiting for an answer message the application can do some other tasks. It can even send more requests to different network servers, and allow the responses to come back individually and not even in the same order as they were sent.

4.2.1. Diameter

Diameter specified by IETF /Diameter/ is intended to provide an Authentication, Authorization and Accounting (AAA) framework for applications such as network access and IP mobility. Diameter is also intended to work in both the local AAA and roaming situations.

Roaming between providers is possible with proxy chaining via an intermediate servers.

Diameter is a low level protocol, which uses Attribute Value Pairs (AVP) to transfer data. Diameter runs on top of TCP and SCTP (currently client must support at least one of these). Diameter provides capability negotiations and error notification.

Diameter is extensible through addition of new commands and AVPs. Basic services as handling of user sessions and accounting are available.

3GPP Cx and Sh protocols are based on the Diameter protocol.

4.3 Other protocols

This category contains protocols specified for some special purpose. In many cases they could be used for other purposes too, but then their primary benefits might be lost.

4.3.1. LDAP

LDAP specified by IETF /LDAP/ is a good example of a dedicated protocol. LDAP is optimised for directory data access. LDAP is distributable and extensible. Data will be divided according to the data hierarchy. LDAP has a local master data.

LDAP offers simple updates without transaction. LDAP has also good security support.

LDAP is good for data access of directory type of databases, but it does not perform well when there is a need to insert more data. LDAP has a static view of data, and weak linking capability. The tight linkage to the data storage structures can be seen as a negative feature in LDAP.
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6 Proposal

Our proposal is based on screening of the protocols based on the requirements defined earlier in this contribution. After the screening the following protocols were considered to be suitable for the GUP Rg and Rp reference points: CORBA and SOAP.

Diameter does not offer as many useful services as provided by CORBA and SOAP, so it is more complicated to be specified for use with the GUP interfaces.

LDAP is good for data access for directory type of databases, but in other situations it is too restricted and restrictive.

6.1 Protocol proposal for Rg reference point

We kindly propose to select SOAP for the protocol of the GUP Rg reference point. Web Services technology is suitable for this interface because of the good support for the 3rd party applications.
6.2 Protocol proposal for Rp reference point

We kindly propose to select SOAP as a working assumption for the protocol of the GUP Rp reference point .. The following list covers a couple of aspects to be considered when selecting the protocol.
· It is possible to select different protocols for Rp and Rg

· If the same protocol is selected for both Rp and Rg less implementation work is needed, e.g., no conversion is needed in the GUP Server.

· Since the Redirect and Proxy modes will both be specified (SA2 decision), it will be easier for applications to use both the Rp and Rg reference points with the same protocol.

· Different CORBA implementations might cause compatibility problems with each other in the environment where GUP Data Repositories and GUP Server do not use the same CORBA implementation. This is because all CORBA implementations do not necessarily implement all CORBA standard features and in the same way.

· One of the criteria in the protocol selection to consider is the performance. CORBA seems to be more efficient than SOAP. This is due to an XML marshalling format in SOAP messages and HTTP transport protocol.

