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1. Overall Description:

SA3 thanks LIF SIG for their LS on Lr interface security.

Lr traffic carries subscriber related information (esp. privacy settings) and therefore 3GPP TS 23.871 v. 5.0.0 states: "When the request has to be delivered via an unsecured network, (e.g. the public IP-network) the PPR server needs to be authenticated and the traffic has to be secured." To SA3's understanding, the same applies to the architecture alternative with Lr as inter-GMLC interface.

Therefore, if traffic traverses an unsecured network, SA3 deems it appropriate to apply the following security services:

-
confidentiality protection 

-
integrity protection 

-
mutual authentication of communicating NEs 

NDS/IP specified in 3GPP TS 33.210 can provide these security services. Therefore, SA3 suggests to apply NDS/IP to the Lr interface.

2. Actions:

To LIF SIG.

ACTION: 
LIF SIG is kindly asked to consider applying NDS/IP to the Lr interface.
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