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In document N4-020338, Nortel Networks opened the debate on how Version Control in IMS protocols should be handled.  In this document, Nortel proposed three levels of version control.  This document addresses Level 2 of these three, that being the Command version.

Two possible methods for incorporating Version information within commands have been suggested.  These are detailed below.

Method 1 – Inclusion of a Version AVP
This is the method that was suggested in N4-020338, involving the inclusion of a ‘Version AVP’ in the commands.  Not only must the Version of the command be transported in the command itself, but also a facility must be put in place to allow the receiving node to indicate to the sending node that the command version that has been sent is not supported if that is the case.  In order for all of this to take place, two new information element will be included in 29.228.

Start of Modification
7.xx
Version
This information element contains the version information with regard to a specific command.
7.yy 
Supported Versions
This information element contains the information regarding the versions of a command that are supported by the receiving node, where the version of the command that was received from the sending node is not supported.
End of Modification
A number of new AVPs will also be needed to be included in 29.229.

Start of Modification
6.3.ww
Version AVP
The Version AVP (AVP code TBD) is of type grouped and contains the version information for the command that it is included within.
AVP format


Version ::= < AVP header : TBD >




{ Major-Version }



{ Minor-Version }

* [ AVP ]
6.3.xx
Major-Version AVP
The Major-Version AVP (AVP code TBD) is of type OctetString and contains the Major Version information for the command that it is contained within.

6.3.yy
Minor-Version AVP
The Minor-Version AVP (AVP code TBD) is of type OctetString and contains the Minor Version information for the command that it is contained within.
6.3.zz
Versions-Supported AVP

The Supported-Versions AVP (AVP code TBD) is of type grouped and contains information about which versions of a command the receiving node supports in the case where the version received is not supported by the receiving node.

AVP format


Supported-Versions ::= < AVP header : TBD >




[ Version ]

* [ AVP ]
End of Modification
Also, a new Error code class is required.  This would be defined in 29.229.

Start of Modification
6.2
Result-Code AVP values

This section defines new Result-Code [6] values that must be supported by all Diameter implementations that conform to this specification.

**** Text Removed ****

6.2.3

Failures With Re-try Allowed
Errors that fall within the Failures With Re-try Allowed category are used to inform the peer that the request failed, but may be tried again with modification if and as instructed.

6.2.3.1 DIAMETER_ERROR_VERSION_NOT_SUPPORTED (xxxx)
The version of the command received is not supported by the receiving node.  This Error shall be accompanied by a list of the versions of the command that are supported by the receiving node.
End of Modification
Let us consider a single command pair in the Cx protocol, for example User-Authentication-Request and Answer.  To include version control, the following changes would be required to the relevant section in 29.229 as indicated in the normal fashion.

Start of Modification
6.1.1
User-Authorisation-Request (UAR) Command

The User-Authorisation-Request (UAR) command, indicated by the Command-Code field set to TBD and the ‘R’ bit set in the Command Flags field, is sent by a Diameter Multimedia client to a Diameter Multimedia server in order to request the authorisation of the registration of a multimedia user. The server shall validate whether the private and public identities belong to the same user. In addition, the server shall check whether the user is already registered and/or whether the user is authorised to register in the network where the user is roaming. 

Message Format

< User-Authorisation-Request> ::= < Diameter Header: 1, 10415, R, P >





< Session-Id >




{ Version }




{ Auth-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]





{ Destination-Realm }

{ User-Name }

{ Public-Identity }

{ Visited-Network-Identifier }





*[ AVP ]





*[ Proxy-Info ]






*[ Route-Record ]



6.1.2 User-Authorization-Answer (UAA) Command

The User-Authorization-Answer (UAA) command, indicated by the Command-Code field set to 1 and the ‘R’ bit cleared in the Command Flags field, is sent by a server in response to the User-Authorization-Request command. The Result-Code AVP may contain one of the values defined in section 6.2 in addition to the values defined in [6].

authorizeauthorizeauthorizeauthorizeMessage Format

< User-Authorization-Answer> ::=


< Diameter Header: 1, 10415, A >





< Session-Id >





{ Version }




{ Auth-Application-Id }

{ Result-Code }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Server-Name ]

[ Server-Capabilities ]
{ Versions-Supported }
*[ AVP ]

*[ Proxy-Info ]







*[ Route-Record ]

End of Modification
These changes must be reflected in 29.229, section 6.1, as detailed below.

Start of Modification
6.1.1 User registration status query

This procedure is used between I-CSCF and HSS during SIP registrations. The procedure is invoked by the I-CSCF, corresponds to the combination of the functional level operations Cx-Query and Cx-Select-Pull (see 3GPP TS 23.228 [1]) and is used:

-
To authorize the registration of the user, checking multimedia subsystem access permissions and roaming agreements.

-
To perform a first security check, determining whether the public and private identities sent in the command belong to the same user.

-
To obtain either the S-CSCF where the user is registered or registered as a consequence of a terminating call or the list of capabilities that the S-CSCF has to support.

This procedure is mapped to the commands User-Authorization-Request/Answer in the Diameter Multimedia Application specified in 3GPP TS 29.229 [5]. Tables 6.1.1.1 and 6.1.1.2 detail the involved information elements.

Table 6.1.1.1: User registration status query

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Version

(See 7.xx)
	Version
	M
	The version of the command that is being sent

	User Identity

(See 7.2)
	Public-Identity
	M
	User public identity to be registered

	Visited Network Identifier

(See 7.1)
	Visited-Network-Identifier
	M
	Identifier that allows the home network to identify the visited network

	Type of Authorization

(See 7.14)
	User-Authorization-Type
	C
	Type of authorization requested by the I-CSCF.

If the request corresponds to a de-registration, i.e. Expires field in the REGISTER method is equal to zero, this AVP shall be present in the command and the value shall be set to DE-REGISTRATION.

If the request corresponds to an initial registration or a re-registration, i.e. Expires field in the REGISTER method is not equal to zero then this AVP may not be present in the command. If present its value shall be set to REGISTRATION.

	Private User Identity

(See 7.3)
	User-Name
	M
	User private identity

	Routing Information (See 7.13)
	Destination-Host, Destination-Realm
	C
	If the I-CSCF knows HSS name Destination-Host AVP shall be present in the command. Otherwise, only Destination-Realm AVP shall be present and the command shall be routed to the next Diameter node, e.g. SLF, based on the Diameter routing table in the I-CSCF.


Table 6.1.1.2: User registration status response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Version

(See 7.xx)
	Version
	M
	The version of the command that is being sent

	Result

(See 7.6)
	Result-Code
	M
	Result of the operation

	S-CSCF capabilities

(See 7.5)
	Server-Capabilities
	O
	Required capabilities of the S-CSCF to be assigned to the user. 

	S-CSCF Name

(See 7.4)
	Server-Name
	C
	Name of the assigned S‑CSCF.

	Supported Versions
	Versions-Supported
	C
	If Result-Code is set to DIAMETER_ERROR_VERSION_NOT_SUPPORTED, this contains the versions of the command that are supported by the receiving node.  For other result codes, this IE is not included in the command.


End of Modification
Further changes of this type would be need for all Command pairs in the Cx interface specifications and also in the Sh interface specifications as well.

Finally, the nature of these process would need to be reflected in 29.229, section 7.1 (note that the changes suggested here are based on the assumption that N4-020595 is approved)

Start of Modification
7.1.2 Command Level

Each command carries relevant version information in the Version AVP.  If the receiving node supports the sent version of the command, the command is processed accordingly.

If the receiving node does not support the version of the command sent by the sending node, it shall set the Result Code in the response command to DIAMETER_ERROR_VERSION_NOT_SUPPORTED and include in the response the Versions-Supported AVP, which shall contain the versions of the sent command that the receiving node supports.  If the sending node supports one or more of these versions of the command, it shall retry the command using an appropriate version of the command (this may not necessarily be the highest version of the command available).
The Version AVP is constructed in such a way that the receiving node should be able to process a command successfully if the Major Version number for the command is equivalent to that supported in the receiving node, even if the Minor Version number for the command is not equivalent.  Complete compatibility should be obtained if possible, but Major Version number equivalence should be used as the ‘next best compatible’ solution.
7.1.2.1 Format of Command Level Version Information

The Command level Version Information is formatted to contain a Major Version number and a Minor Version number.  
The Minor Version number is incremented when minor updates to the command are made.  Such situations would be the addition of optional parameters to the command, or other non-interface breaking changes to the command.  

The Major Version number is incremented when a significant update to the command is made.  Such situations would be the addition of mandatory parameters to the command, or other interface breaking changes to the command.
End of Modification
Method 2 – Version Information in Command Codes

In this method, version information is carried as part of the Command Code for a particular command.  The intention is that the Thousand digit of the command code indicates the command that is being sent, and then the remaining three digits indicate the version of the command.  There would also be a Fallback-Command-Code AVP for inclusion in the answer command, similar to the Versions-Supported AVP in Method 1.

This method would require one new Information Element to be added to 29.228.

Start of Modification
7.xx

Command Code for Fallback
This information element contains the Command Code that is recommended for use following a failure of a previous command attempt.
End of Modification
The associated AVP would also have to be defined in 29.229.

Start of Modification
6.3.xx
Fallback-Command-Code AVP
The Fallback-Command-Code AVP (AVP code TBD) is of type OctetString and contains a Command Code for the version of a command supported by a receiving node.
End of Modification
The proposal for method 2 recommends the use of Result Code DIAMETER_COMMAND_UNSUPPORTED, so no new result code is required.

Now considering the same command pair as used in Method 1, the following changes would be incorporated.

Start of Modification
6.1.1
User-Authorisation-Request (UAR) Command

The User-Authorisation-Request (UAR) command, indicated by the Command-Code field set to 1xxx (where xxx indicates the version of the command that is being sent) and the ‘R’ bit set in the Command Flags field, is sent by a Diameter Multimedia client to a Diameter Multimedia server in order to request the authorisation of the registration of a multimedia user. The server shall validate whether the private and public identities belong to the same user. In addition, the server shall check whether the user is already registered and/or whether the user is authorised to register in the network where the user is roaming. 

Message Format

< User-Authorisation-Request> ::= < Diameter Header: 1xxx, 10415, R, P >





< Session-Id >





{ Auth-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]





{ Destination-Realm }

{ User-Name }

{ Public-Identity }

{ Visited-Network-Identifier }





*[ AVP ]





*[ Proxy-Info ]






*[ Route-Record ]



6.1.2 User-Authorization-Answer (UAA) Command

The User-Authorization-Answer (UAA) command, indicated by the Command-Code field set to 1xxx (where xxx indicates the version of the command that is being sent) and the ‘R’ bit cleared in the Command Flags field, is sent by a server in response to the User-Authorization-Request command. The Result-Code AVP may contain one of the values defined in section 6.2 in addition to the values defined in [6].

authorizeauthorizeauthorizeauthorizeMessage Format

< User-Authorization-Answer> ::=
< Diameter Header: 1xxx, 10415, A >





< Session-Id >





{ Auth-Application-Id }

{ Result-Code }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Server-Name ]

[ Server-Capabilities ]
{ Fallback-Command-Code }
*[ AVP ]

*[ Proxy-Info ]







*[ Route-Record ]

End of Modification
Again, these changes would need to be reflected in 29.229, section 6.1, as with Method 1.

Start of Modification
6.1.1 User registration status query

This procedure is used between I-CSCF and HSS during SIP registrations. The procedure is invoked by the I-CSCF, corresponds to the combination of the functional level operations Cx-Query and Cx-Select-Pull (see 3GPP TS 23.228 [1]) and is used:

-
To authorize the registration of the user, checking multimedia subsystem access permissions and roaming agreements.

-
To perform a first security check, determining whether the public and private identities sent in the command belong to the same user.

-
To obtain either the S-CSCF where the user is registered or registered as a consequence of a terminating call or the list of capabilities that the S-CSCF has to support.

This procedure is mapped to the commands User-Authorization-Request/Answer in the Diameter Multimedia Application specified in 3GPP TS 29.229 [5]. Tables 6.1.1.1 and 6.1.1.2 detail the involved information elements.

Table 6.1.1.1: User registration status query

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity

(See 7.2)
	Public-Identity
	M
	User public identity to be registered

	Visited Network Identifier

(See 7.1)
	Visited-Network-Identifier
	M
	Identifier that allows the home network to identify the visited network

	Type of Authorization

(See 7.14)
	User-Authorization-Type
	C
	Type of authorization requested by the I-CSCF.

If the request corresponds to a de-registration, i.e. Expires field in the REGISTER method is equal to zero, this AVP shall be present in the command and the value shall be set to DE-REGISTRATION.

If the request corresponds to an initial registration or a re-registration, i.e. Expires field in the REGISTER method is not equal to zero then this AVP may not be present in the command. If present its value shall be set to REGISTRATION.

	Private User Identity

(See 7.3)
	User-Name
	M
	User private identity

	Routing Information (See 7.13)
	Destination-Host, Destination-Realm
	C
	If the I-CSCF knows HSS name Destination-Host AVP shall be present in the command. Otherwise, only Destination-Realm AVP shall be present and the command shall be routed to the next Diameter node, e.g. SLF, based on the Diameter routing table in the I-CSCF.


Table 6.1.1.2: User registration status response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 7.6)
	Result-Code
	M
	Result of the operation

	S-CSCF capabilities

(See 7.5)
	Server-Capabilities
	O
	Required capabilities of the S-CSCF to be assigned to the user. 

	S-CSCF Name

(See 7.4)
	Server-Name
	C
	Name of the assigned S‑CSCF.

	Command Code for Fallback
	Fallback-Command-Code
	C
	If Result-Code is set to DIAMETER_COMMAND_UNSUPPORTED, this contains the version of the command that should be used when the command is retried.


End of Modification
As with Method 1, these changes would be needed in all the command pairs in Cx and Sh protocol definitions.

Again, as with Method 1, the method for Version Control at the command level should be described in 29.229, section 7.1.

Start of Modification
7.1.2 Command Level

Command level version information is carried in the Command Code of the command, which shall be of format yxxx.  When receiving a command, the receiving node shall identify the command by interpreting the most significant digit of the command code (ie the Thousand digit, labelled as y above).  The remaining digits shall be used to indicate the version of the Command Code (labelled as xxx above).  The version information is incremented as and when necessary.
If the receiving node supports the sent version of the command, the command is processed accordingly.

If the receiving node does not support the version of the command sent by the sending node, it shall set the Result Code in the response command to DIAMETER_COMMAND_UNSUPPORTED and include in the response the Fallback-Command-Code AVP, which shall contain the version of the sent command that the receiving node wishes the sending node to use when the command is attempted again.  If the sending node supports this command code, it shall retry the command using this version of the command (this may not necessarily be the highest version of the command available).

End of Modification
Action required
CN4 needs to decide which of these mechanisms should be used.  It is not proposed to include the mechanism in the versions of Cx and Sh interface specifications to be submitted to June plenary as there may be some fine tuning required to whichever mechanism is chosen.   However, making a decision at CN4 #14 would facilitate the inclusions of version control at this level by September plenary.

