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Current TS 29.229, specifies in chapter 5.2.1 that “for secure transport of Diameter messages within the core network IP Security shall be supported”. This section was filled up considering the specification of the Diameter base protocol, which chapter 2.2 says:

“Diameter clients, such as Network Access Servers (NASes) and Foreign Agents MUST support IP Security, and MAY support TLS. Diameter servers MUST support TLS, but the administrator MAY opt to configure IPSec instead of using TLS. Operating the Diameter protocol without any security mechanism is not recommended.”

IETF is standardising basically that between foreign agents or network access servers and AAA servers IPSec is used; and between AAA servers in the home and visited networks TLS exists.

On the other hand SA3’s specification 33.210, chapter 5.6.2, specifies that for internal security interfaces (i.e. Zc between network elements and Zb between network elements and security gateways): “it is for the security domain operator to decide whether to implement the Zb/Zc interfaces or not”.

Also quoting the same specification, chapter 5.3, “within their own network, operators are free to use IPSec features not described in this section although there should be no security of functional reason to do so”. 

Even if the operator decides to implement security mechanisms inside its network, it is free to choose the exact mechanism.

Proposal

To modify TS 29.229, chapter 5.2.1, as follows:

5.2.1
Securing Diameter Messages

For secure transport of Diameter messages, see TS 33.210 [6]. Note that although according to the specification of Diameter base protocol [12], IPSec and/or TLS are required, in the scope of 3GPP what is stated in the mentioned specification applies.

