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___________________________________________________________________________________________

SA3 would like to inform SA2, CN1 and CN4 about an agreement reached at S3#19 on the stage 2 information flows for authenticated registration and re-registration in the IMS. These information flows cover the cases of successful authentication as well as various failure cases. 

The agreed information flows are contained in the attached document S3-010355. The information flows are meant for eventual inclusion in TS33.203.

SA3 kindly asks SA2, CN1 and CN4 to review these information flows and send any comments agreed by these groups back to SA3. It would be very useful for SA3 to receive the comments from the other groups in time before the SA3 ad-hoc meeting on IMS security on 14 September 2001, Sophia Antipolis, France.

Furthermore, SA3 would like to point out the following:

While working on the information flows SA3 realised that there is a certain potential for optimisation of the information flows. Possibilities for optimisation are listed in the attached document S3-100355, so that the information does not get lost. However, SA3 is aware that a decision on any such optimisation is not part of its responsibility. SA3 is also aware that solutions may exist which SA3 has not thought of. Therefore, SA3 kindly asks the responsible groups to consider the possibilities for optimisation and report their decision back to SA3 as the decision will influence the information flows to be included in TS 33.203 (which is under the responsibility of SA3).

In particular, SA3 identified the following possibilities for optimisation:

· in Figure 1 of S3-010355, messages 7 and 8 (Cx put and Cx put resp) and messages 17 and 18 (Cx query and Cx query resp) as well as the setting of a flag in the HSS after receiving message 7 could be omitted if the I-CSCF received information from which the I-CSCF could, after receiving message 16 (REGISTER), derive the previously selected S-CSCF in a way other than through a request to the HSS (see section 2.1 of S3-010355, paragraph starting with “Optimisation of the information flow”). Such information could consist in a cookie or a path header included in message 12 by the S-CSCF and forwarded by the I-CSCF to the P-CSCF in message 13.

· Certain messages could be combined in Figure 1 of S3-010355: message 3 could be combined with message 5 and the appropriate responses (messages 4 and 6). Similarly messages 20 and 22 and the appropriate responses (messages 21 and 23) could also be combined. Messages 8 and 9 could be combined with 10 and 11.

· Further possibilities for optimisation can be found in the attached document S3-010355.

SA3 would also like to point out that another failure case will have to considered which arises when the serving network cannot verify that the public identity(ies) sent in the REGISTER message corresponds to the private identity. This issue is addressed in a separate LS, S3-010388.

SA3 would also like to inform the addressed WGs that SA3 sees no need for Authentication Failure Reporting or Positive Authentication Reporting back to the HSS.










