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1. Introduction

This paper is related to the LS [1] from SA3. The LS recommends the use of Extensible Authentication Protocol (EAP) [2] in SIP and Diameter. The SA3 has also observed that the Diameter protocol already has an application for carrying EAP authentication [3], which might ease the definition of the Cx interface between the S-CSCF and the HSS. The SA3 asks the opinion of CN4 about the use of EAP and existing Diameter Application carrying EAP. 

This paper shows how the EAP may be used in Cx interface and applicability of the NASREQ application [3] for the purpose. The paper also proposes a LS to be sent to SA3 as response to their LS.

2. Authentication with EAP

EAP consists of binary request and response packets sent between the user and the home environment. Nodes passing these packets do not need to understand the format of the packets. In 3GPP, this means that SIP nodes, i.e. I-CSCF, P-CSCF and S-CSCF, can send the authentication protocol, i.e. UMTS AKA, piggybacked in SIP, and can also use backend Diameter protocol for fetching information from the HSS. 

The use of EAP for UMTS AKA needs to be specified in order to use EAP in 3GPP. There exists work that provides both GSM and UMTS authentication within EAP [4]. 

Diameter protocol already has an application, i.e. NASREQ [3], for carrying EAP authentication. The Figure 1 shows an example signaling flow using NASREQ application in order to perform the authetication in the IMS. In fact, the signaling flow shows how the whole IMS registration process could be performed by using NASREQ in the Cx interface. Only the relevant parts of the SIP signaling are shown in the figure as the SIP is not in the interest of CN4.

The applicability of the NASREQ and EAP in the Cx is discussed later in the contribution in the section 3. 
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Figure 1. Registration signaling flow 

Each message shown in the figure 1 is described in the text below.

Message 1. The user sends (via P-CSCF and I-CSCF) SIP REGISTER to S-CSCF.

Message 2. The S-CSCF starts authentication by sending Diameter-EAP-Request (Important AVPs are marked in red.).

<Diameter-EAP-Request> ::= < Diameter Header: 268, REQUEST >

                                 < Session-Id >

                                 { Auth-Application-Id =NASREQ}

                                 { Origin-Host }

                                 { Origin-Realm }

                                 { Destination-Realm }

                                 { Service-Type } Note 3.

                                 { EAP-Payload = NULL} Note 1.
                                 [ Destination-Host ]

                                 [ Authorization-Lifetime ]

                                 [ Session-Timeout ]

                                 [ User-Name =NAI]

                                 [ Server-Name ] Note 2.

                                 [ Idle-Timeout ]

                                 [ NAS-IP-Address ]

                                 [ NAS-Identifier ]

                                 [ State ]

                                 [ Origin-State-Id ]

                                 [ NAS-Key-Binding ]

                               * [ AVP ]

                               * [ Proxy-Info ]

                               * [ Route-Record ]

Note 1, NASREQ application describes that the entity starting EAP authentication typically sends a Diameter-EAP-Request message with a NULL EAP-Payload AVP, signifying an EAP-Start. 

Note 2. Instead of sending the NAS-IP-Adress and NAS-Identifier AVPs, the S-CSCF sends its name in this time to the HSS. This is used in the second registration, i.e. message 5, when the HSS is queried from the I-CSCF.
Note 3. A new service type, e.g. SIP Registration, could be defined.

Message 3. The HSS responses with Diameter-EAP-Answer.

<Diameter-EAP-Answer> ::= < Diameter Header: 268 >

                           < Session-Id >

                           { Auth-Application-Id =NASREQ}

                           { Result-Code =DIAMETER_MULTI_ROUND_AUTH } Note 1.

                           { Origin-Host }

                           { Origin-Realm }

                           { Service-Type }

                           [ Error-Reporting-Host ]

                           [ EAP-Payload = Request/USIM-Challenge] Note 2.

                           [ EAP-Payload = Response/USIM-Challenge] Note 3.
  



   [ NAS-Session-Key = IK] Note 4.

                           [ User-Name ]

                           [ Idle-Timeout ]

                           [ Authorization-Lifetime ]

                           [ Session-Timeout ]

                           [ Origin-State-Id ]

                           * [ NAS-Session-Key ]

                           * [ AVP ]

                           * [ Proxy-Info ]

                           * [ Route-Record ]

Note 1. In the case of the multiround authentication like UMTS AKA the Result-Code AVP is set to DIAMETER_MULTI_ROUND_AUTH to indicate this to the S-CSCF.
Note 2. The Diameter-EAP-Answer message contains an EAP-Payload AVP which includes an encapsulated EAP payload. The encapsulated EAP payload contains the UMTS parameter RAND and AUTN encoded as described in [4].

Note 3. In order to perform the authentication in the S-CSCF, the Diameter-EAP-Answer message must also contain an EAP-Payload AVP that includes RES parameter encapsulated into the EAP payload. The encoding of the RES is described in [4].

Note 2-4. These parameters may be grouped into a one Grouped AVP as shown in the contribution N4-010873 [5]. Also the message may contain more than one set of these parameters. The S-CSCF may store the downloaded parameters and use them in the subsequent authentications.

Note 4. HSS may send the Session-Key-AVP defined in the NASREQ [3] containing the integrity key (IK) for the integrity protection. The AVP could be sent in the message 7 if found more appropriate. 

Messages 4. and 5. EAP Authentication is carried in SIP to the user. SIP message contains the EAP payload of Request/USIM-Challenge encapsulating the RAND and AUTN. The user responses to the challenge with the calculated RES which is encapsulated into the EAP payload containing the Response/USIM-Challenge.

Message 6.  The S-CSCF compares the calculated RES with the RES received from the HSS. If the two parameters match the S-CSCF proceeds with the registration by sending the message 6, which may contain an indication to HSS that the authentication was successful.

<Diameter-EAP-Request> ::= < Diameter Header: 268, REQUEST >

                         < Session-Id >

                           { Auth-Application-Id =NASREQ}

                           { Origin-Host }

                           { Origin-Realm }

                           { Destination-Realm }

                           { Service-Type }

                           { EAP-Payload = EAP-Success} Note 1

                           [ Destination-Host ]

                           [ Authorization-Lifetime ]

                           [ Session-Timeout ]

                           [ User-Name =NAI]

                           [ Idle-Timeout ]

                           [ NAS-IP-Address ]

                           [ NAS-Identifier ]

                           [ State ]

                           [ Origin-State-Id ]

                           [ NAS-Key-Binding ]

                           * [ AVP ]

                           * [ Proxy-Info ]

                           * [ Route-Record ]

Note 1. S-CSCF may send EAP-Payload AVP which encapsulates the EAP-Success indication or some other indication may be used for the purpose. If the standard NASREQ would be followed, at this point, the EAP-Payload containing the Response/USIM-Challenge received from the user would be sent to the HSS 

Message 7. As the authetication was successful the HSS will response to the S-CSCF with Diameter-EAP-Answer message containing the user profile.

<Diameter-EAP-Answer> ::= < Diameter Header: 268 >

                                < Session-Id >

                                { Auth-Application-Id =NASREQ}

                                { Result-Code = Success} Note 1.

                                { Origin-Host }

                                { Origin-Realm }

                                { Destination-Host }

                                { Service-Type }

                                [ Error-Reporting-Host ]
                                [ User-Data ] Note 2

                                [ User-Name ]

                                [ Idle-Timeout ]

                                [ Authorization-Lifetime ]

                                [ Session-Timeout ]

                                [ Origin-State-Id ]

                                * [ NAS-Session-Key ]

                                * [ AVP ]

                                * [ Proxy-Info ]

                             * [ Route-Record ]

Note1. HSS responses to a successful registration with the Result-Code indicating success. If the standard NASREQ would be followed, at this point, the EAP-Payload containing the EAP-Success would be sent to the S-CSCF and then forwarded to the user.
Note 4. HSS sends the User-Data AVP containing the user profile to S-CSCF.

Message 8. The registration is completed by sending the SIP 200 OK message to the user.

3. Analysis

In this section, the use of EAP and NASREQ application in Cx is analyzed based on the registration signaling flow in the section 2.

3.1 Use of EAP

As the authentication point is in the S-CSCF, the standard EAP model breaks in Cx interface. The EAP can be only used to encapsulate the security parameters and download parameters in the EAP format to the S-CSCF as shown in the message 3. The message 3 carries the Request/USIM-Challenge (contains the RAND and AUTN) and Request/USIM-Challenge (contains the RES) as EAP payloads. 

Encapsulating the authentication parameters inside EAP payloads has the advantage of making the the Cx interface more generic and it is possible to re-use some of the existing AVPs, e.g. EAP-Payload and NAS-Session-Key AVP, from the NASREQ.

As the EAP cannot be used correctly in Cx, it does not give the benefits of EAP, which means that the introduction of the new authentication methods cannot be done without updating e.g. the S-CSCF and possibly the Diameter Multimedia Application currently being defined. 

For example, the Diameter Multimedia application, and as the IMS as a whole, is considered also to be applicable for the other access technologies, e.g. 3GPP2 system if possible, however this assumption partly fails if the 3GPP2 uses some other authentication method than UMTS AKA and therefore separate description needs to be included into the specification. The 3GPP IMS system may also lead to similar interoperation issues as with the UMTS and GSM authentication had if new authentication methods are introduced in 3GPP and in this case the EAP may not anymore secure against ‘bidding-down’ attacks from the S-CSCF. 

3.2 Use of NASREQ

The use of NASREQ also breaks. The message 6, the second Diameter-EAP-Request, is not according to the NASREQ. Therefore, the re-use of the NASREQ command codes such as Diameter-EAP-Request/Answer may not be reasonable. However, the re-use of the some of the NASREQ AVPs is still possible and also recommended.

As the NASREQ cannot be used correctly it does not give the benefit of directly tieing other access technologies using NASREQ into the same authentication infrastructure as 3GPP system.

4. Conclusion

This paper has shown issues regarding the use of EAP and NASREQ in the Cx interface. It is shown that both EAP and NASREQ cannot be directly used in the Cx.

However, it is shown that EAP can be used to encapsulate the authentication information and download the data to S-CSCF. Encapsulating the authentication parameters inside EAP payloads has the advantage of making the the Cx interface more generic and it is possible to re-use some of the existing AVPs from the NASREQ which is therefore proposed to be adopted as a working assumption in CN4.

It is proposed that the draft response LS (in the Annex of this contribution) is sent to the SA3.
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6. Annex: Draft Response LS to SA3

CN4 thanks SA3 for asking CN4 opinion on this matter. CN4 has analyzed the use of EAP and Diameter NASREQ in the Cx interface and has come to the following conclusions.

As the authentication point is in the S-CSCF, the standard EAP model breaks in Cx interface. The EAP can be only used to encapsulate the security parameters and download parameters in the EAP format to the S-CSCF. 

Encapsulating the authentication parameters inside EAP payloads has the advantage of making the Cx interface more generic and it is possible to re-use some of the existing AVPs, e.g. EAP-Payload and NAS-Session-Key AVP, from the NASREQ. 

As the EAP cannot be used correctly it does not give the benefits of EAP, which means that the introduction of the new authentication methods cannot be done without updating e.g. the S-CSCF and possibly the Diameter Multimedia Application currently defined. For example, the Diameter Multimedia application, and as the IMS as a whole, is considered also to be applicable for the other access technologies, e.g. 3GPP2 system if possible, however this assumption partly fails if the 3GPP2 uses some other authentication method than UMTS AKA and therefore separate description needs to included into Diameter Multimedia Application specification. The 3GPP system may also lead to similar interoperation issues as with the UMTS and GSM authentication had if new authentication method is introduced in 3GPP and in this case the EAP may not anymore secure against ‘bidding-down’ attacks from the S-CSCF. 

The use of NASREQ also breaks. Therefore, the re-use of the NASREQ command codes is not reasonable. However, the re-use of the some of the NASREQ AVPs is still possible and CN4 also recommends this approach.

As the NASREQ cannot be used correctly it does not give the benefit of directly tieing other access technologies using NASREQ into the same authentication infrastructure as 3GPP system.
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