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1. Introduction

The purpose of this contribution is to initiate discussion in CN4 on how certain AVPs may be defined in the Diameter Cx application. This paper shortly describes the data formats defined in the Diameter [1] and shows examples how certain AVPs could be defined based on those data formats. 

The AVPs, which are mainly considered, can be characterized in such a way that they may contain more than one piece of information, i.e. one parameter. In the proposed TS 29.229 [2], the Security-Information, User-Data and Server-Capability AVPs are examples of the AVPs considered in this paper.

2. Discussion

The Diameter base protocol defines AVP base data format, e.g. OctetString and Integer32. The format and length of the Data field is determined by the AVP Code and AVP Length fields. The format of the data field must be one of the base data types or a data type derived from the base data types.

In addition to the AVP base data formats, applications may define data formats derived from the AVP base data formats. An example of this type of data format is IPAddress which is derived from the OctetString AVP base data format.

The Diameter protocol also allows AVP values of type 'Grouped.' This implies that the Data field is actually a sequence of AVPs, which can be either derived or base data format.  It is also possible to include an AVP with a Grouped type within a Grouped type, that is, to nest them. 

The main purpose of the contribution is to start the discussion on certain AVPs which may need further discussion before the actual data format can be decided and specified. The proposed version of the TS 29.229 [2] contains AVPs such as Server-Capability, User-Data and Security-Information AVPs, which are likely to contain a set of parameters instead of only one parameter. Note that at least the exact content of the Server-Capability and User-Data AVPs is currently open. 

Therefore, these AVPs could be encoded several ways. In this paper, it is considered that the Octetstring base data format and Grouped AVP containing e.g. AVPs type of OctetString are the main candidates how the data is formatted and they are describe below in more detailed. However, other base data formats may also be used.

The use of the OctetString data format makes it possible to build containers for passing information which has limited scope and applicability and no particular relevance for Diameter Multimedia Application, when needed.

Example 1: Security-Information AVP

First example is given on the Security-Information AVP. This AVP carries the UMTS authentication information from HSS to S-CSCF. If the Grouped AVP is used it allows to structure and group the information in the following way:

Security-Information-AVP  ::= < AVP Header: FFS >

                       

[ Challenge ]

                       

[ Expected-Response ]

                      

[ Key ]










*[ AVP ]

Challenge AVP contains RAND and AUTN parameters and Expected Response AVP contains RES and Key AVP contains the Integrity Key (IK). The Key AVP could also use the NAS-Session-Key AVP defined in the NASREQ application [3]. If EAP [4] mechanism is used to encapsulate the UMTS parameters then the EAP-Payload AVP defined in NASREQ could be used to carry the RAND, AUTN and RES parameters. The use EAP for the UMTS AKA is described in the draft ”EAP AKA Authentication” [5].
If the OctetString data type is only used to define the same Security-Information AVP, it means that the internal structure of the data must be defined somewhere else and by some other means. An example of this is that Security-Information AVP is defined by using ASN.1 and encoded by an appropriate encoding rule. This would not allow to use existing AVPs although they would be suitable.

Example 2: User-Data AVP
Another example can be given on the User-Data AVP. As the aim of the Diameter Cx work could be to harmonize 3GPP and 3GPP2 in the way that both organizations would be using the same Diameter Multimedia application, it may be beneficial to structure the Use-Data AVP as a Grouped AVP in the following way:

User-Data-AVP  ::= < AVP Header: FFS >

                        [ Common-Profile ]

                        [ 3GPP-Profile ]

                        [ 3GPP2-Profile ]

                        *[ AVP ]

3GPP-Profile and 3GPP2-Profile AVPs could be defined as OctetString which are defined by the relevant standardization organizations. The use of the OctetString data format makes it possible to build containers for passing user information. In addition, any other organization could define its own profile AVP that could also be included into the User-Data AVP.

If it were possible to identify a common user information, it would be possible to define a separate Common-Profile AVP which could be further structured by using Grouped AVP inside the Common-Profile AVP if that is found appropriate. 

If only the OctetString data type is used for defining the User-Data AVP, it means that internal structure of the data must be defined somewhere else and by some other means. The same example as used in case of the Security-Information, can be also applied to this AVP, i.e. use of ASN.1 and encoded by an appropriate encoding rule. 

The same kind of example could be made for the Server-Capability AVP but it is left out from the paper.
5. Conclusion

This paper has shown alternatives how to structure some of the AVPs used in the Diameter Multimedia application. The purpose of this paper is to initiate discussion on this issue. In addition, it is not only enough to discuss on the structure of the AVPs but also discussion related to the actual content of the AVPs is, of course, needed.
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