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1. Introduction

Within 3GPP, a number of interfaces and reference points have been defined for the handling of Authorization and Authentication information.  Many of these interfaces are being defined within CN3 (although some are being defined in other groups), and so, from a protocol design point of view and taking into account the architectures in which these interfaces and reference points reside, it would seem logical that as many of them as possible use a common protocol definition. The synergies between these reference points and interfaces would result in a reduction of implementation effort as well as making the functionality requirements on the entities that implement the protocols considerably lower.  Therefore, it would be advisable to standardize the common parts for Authorization and Authentication only once, and then document the small deltas required to complete each of the interfaces. 
2. Discussion

The list of interfaces (not all under CN3 scope), that could use a common protocol for Authentication and Authorization (AA), are:

	Interface
	Nodes
	TS
	WG

	Gx
	Charging Rule Function- Traffic Plane Function
	
	CN3

	Rx
	AF – CRF
	
	CN3

	Wm
	PDG-AAA
	29.234
	CN4

	Gmb
	GGSN – BMSC (user specific aspects)
	
	CN3

	Wi
	PDG – IP network
	
	CN3

	Gi evolution
	GGSN – IP network
	
	CN3


This list could include other SA5 and CN4 interfaces not yet decided.

All of these interfaces have in common that they will be developed using Diameter, and include Authentication and Authorization functions. Instead of repeating the same set of standardization across different TS’s and WG it would be much more efficient to create a common 3GPP Diameter protocol containing the Authentication and Authorization functions required, and then developing separately the additional AVPs needed for each specific interface. 
There may also be some commonality between this set of interfaces and the WLAN interfaces WLAN AN -> AAA proxy -> AAA server (Wa and Wd being defined within CN4), but these have some specific WLAN requirements and also require interworking between RADIUS and Diameter.  If commonality could reasonably be achieved with these interfaces, this would clearly be of potential benefit, but the work within CN4 on these interfaces has already begun, and so these interfaces are currently not considered. 
There would also be another benefit in grouping the commons parts of those Diameter interfaces:

The original Gi (RADIUS) interface was created for authentication/authorisation of the user with some distant corporate network that they want to attach to.  But it has evolved in practice to authorise users to connect to the operator's own IP networks (APNs) and further, to download service profile etc. This usage starts to look a lot like the required functionality for the new Gx interface for requesting the charging rules to be sent back to the GGSN.

When using the Gx interface and the operator's own APNs (not corporate networks) it is not efficient to do a Gi RADIUS query and then a separate Gx query - the Gx interface needs to take over all the things that the Gi does. If it is a corporate network that is being connected to, Gx may become redundant for AA, so we might just use Gi (RADIUS or Diameter).

Similarly, it would be positive to be able to translate a Wi query directly to a Wm one, or a Wm query directly to  a Gx one, removing the need to take a query from one protocol, and reformat it into a query for a second protocol. Any protocol chosen would need to be modular to accommodate the case where the AAA server and CRF etc. are in separate physical servers. But also it should be possible to combine these functions into a single server so a combination of interactions is achieved and, as a result, messaging, processing and time is saved.
3. Conclusion

It is proposed to present this contribution in the different affected working groups, so the feasibility of this approach can be evaluated. Some interfaces have already been started to be developed, but some others are not: This is the right moment to act.
The main intention of this paper is for the new interfaces (Gx, Rx, Gmb, Wm, Wi, Gi evolution) to be unified regarding the Authentication and Authorization functions using Diameter. Depending on the interaction required, then different commands/AVPs might be used, but it should be noted that, for example, Wm and Wi or Gx and Gi interactions can be combined just by sending all the AVPs in one message.

This unification of common functionality will allow:

· Create synergies, avoiding duplicated work and efforts.

· Commonality in specification and implementation work

· Combination of interactions, saving messages and real-time, whenever a combination of functionality in a single server is possible (but noting that modularity is and will remain a requirement, so that separated physical servers must always be possible)
