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Start of modified section
6.3.2
Message description

The following messages and events are available on the Go interface (after the initial policy provisioning described in subclause 6.3.1.5):

-
Authorisation_Request (REQ) (GGSN(PDF):

This event allows the GGSN to request authorisation data from the PDF. It contains the following information:

-
Client Handle;

-
Binding Information.


The R-type = 0x08 for configuration request is used here and M-type = 0x02 create event state is used here.
-
Authorisation_Decision (DEC)(PDF(GGSN):


This event provides the GGSN with the relevant authorisation data. The event contains the following information:

-
Client Handle;
-
ICID(s) (only in the initial Authorisation_Decision) .Only one ICID is transferred in this Release. The format of the ICID is defined in 3GPP TS 32.225 [21];

-
Unidirectional set (this parameter shall appear once for each direction (uplink and downlink)):

-
Direction indicator;

-
"Authorised QoS";

-
Gate description (this parameter shall appear once for each required gate for this direction):

-
Filter Specification - The information about the authorised IP end points addresses and ports is detailed below. The Filter Specification parameters are:
-
Source IP address;

-
Destination IP address;

-
Source ports;

-
Destination ports;

-
Protocol ID.


The Source and Destination ports are described with a range consisting of a minimum and maximum value. If only one port is authorised, the minimum value and maximum value of the range are identical.


A filter specification describing more than one IP flow shall be only used in case of identical Protocol IDs, IP addresses and successive port numbers (e.g. RTP and RTCP flow of a media component). Furthermore, the gate status of all IP flows described by this filter specification shall be identical, too.


The Base and IP Filter definitions from the IETF Framework PIB [15] shall be used in the 3GPP Go PIB to represent the filter specification. Only a subset of the available filter attributes shall be used. The attributes frwkBaseFilterNegation, frwkIpFilterDscp, and frwkIpFilterFlowId in the filter description shall have the length field in its encoding set to 0 by the PDF to indicate they are not used. The GGSN shall ignore them if they are set otherwise. Wildcarding of filter elements is detailed in Annex B.

-
Gate status (opened/closed)


The R-type = 0x08 for configuration request is used here and M-type = 0x02 create event state is used here.
-
Authorisation_Failure (DEC) (PDF(GGSN):


This event provides the GGSN with an indication of an authorisation failure, and may carry additional reason details. The event contains the following information:

-
Client Handle;

-
Authorisation failure (including any provided reason information).


The R-type = 0x08 for configuration request is used here and M-type = 0x04 terminate event state is used here.

-
Gate Decision (DEC) (PDF(GGSN):

The Gate Decision indicates to the GGSN the new status of the gate(s) established for a client handle (PDP context). The gate status indicates to the GGSN that the gate shall be opened or closed. Only the gate(s) for which the status is changed are indicated by this event. The event contains the following information:

-
Client Handle;

-
Unidirectional set (this parameter shall appear once for each direction for which gates are being updated (uplink and/or downlink)):

-
Direction indicator;
-
Gate description (this parameter shall appear once for each gate to be modified for this direction) :

-
Filter Specification - The information about the authorised IP end points addresses and ports is detailed below. The Filter Specification parameters are:
-
Source IP address;

-
Destination IP address;

-
Source ports;

-
Destination ports;

-
Protocol ID.


The Source and Destination ports are described with a range consisting of a minimum and maximum value. If only one port is authorised, the minimum value and maximum value of the range are identical.


A filter specification describing more than one IP flow shall be only used in case of identical Protocol IDs, IP addresses and successive port numbers (e.g. RTP and RTCP flow of a media component). Furthermore, the gate status of all IP flows described by this filter specification shall be identical, too.


The Base and IP Filter definitions from the IETF Framework PIB [15] shall be used in the 3GPP Go PIB to represent the filter specification. Only a subset of the available filter attributes shall be used. The attributes frwkBaseFilterNegation, frwkIpFilterDscp, and frwkIpFilterFlowId in the filter description shall have the length field in its encoding set to 0 by the PDF to indicate they are not used. The GGSN shall ignore them if they are set otherwise. Wildcarding of filter elements is detailed in Annex B.

-
Gate status (opened/closed)
NOTE:
The opening of the gate may occur at the same time / be part of the authorisation decision event.

The R-type = 0x08 for configuration request is used here and M-type = 0x03 update event state is used here.

-
Report (RPT) (GGSN(PDF):
-
Authorisation_report; Gate_report:


The GGSN sends a COPS RPT message back to the PDF reporting that it enforced or not the Authorisation_Decision, or the Gate_Decision.


The events contain the following information:
-
Client Handle;

-
Success / Failure.
-
The Authorization_report of the initial Authorisation_Decision includes:

-
GCID;

-
GGSN address.

-
Report of state changes:


The GGSN sends the report of state change message to the PDF reporting that the maximum bit rate for the PDP context is modified to 0 kbps or that the maximum bit rate for the PDP context is changed from 0 kbps.

The event contains the following information:

-
Client Handle;
-
Maximum bit rate (set to 0 kbps / changed from 0 kbps).

-
Delete request state (DRQ) (GGSN(PDF):

The GGSN informs the PDF via the delete request state message, that the PDP context is deactivated and the request state identified by the client handle is no longer available/relevant at the GGSN, so the corresponding state shall also be removed at the PDF.


The DRQ message includes the reason why the request state was deleted.


The event contains the following information:
-
Client Handle;

-
Reason code: "Tear", Sub-code: deactivation of the PDP context.
-
Remove_Decision (PDF(GGSN):

The PDF uses the Remove_Decision to inform the GGSN that the PDF revokes the authorized resources for the client handle (PDP context). The Remove_Decision is a specific Decision message with the COPS Decision Flags object set to 0x02 (“Request-State” flag) and the Command-Code set to “Remove”; see  IETF RFC 3084 [8].

The event contains the following information:
-
Client Handle.
The R-type = 0x08 for configuration request is used here and M-type = 0x04 terminate event state is used here.
End of modified section
Start of modified section
Annex E (informative):
Overview of the 3GPP Go PIB working mode
When the GGSN initialise for the first time, the PEP instances are initialised. The GGSN will use a TCP connection with the PDF (that will be created as specified in the normative text above subclause 6.1.1) in order to transport COPS protocol.

Then, the GGSN sends the first COPS REQ message to the PDF indicating capabilities and the supported PRCs. This is done using:

frwkSupportTable containing the supported PRCs and attributes.

frwkDeviceIdTable used to facilitate efficient policy communication by a PDP. The PDP can take into account certain device characteristics during policy installation as hardware and software of the GGSN, or maximum COPS-PR message size.

go3gppAuthReqCapTable indicating the maximum number of Binding Information and maximum number of Flow Identifiers the PEP can send with each Authorization Request.

go3gppAuthReqDecCapTable indicating the maximum number of ICID possible in a single Authorization Request Decision.

Then, the PDF send to the PEP PRCs for indicating how to handle each kind of event that require actions by the Go interface. This is done in a COPS DEC message using:
go3gppAuthReqHandlerTable indicating Go actions to take at the GGSN when an Authorization Request Event is detected by the GGSN (an example of an Authorization Request Event is the receive of a PDP Context message); the maximum number of Binding Information associated with each Authorization Request; and if COPS Req. can be triggered, are also indicated here.
Then, the GGSN will send PRCs to the PDF in a COPS REQ indicating the detection of specific events in the GGSN (i.e. when the GGSN receives the PDP context activation). Information required to PDF on behave of GGSN is carried also by REQ messages. This is done using:

go3gppAuthReqEventTable indicates Authorization Request Event and its relevant information (binding information go3gppBindingInfoTable, go3gppFlowIDTable).
Then, PRCs carrying the Event Decision sent from PDF to PEP are carried by the COPS DEC message. These PRCs include support for Gates/Filters, QoS, ICIDs.

If the authorization request is rejected (for reasons such as no corresponding session was found by the PDF, incorrect bundling and others) a COPS-PR DEC containing the reason (go3gppAuthReqFailDecTable) is sent.

If not, the following PRCs are sent:

go3gppAuthReqDecTable indicates an ICID for each binding information received. To do so, table go3gppIcidTable is used. Also for each binding information a Directional Decision is sent (go3gppAuthreqDirDecTable)

Within the later the following is indicated:

-
The direction where the decision applies (uplink or downlink).

-
The Auth QoS (go3gppQoSTable) indicating the service class through DSCP encoding, and the data rate to be applied in the PDP requesting authorization.

-
The gate definition (go3gppGateTable): including status (open/closed), and Ip filter definition through the frwkBaseFilterTable and frwkIpFilterTable (which includes source and destination address, port, protocol, etc).

There is, also, the possibility of sending, in a different COPS DEC message from the one carrying the go3gppAuthReqDec, information about changing status of the Gate. This is done using the go3gppGateDecTable, that includes the direction to which this decision applies and a reference to a go3gppGateTable.

Finally, the PEP will send to the PDF PRCs with the information on the Decision enforcement result. This is done in the COPS REPORT message. These PRCs include support for the success or failure of the PEP in carrying out the PDF's decision or change of the state in the GGSN, and are:

go3gppReportTable will indicate the status of the enforcement: success or failure or usage.

-
If success, then, the go3gppRprtGPRSChrgInfoTable is sent to indicate the details for charging (GGSN address and GCID).

-
If failure, then, the standard COPS-PR error handling mechanism and error objects are enough.

-
Usage means that GPRS Usage has changed to 0kbps or from 0kbps. go3gppUsageTable is used.

To be conformant to the Go PIB, on top of the Go PIB PRCs defined in the present document, is mandatory to include from the framework PIB: frwkPrcSupportGroup, frwkDeviceGroup.

The PDF can revoke the authorization by using the RemoveDecision at any time the current specification indicates that this action is required. The GGSN sends a COPS DRQ message to ultimately remove the corresponding state in the PDF.

The Handle included in the COPS message will be used as the unique number to correlate all the COPS messages, with the same dialogue.
End of modified section
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