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1. Discussion:

During the CN3#23 meeting CN3 identified a potential issue with the identification of the source IP addresses and port numbers available in the PCF to apply as a packet classifier over the Go interface.

The PCF uses information available in SDP to generate the filtering and authorisation parameters for a particular media session. The current understanding is that SDP only identifies the destination IP address and port number (i.e. that the user “receives” the media on). It is possible that the user’s “receive” IP addresses and port numbers may be very different to the IP addresses and port numbers that they are transmitting their data on. 

Therefore, the CN3 understanding is that it is currently not possible to identify the source IP address and port numbers of the media stream to be used by the end parties (i.e. the IP address and port numbers that the user transmits their media on). Furthermore current stage 2 specifications covering this issue (TS23.207) state that the IMS media bearer PDP context may be either a primary or secondary context and thus allowing for the IP addresses to be very different from the IP address used in the IMS (SIP) Signalling communication.

One solution to resolve this lack of source information has been the proposal that the source IP addresses and port numbers are wildcarded. CN3 however considers that the wildcarding of the source IP addresses and port numbers may permit potential fraud scenarios as the GGSN will be unable to ensure that the packets are received only from the authorised source UE, since it cannot filter on the source address of the incoming (downlink) packets. 

Another solution may be possible to impose certain restriction on the Release 5 IMS solution to enable the implicit derivation of the source IP addresses in the PCF. 

CN3 would like to ask SA2’s and CN1’s opinion on this and whether a particular solution exists for the Release 5 timeframe in order to ensure that the packet filtering can identify packets which are authorised for the traffic case.

2. Actions:

SA2 is kindly asked to provide guidelines on how CN3 may resolve this matter.

CN1 is asked whether other mechanisms exist (either within SDP or SIP) that allow for the discovery of the source IP addresses for the release 5 timeframe, and/or if there are any limitations under which this can be done.

3. Date of Next CN WG 3 Meetings:

	Title
	Date
	Location

	CN3#24
	29th July – 2nd August 2002
	Helsinki, Finland
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