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3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

APN
Access Point Name

GGSN
Gateway GPRS Support Node

GPRS
General Packet Radio Service
GSN
GPRS Support Node

GTP-U
GPRS Tunnelling Protocol for user plane

HDLC
High Level Data Link Control

ICMP
Internet Control Message Protocol

IETF
Internet Engineering Task Force

IP
Internet Protocol

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6
IPV6CP
IPv6 Control Protocol
LA
Location Area

LCP
Link Control Protocol
LLC
Logical Link Control

MAC
Medium Access Control

MCML
Multi-Class Multi-Link PPP

ME
Mobile Equipment

MP
Multilink PPP

MS
Mobile Station

MT
Mobile Termination
NCP
Network Control Protocol

PDCP
Packet Data Convergence Protocol
PDN
Packet Data Network
PDP
Packet Data Protocol , e.g., IP or PPP

PDU
Protocol Data Unit

PPP
Point-to-Point Protocol

PS
Packet Switched

PTM
Point To Multipoint

PTP
Point To Point

PVC
Permanent Virtual Circuit

RA
Routing Area
SGSN
Serving GPRS Support Node

SNDCP
SubNetwork Dependent Convergence Protocol

TCP
Transmission Control Protocol

TE
Terminal Equipment

TFT
Traffic Flow Template

UDP
User Datagram Protocol
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7.3.8
PDP context related parameters

7.3.8.1
MS in A/Gb mode
It shall be possible to enquire and/or set the following parameters:

-
requested quality of service;

-
traffic flow template;

-
compression on or off;

-
TCP/IP header compression on or off;

-
PDP address;

-
PDP type;

-
Access Point Name (APN);

-
protocol configuration options (if required by the PDP type).

7.3.8.2
MS in Iu mode
It shall be possible to enquire and/or set the following parameters:

-
requested quality of service;

-
traffic flow template;

-
protocol control information compression, on or off;

-
PDP address;

-
PDP type;

-
Access Point Name (APN);

-
protocol configuration options (if required by the PDP type).

Next modified section

9
IP Based Services

All protocols that are supported by the underlying IP protocol are applicable in the Packet Domain environment. However there may be some limitations due to the RF environment.

The IP protocol can be run over various underlying protocols as shown in the figure 6.
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Figure 6: IP Based Services

PPP is a widely supported protocol in numerous operating systems and this alleviates the need for any Packet Domain specific protocol at the TE. PPP at the MT shall comply with the following specifications IETF STD 51 (RFC 1661, RFC 1662), RFC 1570, RFC 1989, RFC 1332 for IPv4, and optionally RFC 2472 for IPv6. Additionally for IPv4 any Domain Name Server information shall be delivered as defined in RFC 1877, and the delivery of any vendor-specific packets and options shall conform to RFC 2153.

As an alternative to PPP, an L2 protocol can be used which is defined as a manufacturer’s operating system dependent protocol capable of carrying IP frames over the R reference point. An example for such an L2 protocol is the Multi-Class Multi-Link (MCML) PPP. The MCML is defined in RFC 2686 and is based on Multi-Link (MP) PPP which is defined in RFC 1990. For IPv6 the L2 protocol shall support negotiation of the IPv6 Interface-Identifier between the TE and the MT.
With IPv6, the process of setting up the IP connectivity is somewhat different than with IPv4 as it involves two distinct signalling phases. The first signalling phase is done in the control plane, followed by a second signalling phase done in the user plane. The control plane signalling phase, in the case of IPv6 over PPP, is described in section 9.1.2. The user plane signalling phase can be either stateless or stateful and is described in 3GPP TS 29.061 [17]. Support of the stateful address autoconfiguration procedure in the MS is optional.
If the Router Advertisement, sent to the MS in the user plane signalling phase, contains more than one prefix option, the MS shall only consider the first one and silently discard the others (see 3GPP TS 29.061 [17]).
Stateful and Stateless Autoconfiguration may also co-exist. In that case, the MS shall use Stateless to configure the address and Stateful to configure additional parameters only. The MS shall not use Stateless and Stateful Address Autoconfiguration simultaneously since GPRS only supports one prefix per PDP Context (see 3GPP TS 29.061 [17]).
Besides what is specified in the present document and in 3GPP TS 29.061, an MS supporting IPv6 shall comply with the guidelines specified in 3GPP TS 23.221 [48], subclause “UE support of IPv6”.
9.1
Example mapping of functions between the R reference point and the Packet Domain bearer for IP over PPP

The following examples illustrate the case when the IP over PPP functionality is used in the MT. The example does not include all the details of PPP, but only describes the logical operation of PPP connection establishment, host authentication and IP configuration.

Each interface at the R reference point can support only one PPP connection and each PPP connection can support only one IP session. Therefore, in PPP mode only one IP  PDP context can be activated per interface at the R reference point. However, it is possible for a PCMCIA card (or other multiplexed interfaces) to support multiple virtual interfaces (communications ports) at the R reference point. Multiple PPP connections and IP contexts are possible in this case.
9.1.1
IPv4 over PPP
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Figure 7a: IPv4 Over PPP Based Service

1)
The TE issues AT commands to set up parameters and enter PPP mode (refer to subclause on AT commands for further details).

2)
The MT sends AT responses to the TE.

3)
The PPP protocol in the TE sends a LCP Configure-Request. This command is to establish a PPP link between the TE and the MT.

4)
The MT returns LCP Configure-Ack to the TE to confirm that the PPP link has been established. The MT might previously have sent a LCP Configure-Nak in order to reject some options proposed by the TE. This in turn might have triggered a retransmission of the LCP Configure-Request with different options.

5)
The PPP protocol in the MT sends a LCP Configure-Request in order to negotiate for the authentication protocol used for authentication of the host TE towards the MT. The MT shall initially negotiate for CHAP, and if this is unsuccessful, for PAP.

6)
The TE returns a LCP Configure-Ack to the MT to confirm the use of the specified authentication protocol. The MT might previously have sent a LCP Configure-Nak in order to reject the protocol proposed by the TE. This in turn might have triggered a retransmission of the LCP Configure-Request with different options.

7)
If the negotiated authentication protocol is either of CHAP or PAP, the TE authenticates itself towards the MT by means of that protocol. The MT stores the necessary authentication data and sends a locally generated  positive acknowledgement of the authentication to the TE. If none of the protocols is supported by the host TE no authentication shall be performed. Refer to 3GPP TS 29.061 for further details on the authentication.

8)
The PPP protocol in the TE sends to the MT a NCP Configure-Request. This command activates the IP protocol.

9)
If the MS is not yet PS attached, the MT performs the PS Attach procedure as described in 3GPP TS 23.060.

10)
The MT performs a PDP Context Activation as described in 3GPP TS 23.60. IP configuration parameters may be carried between the MT and the network in the Protocol Configuration Options IE in PDP Context Activation messages. The Protocol Configuration Options IE sent to the network may contain zero or one NCP Configure-Request packet (in addition to any LCP and authentication packets). The Protocol Configuration Options IE received from the network may contain zero or one NCP Configure-Ack, zero or one Configure-Nak and/or zero or one Configure-Reject packets (in addition to any LCP and authentication packets).

11)
Based on the information received in the Protocol Configuration Options IE, the MT acknowledges to the PPP protocol in the TE that the IP protocol is now activated by sending a NCP Configure-Ack command. Before sending a NCP Configure-Ack, the MT might previously have sent a NCP Configure-Nak and/or Configure-Reject in order to reject some IP parameters proposed by the TE. This in turn might have triggered a retransmission of the NCP Configure-Request with different parameter values. The decision to reject a specific parameter or parameter value may be based on the information received from the network in the Protocol Configuration Options IE. NCP Configure-Ack may also carry IP protocol related parameters such as dynamic IP address  to the TE. The MT shall also pass name server information to the TE if the TE has requested for it and if this information is provided by the GGSN. Other packet types and options may optionally be delivered. The MT may choose to immediately deactivate the PDP context due to the information received from the network in the Protocol Configurations Options IE.
9.1.2 IPv6 over PPP
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Figure 7b: PDP Context Activation for the IPv6 over PPP based services

1)
The TE issues AT commands to set up parameters and enter PPP mode (refer to subclause on  AT commands for further details).

2)
The MT sends AT responses to the TE.

3)
The PPP protocol in the TE sends a LCP Configure-Request. This command is to establish a PPP link between the TE and the MT.

4)
The MT returns LCP Configure-Ack to the TE to confirm that the PPP link has been established. The MT might previously have sent a LCP Configure-Nak in order to reject some options proposed by the TE. This in turn might have triggered a retransmission of the LCP Configure-Request with different options.

5)
The PPP protocol in the MT sends a LCP Configure-Request in order to negotiate for the authentication protocol used for authentication of the host TE towards the MT. The MT shall initially negotiate for CHAP, and if this is unsuccessful, for PAP.

6)
The TE returns a LCP Configure-Ack to the MT to confirm the use of the specified authentication protocol. The MT might previously have sent a LCP Configure-Nak in order to reject the protocol proposed by the TE. This in turn might have triggered a retransmission of the LCP Configure-Request with different options.

7)
If the negotiated authentication protocol is either of CHAP or PAP, the TE authenticates itself towards the MT by means of that protocol. The MT stores the necessary authentication data and sends a locally generated  positive acknowledgement of the authentication to the TE. If none of the protocols is supported by the host TE no authentication shall be performed. Refer to 3GPP TS 29.061 for further details on the authentication.
8)
The TE requests IPv6 Interface-Identifier negotiation by sending the IPV6CP Configure-Request message to the MT indicating the tentative Interface-Identifier chosen by the TE. The tentative Interface-Identifier has only local significance in the MT and is not forwarded to the GGSN.
9)
If the MS is not yet PS attached, the MT performs the PS Attach procedure as described in 3GPP TS 23.060.
10)
The MT sends the Activate PDP context request message to the network, including the PDP Type, PDP Address and Protocol Configuration Options. The Protocol Configuration Options may contain negotiated LCP options such as negotiated Authentication Protocol as well as any authentication data previously stored in the MT. The MS shall leave PDP Address empty and set PDP Type to ‘IPv6’.

The network responds with an Activate PDP Context Accept or an Activate PDP Context Reject, to the MS. The PDP Address shall contain an IPv6 address composed of a  Prefix and an Interface-Identifier. The size of the Prefix shall be according to the maximum prefix length for a global IPv6 address as specified in the IPv6 Addressing Architecture, see RFC 2373 [49]. The Interface-Identifier shall be used to create a link-local IPv6 address, to be used in continued MS – GGSN user-plane signalling. The Prefix in the PDP Address shall be ignored by the MS. 
11)
In case a PDP Context Accept was sent to the MS, the MT extracts the Interface-Identifier from the address received in the PDP Address IE and ignores the Prefix part. If this Interface-Identifier is identical to the tentative Interface-Identifier indicated in the IPV6CP Configure-Request message sent from the TE, the MT sends an IPV6CP Configure Ack packet, indicating this Interface-Identifier, to the TE.  
If the Interface-Identifier extracted from the address contained in the PDP Address IE is not identical to the tentative Interface-Identifier indicated in the IPV6CP Configure-Request message sent from the TE, the MT sends an IPV6CP Configure Nak packet, indicating the Interface-Identifier extracted from the address contained in the PDP Address IE, to the TE. The TE then sends a new IPV6CP Configure-Request message to the MT, indicating the same Interface-Identifier as was indicated in the received IPV6CP Configure Nak. Finally the MT responds with an IPV6CP Configure Ack packet. The negotiated Interface-Identifier shall be used in the TE to create a link-local address.
After finalisation of the IPV6CP negotiations between TE and MT, the user plane link is established. Before the MS can communicate with other hosts on the Intranet/ISP it must obtain an IPv6 Global or Site-Local Unicast address. This is done using either Stateless or Stateful Address Autoconfiguration as described in 3GPP TS 29.061 [17].
When creating a Global or Site-Local Unicast Address, the MS may use the Interface-Identifier received during the PDP Context Activation phase or it may generate a new Interface-Identifier. There is no restriction on the value of the Interface-Identifier of the Global or Site-Local Unicast Address, since the Prefix is unique. Interface-Identifiers shall in any case be 64-bit long.  

In case a PDP Context Reject was sent to the MS the MT sends an LCP Terminate-Request to the TE, the TE and MT negotiate for link termination. The MT may then send a final AT-response to inform the TE about the rejected PDP Context activation.
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