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Introduction

Tdocs N3-010277 and N3-010278  proposes the standardisation of how to implement RADIUS authentication and accounting in the Gi interface. The main concept is to propose a simple and generic solution based on current IETF standards. It also takes the opportunity to clarify the use of RADIUS authentication already mentioned in 29.061, and add recommendations on how to carry other information with RADIUS. 

These documents have highlighted a number of important issues which need to be addressed (e.g. in order to avoid the development of proprietary solutions), and the concepts for addressing the issues have produced a good platform to work from. However, it should be noted that the CR to 3GPP TS 29.061 (N3-010278) will need further enhancement to it’s content and detail before it can be agreed.

This document (N3-010296) notes a number of areas for enhancement and proposes a set of 3GPP parameters for use as RADIUS attributes. 

Discussion

From document the following points can be noted:

1. It is not clear as to why only a subset of RADIUS attributes have been described. It seems to imply that only under situations the mentioned attributes are applicable. It would be beneficial if a more comprehensive list of attributes is specified. In this way network operators will have more flexibility in they way they design services to meet differing customer needs.

2. Point 1 therefore sets a requirement for identifying a set of useful set of 3GPP GTP parameters which will be mapped to the RADIUS attributes. Figure 1 is a set of proposed parameters that should be standardised.

3. It is acknowledged that it would be difficult to mandate all the parameters for support on the GGSN. However, it is desirable that if some parameters are implemented then the format of their content (attributes) should be standardised. The CR appears to state how the GGSN should work under certain conditions; the way in which the GGSN is configured is a network operator’s choice, but again the Vendor should have a requirement to deliver standardised attributes and parameters.

4. It is imperative for a network operator to be able to configure, on a per APN basis, what parameter/attribute needs to be sent to the Radius server, i.e. there is a strong requirement that each parameter is individually controllable. As an example, a network operator may not always want to send the IMSI for charging purposes - the sending of the IMSI may depend on what type of contractual charging agreement, for example, the network operator has with a particular APN. 

5. The RADIUS server shall support a set of attributes as specified by RFC 2865 and 2866 (e.g. ASCII character format).  The CR mentions that the format of the IMSI string will be BCD. Is BCD a new proposal for the format of the attributes?

Table 1
Proposed 3GPP parameters for use as RADIUS attributes

Parameter
Source of Parameter

IMSI
Create PDP Context Request message

Selection mode
Create PDP Context Request message

Charging Characteristics
Create PDP Context Request message

End User Address
Depends on address allocation mechanism

Access Point Name
Create PDP Context Request message

Protocol Configuration Options
 e.g. username, password
Create PDP Context Request message

MSISDN
Create PDP Context Request message

Quality of Service Profile
GGSN (negotiated profile)

SGSN Address
Create PDP Context Request message IP packet header source address

GGSN Address
Create PDP Context Request message IP packet header destination address

Charging ID
GGSN

GGSN name
GGSN

Private Extension
Create PDP Context Request message

Conclusion

This document has outlined several issues with the N3-010278 and has made recommendations as to the standardisation of 3GPP specific parameters for use as RADIUS attributes. 

It is proposed that N3-010278 is not agreed within CN3, however an enhanced version of the CR should be drafted and it’s content agreed, by all interested parties, for the purpose of presentation at the next CN3 meeting (CN3#19).

