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Introduction


This contribution aims to raise potential problems that have been identified in the TE to MT communications. Several possible solutions are proposed for discussion.


Background


The PPP protocol is used between the TE and MT during the PDP Context Activation for PDP type IP.


The RFC 1661 (PPP protocol) indicates that one peer must send a request back the other peer if it receive no response from it. The recommended value for the time-out is 3 seconds, and the recommended value for the retransmission counter is 10.


It appears that currently on most of the PPP implementation running on potential GPRS TE (i.e. Laptop running windows 95/98/NT, PDA running Windows CE, Palm OS etc...) these parameters are not configurable and not negotiable. This could lead to unrecoverable errors as it is detailed below.


When using the GPRS AT commands for establishing a GPRS link, the PDP context activation is done through the PPP configuration stage. The PPP server located in the MT waits for some parameters retrieved during the negotiation and fill some IEs of the PDP CONTEXT ACTIVATE REQUEST message with them such as the PDP Address. Then, when the TE request a dynamically allocated IP address, it will send a null IP address and then waits for a proposal from the PPP server. The server will retrieve it from the PDP CONTEXT ACTIVATE ACCEPT message. This process can last a while since it requires the mobile to allocate an uplink TBF then send the PDP CONTEXT ACTIVATE REQUEST which can take as much as 2 minutes (4*T3380). As we can see, this process is not compatible with the default 3 seconds time-out of the PPP stack which could try (by default) up to 10 times (30 seconds).


Even, if we are in the best case, no T3380 time-out, the TE PPP stack will most likely enter a retransmission state and this could lead to establishment failure on some sensitive PPP implementations.


Proposal


A possible solution could consist in patching/re-configuring the PPP client in the TE. However this solution seems feasible for windows NT, but has not been confirmed for other OS such has Windows CE, Palm OS, Psion OS...


A possible solution would consist in terminating the IPCP configuration phase before issuing the PDP Context Activation. If the MS requires a static address there is no problem. If the MS requires a dynamic address (allocated by the GGSN), the MT could store a private, non-routable IP address (specified in RFC 1918) and sends this "fake" address back to the TE in the IPCP Configure Ack in order to terminate the IPCP configuration phase. The RFC 1661 (PPP) states that the PPP server (the MT in our case) may re-negotiate the IPCP options. Thus, the address allocated by the GGSN can be sent (using IPCP configure messages) to the TE when the PDP activation is completed. The "fake" address is replaced by the "real" allocated address. However all PPP client may not support this re-negotiation. This solution has to be investigated.


In the context where IPCP configuration phase is terminated before the PDP context activation, the MT could perform a NAT (Network Address Translation) function between the PDN and the TE. The TE uses the private IP address stored in the MT to send packets, the MT has stored the allocated (by the GGSN) address and performs the translation between the "fake" address and the "real" address for all the packets exchanged between the TE and the PDN. However, some applications, which send IP address in their packet payload, won't work with NAT: e.g. FTP, ICMP...


CONCLUSION


This contribution discusses the PPP timeout problems that may happen if the PDP context activation delay is too long.  Several possible solutions are proposed but further investigation may be required.


However, we can also consider that the PDP Context Activation procedure mean delay will be shorter than the PPP timeout and the presented problem will only happen rarely. 
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