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1
Introduction

Currently in GPRS there are different means to access an Intranet or ISP. GSM 09.61 allows for transparent and non-transparent access with the PDP-type IP and for non-transparent access for PDP-type PPP.

In current LAN environments (incl. Wireless LAN) the most common protocol for configuration of hosts is the Dynamic Host Configuration Protocol (DHCP, RFC 2131) - a popular protocol which is commonly used by a large variety of TEs. DHCP provides for host configuration, i.e. allocation of an IP address, DNS servers, sub-net masks, etc. Although DHCP is most often used in pure LAN environments, we propose to also support DHCP via a GPRS type of access to a LAN. Particularly we propose to support communication between the DHCP client in the TE connected to a MT with the DHCP server(s) in the interconnected LAN. In this scenario the interconnected LAN is identified during a PDP context establishment by an APN, as done in GPRS Phase 1 for ISPs/Intranets.

We propose to introduce a new PDP-type DHCP in addition to the existing PDP-types, IP, PPP and X.25.

2
GPRS Phase 2 LAN and Intranet Access

With the currently specified access PPP is terminated either in the MT or the GGSN. In both cases, user authentication and host configuration options are restricted to the features provided by PPP and in both cases the PPP protocol has to be terminated and processed in a GPRS node (i.e. MT or GGSN).

· With the support of end-to-end DHCP, there is no need to terminate the DHCP protocol in any GPRS node, the TE and the external Intranet/LAN run the DHCP protocol in a usual client-server manner. The GGSN may act as a BOOTP relay agent, which does not involve much processing (DHCP is designed to use the same functionality as specified for BOOTP relay agents, RFC 1542).

· The whole variety of configuration parameters and DHCP options are supported completely transparently for any GPRS node.

· Efficient IP-address management (reuse) based on the lease time and the DHCPRELEASE message can be implemented by the external Intranet/LAN. 

Figure 1 depicts the anticipated protocol layering. 





2.1
PDP context activation

In this proposal the PDP context establishment with PDP-type DHCP and the host configuration is separated, as already done for the PDP-type PPP. With the PDP context activation a logical connection (LLC and GTP tunnel) is established between the MS and the GGSN – no host authentication and configuration (esp. no IP address assignment) is done. With the second step, i.e. the subsequent DHCP client-server interaction, host configuration is then performed.  

A signal flow describing the PDP context activation and subsequent ISP/Intranet connection establishment where DHCP frames are transparently carried through the MT and the SGSN is presented in the figure 2.

1. The TE sends an AT command containing the optional APN and the wanted QoS profile to the MT.

2. Upon reception of the command the MT (when already IMSI attached for GPRS services) sends an Activate PDP Context Request message indicating PDP-type DHCP to the SGSN.

3. The SGSN will select an appropriate GGSN based on the APN in the same way as done in GPRS Phase 1 and sends a Create PDP Context Request message to the selected GGSN.

4. The GGSN acknowledges the PDP creation – a GTP tunnel is established between the SGSN and the GGSN.

5. The SGSN acknowledges the PDP context activation to the MS. From this point in time the MS and the external ISP/LAN can exchange DHCP frames encapsulated in LLC/SNDCP and GTP, respectively.

Note that the following DHCP message flow is just for illustration purposes and not necessarily complete. It is not proposed to be part of any GSM standards.


6. The TE sends a discovery message (with a broadcast destination IP address); The GGSN may act as a DHCP/BOOTP relay agent and broadcasts the discover message to the link which connects the ISP/LAN pointed at by the APN.

7. One or many DHCP servers may send an offer message, which is relayed by the GGSN to the TE.

8. The TE selects one server and sends a request message, which is broadcast by the GGSN to the connected Intranet/LAN.

9. The selected server acknowledges the client’s request with an ack message
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 Fig. 2 Signal flow in case of PDP-type DHCP

2.2
User authentication

Currently the RFC 2131 does not provide for explicit user authentication and secure DHCP transactions between the clients and servers. However, work is ongoing in IETF to enhance the DHCP protocol with both user authentication and secure transactions. Since these enhancements are realized as extensions to the protocol and since it is proposed to use DHCP end-to-end. The usage these security options by the DHCP clients and servers does not impose impacts to the GPRS infrastructure.

Within GPRS, however there are some additional subscription checks performed, which are used to restrict access to specific networks. This check can be used to prevent unauthorized users from accessing, e.g. private company Intranets/LANs. The SGSN checks the subscription of an APN specified by the user and in case there is not specific subscription (in the HLR) the GGSN is informed. The GGSN can then decide to grant or deny access for this PDP context based on the GGSN’s local APN configuration data.

3
Subscription Data Handling

In conjunction with the PDP-type DHCP there can be two options identified:

1. The existing PDP-type IP can be reused also for DHCP – this applies both for HLR PDP context subscription records and for subscription checking in the SGSN at PDP context activation. I.e. when checking the subscription at PDP context activation, the SGSN does not differ between PDP-types IP and DHCP 

2. Another set of PDP context subscription records tagged with PDP-type DHCP can be added in the HLR, thus enabling the operator to restrict the usage of the different PDP-types.

Since most likely with both IP and DHCP PDP-types access will be allowed to the same external PDNs, option one seems best suited, thus avoiding multiplication of the number of PDP context subscription records in the HLR.

Note that in the SM signalling procedures a new PDP-type DHCP must be used to initiate proper GGSN behaviour, but not necessarily in the HLR subscription records.

4
Transmission aspects

Since DHCP is based on UDP over IP, there is no need for in-sequence or reliable delivery. Any combination of the LLC, SNDCP and GTP transmission modes is supported (as for the PDP-type IP).

The DHCP client/server interaction is based on timeout-supervision in the clients. DHCP clients perform message retransmissions in the range from about. 4 seconds (first retransmission) to up to 64 seconds (fourth retransmission) using a randomized exponential back-off algorithm. 

5
Evaluation

The proposed access scheme where DHCP frames are transferred transparently from the TE via the GGSN to external DHCP servers has the following pros and cons: 

Pros:

· the full set of configuration options offered by DHCP (and extension options) can be used 
· further evolution of the DHCP options are transparent to the GPRS infrastructure (incl. MTs)
· the largely deployed standard DHCP configuration protocols in TEs can be reused
· efficient dynamic IP-address (esp. for IPv4) allocation/deallocation can be employed 
Cons:

· with the current state of the DHCP protocol no explicit user authentication can be done, but:

· the GPRS defined APN subscription checking mechanisms prevent malicious user to attempt connection to unauthorized Intranets/LANs.

· In IETF work is progressing to support user authentication. As soon as DHCP implementations both in clients and servers implement these new features, user authentication can be supported transparently to the GPRS infrastructure.
6
Conclusions

Taking into account the advantages of the proposed access solution and the minor updates needed in the current release ‘98 specifications and implementations, we propose to:

· update GSM 03.60 to cover the overall involvement of the PDP-type DHCP, and to

· extend the specifications 04.08, 09.60, 09.61 and 07.60, accordingly for release ‘99.
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Fig. 1 End-to-end DHCP, PDP-type DHCP
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