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*** FIRST MODIFICATION ***
5.4.1.2
Initial registration and user-initiated reregistration

5.4.1.2.1
Unprotected REGISTER

NOTE 1:
Any REGISTER request sent unprotected by the UE is considered to be an initial registration. A 200 (OK) final response to such a request will only be sent back after the S-CSCF receives a correct authentication challenge response in a REGISTER request that is sent integrity protected.

NOTE 2:
A REGISTER with Expires header value equal to zero should always be received protected. However, it is possible that in error conditions a REGISTER with Expires header value equal to zero may be received unprotected. In that instance the procedures below will be applied.

When the S-CSCF receives a new unprotected registration request for an already registered public user identity linked to the same private user identity but with a new contact information (e.g. a user roams to a different network without de-registering the previous one), the S-CSCF shall:

1) perform the procedure for 'receipt of a REGISTER request without an "integrity-protected" parameter, or with the "integrity-protected" parameter in the Authorization header set to "no"', for the received public user identity; and
2) if the authentication has been successful and if the previous registration has not expired, the S-CSCF shall perform the network initiated de-registration procedure only for the previous contact information as described in subclause 5.4.1.5.2.

Upon receipt of a REGISTER request without an "integrity-protected" parameter, or with the "integrity-protected" parameter in the Authorization header set to "no", the S-CSCF shall:

1) 
identify the user by the public user identity as received in the To header and the private user identity as received in the username field in the Authorization header of the REGISTER request;

2) 
check if the P-Visited-Network header is included in the REGISTER request, and if it is included identify the visited network by the value of this header;

3 
select an authentication vector for the user. If no authentication vector for this user is available, after the S-CSCF has performed the Cx Multimedia Authentication procedure with the HSS, as described in 3GPP TS 29.229 [15], the S-CSCF shall select an authentication vector as described in 3GPP TS 33.203 [19].


Prior to performing Cx Multimedia Authentication procedure with the HSS, the S-CSCF decides which HSS to query, possibly as a result of a query to the Subscription Locator Functional (SLF) entity as specified in 3GPP TS 29.228 [14];

NOTE 3:
At this point the S-CSCF informs the HSS, that the user currently registering will be served by the S-CSCF by passing its SIP URI to the HSS. This will be indicated by the HSS for all further incoming requests to this user, in order to direct all these requests directly to this S-CSCF.

4)
store the icid parameter received in the P-Charging-Vector header;

5)
challenge the user by generating a 401 (Unauthorized) response for the received REGISTER request, including a WWW-Authenticate header which transports:

-
the home network identification in the realm field;

-
the RAND and AUTN parameters and optional server specific data for the UE in the nonce field;

-
the security mechanism, which is AKAv1-MD5, in the algorithm field;

-
the IK (Integrity Key) parameter for the P-CSCF in the ik field (see subclause 7.2A.1); and

-
the CK (Cipher Key) parameter for the P-CSCF in the ck field (see subclause 7.2A.1);

6)
store the RAND parameter used in the 401 (Unauthorized) response for future use in case of a resynchronisation. If a stored RAND already exists in the S-CSCF, the S-CSCF shall overwrite the stored RAND with the RAND used in the most recent 401 (Unauthorized) response;

7)
send the so generated 401 (Unauthorized) response towards the UE; and,

8)
start timer reg-await-auth which guards the receipt of the next REGISTER request.

If the received REGISTER request indicates that the challenge sent previously by the S-CSCF to the UE was deemed to be invalid by the UE, the S-CSCF shall stop the timer reg-await-auth and proceed as described in the subclause 5.4.1.2.3.

*** END OF FIRST MODIFICATION ***

*** SECOND MODIFICATION ***

5.4.1.5
Network-initiated deregistration

5.4.1.5.1
Normal procedure

NOTE 1: This procedure does not apply for the deregistration of the old contact information when the UE is roaming, registration is done in a new network and the previous registration has not expired. The specific procedure for this case is described in subclause 5.4.1.5.2.

Prior to initiating the network-initiated deregistration for the only public user identity currently registered with its associated set of implicitly registered public user identities (i.e. no other is registered) while there are still active multimedia sessions belonging to this user, the S-CSCF shall release all multimedia sessions belonging to this user as described in subclause 5.4.5.1.

When a network-initiated deregistration event occurs for one or more public user identity, the S-CSCF shall send a NOTIFY request to all subscribers that have subscribed to the respective reg event package. Prior to sending the NOTIFY request, the S-CSCF shall release all sessions related to the public user identity being deregistered, if any. For each NOTIFY request, the S-CSCF shall:

1)
set the Request-URI and Route header to the saved route information during subscription;

2)
set the Event header to the "reg" value;

3)
in the body of the NOTIFY request, include as many <registration> elements as many public user identities the S-CSCF is aware of the user owns;

4)
set the aor attribute within each <registration> element to one public user identity:

a)
set the <uri> sub-element inside the <contact> sub-element of each <registration> element to the contact address provided by the UE;

b)
if the public user identity:

i)
has been deregistered then:

-
set the state attribute within the <registration> element to "terminated";

-
set the state attribute within the <contact> element to "terminated"; and

-
set the event attribute within the <contact> element to "deactivated" if the S-CSCF expects the UE to reregister or "rejected" if the S-CSCF does not expect the UE to reregister; or

ii)
has been kept registered then:

-
set the state attribute within the <registration> element to "active"; and

-
set the state attribute within the <contact> element to "active"; and

5)
add a P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.225 [17].

The S-CSCF shall only include the non-barred public user identities in the NOTIFY request.

Also, the S-CSCF shall send a third-party REGISTER request, as described in subclause 5.4.1.7, to each AS that matches the Filter Criteria from the HSS for the REGISTER event.

On completion of the above procedures in this subclause for one or more public user identities, the S-CSCF shall deregister those public user identities and the associated implicitly registered public user identities. On completion of the Cx Server Assignment procedure with the HSS, as described in 3GPP TS 29.229 [15], the S-CSCF shall update or remove those public user identities, their registration state and the associated service profiles from the local data (based on operators' policy the S-CSCF can request of the HSS to either be kept or cleared as the S-CSCF allocated to this subscriber).
5.4.1.5.2
Specific procedure for deregistration of the old contact information when the UE is roaming, registration is done in a new network and the previous registration has not expired
When the UE has been registered with an already registered public user identity linked to the same private user identity but with a new contact information (because it roams to a new network) and if the previous registration with the old contact information has not expired, the S-CSCF shall send a NOTIFY request to all subscribers that have subscribed to the respective reg event package for the previous registration. For each NOTIFY request, the S-CSCF shall:
1)
set the Request-URI and Route header to the saved route information during subscription;

2)
set the Event header to the "reg" value;

3)
in the body of the NOTIFY request, include as many <registration> elements as many public user identities the S-CSCF is aware of the user owns;

4)
set the aor attribute within each <registration> element to one public user identity:

a)
set the <uri> sub-element inside the <contact> sub-element of each <registration> element to the contact address provided by the UE;

b)
if the public user identity:

i)
has been deregistered then:

-
set the state attribute within the <registration> element to "terminated";

-
set the state attribute within the <contact> element to "terminated"; and

-
set the event attribute within the <contact> element to "deactivated" if the S-CSCF expects the UE to reregister or "rejected" if the S-CSCF does not expect the UE to reregister; or

ii)
has been kept registered then:

-
set the state attribute within the <registration> element to "active"; and

-
set the state attribute within the <contact> element to "active"; and

5)
add a P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.225 [17].

The S-CSCF shall only include the non-barred public user identities in the NOTIFY request.

Also, the S-CSCF shall send a third-party REGISTER request, as described in subclause 5.4.1.7, to each AS that matches the Filter Criteria from the HSS for the REGISTER event.

On completion of the above procedures, the S-CSCF shall remove the registration information related to the old contact from the local data. 

*** END OF SECOND MODIFICATION ***
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