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1. Early IMS Security Solution 

1.1 Purpose of the Early IMS Security Solution 

Early IMS Security allows a UE that contains a SIM or a USIM to use the IMS network. Without the early IMS security, subscribers will not be able to take advantages of services that use the IMS without replacing their SIM with a USIM or ISIM. Furthermore, even if the UE contains a USIM and, consequently, the UE may have access to the UMTS PS domain, the UE and / or the network equipment may not yet support the security features specified in TS 33.203. The interim solution is designed to provide an adequate level of security if the access security features in 3GPP TS 33.203 cannot be implemented because Rel-5 terminals and network equipment are not yet available. 

1.2 State of Solution in 3GPP 

The Early IMS Security solution has been agreed as a working assumption in SA3. The technical report detailing the solution, TR 33.878, is now largely stable and is expected to be approved by December 2004. 

Although stage 3 work has been removed from the work item description of Early IMS security at the last SA plenary, this decision was taken mainly because the evidence presented to SA was deemed insufficient. With a stable TR 33.878 being presented to the next SA plenary, this decision is likely to be reversed, so that SA then allow stage 3 work to be included in the work item of Early IMS security. If stage 3 work is started only after the next SA plenary, then Early IMS security  could not become part of Release 6. Therefore, it is proposed to prepare stage 3 CRs whose presentation to the next SA plenary is made conditional on a foregoing approval of stage 3 work for Early IMS security, also at the next SA plenary. In other words, if SA3’s request to modify the WID to include stage 3 work is turned down at the next SA plenary, then the stage 3 CRs will not be presented for approval. If the proposed procedure is not followed, then an opportunity will be missed to introduce Early IMS security in Release 6, and, consequently, the availability of IMS services in 3G networks may be delayed. 

1.3 Early IMS Security Procedure 

The interim solution works by checking that the IP address allocated to the mobile by the GGSN matches the IP address included in the header of SIP messages received from the UA. This is done as follows:

At PDP context establishment, the GGSN provides the IP address allocated to the UE to the HSS together with the subscriber’s MSISDN. This is done using a RADIUS accounting start message using the format specified in 3GPP TS 29.061. The HSS uses the MSISDN to look up the subscriber’s entry and stores the IP address against the subscriber’s private user identity. Due to an oversight, only the MSISDN, and not the IMSI, is mentioned in TR 33.878. This is likely to be corrected in the next SA3 meeting. 

1.3.1 PDP Context Activation 

1. The PDP CONTEXT ACTIVATE REQUEST contains the MSISDN of the terminal. As described in 29.060 clause 7.3.1, the MSISDN is then used to identify the terminal 

2. The IP address of the terminal and its MSISDN are provided to the HSS using a RADIUS message.
 

3. HSS looks up the MSISDN lookup and links it to the private user identity of the terminal, e.g.,  sip:234150999999999@ims.mnc015.mcc234.3gppnetwork.org .

NOTE: Depending on SA3’s decision at their next meeting, the option to pass the IMSI will be added here.
Figure 1 Binding of Private User Identity to IP Address in the HSS 

1.3.2 SIP Signalling 
SIP signalling is authenticated as shown below: 







Figure 2: Authentication of SIP Signalling 

During an IMS session, the following checks are performed:

1. The GGSN checks that the source address of IP packets from the UE matches the IP address allocated to the UE at PDP context establishment. 

2. The P-CSCF ensures that the source IP address in the SIP Via: header matches the source address in the IP packet header.

3. The S-CSCF uses the public user identity in the From: header of the SIP message to fetch the IP address from the HSS that was stored by the GGSN in step 1. The S-CSCF then checks that it matches the IP address in the SIP Via: header. 

The IP packets received at the GGSN cannot be spoofed due to GPRS level authentication and ciphering. The IP address in the Via: header is verified against the received IP packets and the public user identity in the From: header is verified against the Via: header. As a result, the source of the SIP request is authenticated to a single private user identity. 

1.3.3 How the UE Indicates Early IMS Security to the Network 

Early IMS Security is indicated by the UE by omitting the Authorization: and Security-Client: headers from a REGISTER request. For example, an early IMS REGISTER request does not contain the following headers: 

Authorization: Digest username="user1_private@home1.net", realm="registrar.home1.net", nonce="", uri="sip:registrar.home1.net", response=""

Security-Client: ipsec-3gpp; alg=hmac-sha-1-96; spi=12345678; port1=1357

Require: sec-agree

Proxy-Require: sec-agree

To allow the S-CSCF to verify the source of a SIP request or response, the P-CSCF must ensure that the Via: header contains an FQDN or IP address in the sent-by parameter, or the received parameter if the IP address in the sent-by parameter does not match the source address of the IP packets. 

To allow authentication at the S-CSCF, every request and response originated by the UE must include a From: header containing a public user identity of the UE, for example the default public user identity. 

2. Interworking between Early IMS Security and Full IMS Security

Implementations conforming to TS 33.203 are referred to as “fully compliant”. For interworking between early IMS and fully compliant implementations during IMS registration, the following cases shall be supported, as specified in TS 33.878, section 7.2.4: 

2.1 Both UE and IMS network support early IMS only

IMS registration uses Early IMS security as described in TR 33.878.

2.2 UE supports early IMS only, IMS network supports both early IMS and fully compliant access security

The IMS network shall use early IMS security according to TR 33.878 for authenticating the UE for all registrations from UEs that do not provide the fully compliant security headers.

2.3 UE supports both, IMS network supports early IMS only

If the UE already has knowledge about the IMS network capabilities (which could for example be preconfigured in the UE), the appropriate authentication method shall be chosen. Fully compliant security shall be used, if the network supports this, otherwise early IMS security shall be used.

If the UE does not have such knowledge it shall start with the fully compliant Registration procedure. The early IMS P-CSCF shall answer with a 420 “Bad Extension” failure, since it does not recognize the method mandated by the Proxy-Require header that is sent by the UE in the initial Register message (this header cannot be ignored by the P-CSCF).

The UE shall, after receiving the error message, send an early IMS registration, i.e., shall send a new Register message without the fully compliant security headers. 

2.4 UE and IMS Network Support Both 

The UE shall start with the fully compliant IMS registration procedure. The network, with receiving the initial Register message, receives indication that the UE is fully compliant and shall continue as specified by TS 33.203. 

2.5 UE and IMS network support both, UE contains a SIM 

The UE might start with the fully compliant IMS registration procedure. However, when the S-CSCF requests authentication vectors from the HSS, the HSS will discover that the UE contains a SIM and return an error.

The S-CSCF then returns a 401 (Unauthorized) with an Error-info: header containing the text "Early security required". The UE then retries using early IMS security. 

2.6 UE supports early IMS only, IMS network supports fully compliant access security only

The UE sends a REGISTER request to the IMS network that does not contain the security headers required by fully compliant IMS. As specified in TS 24.229 clause 5.2.2. The P-CSCF in the fully compliant network will detect that the Security-Client: header is missing and return a 4xx response, as described in TS 24.229 clause 5.2.2.

2.7 UE supports fully compliant access security only, IMS network supports early IMS only

The UE shall start with the fully compliant IMS registration procedure. The early IMS P-CSCF shall answer with a 420 “Bad Extension” failure, since it does not recognize the method mandated by the Proxy-Require header that is sent by the UE in the initial Register message (this header cannot be ignored by the P-CSCF). After receiving the error message, the UE shall stop the attempt to register with this network, since the fully 3GPP compliant security according to TS 33.203 is not supported.

2.8 Early IMS Authentication Fails 

If early authentication fails, for example because the source address of IP packets does not match the IP address in the Via: header when checked at the P-CSCF, the network returns 403 (Forbidden) to the UE. 

3. Re-registration 

The S-CSCF must be able to distinguish between an initial registration and a re-registration, to prevent the S-CSCF requesting an IP address for every REGISTER request. 

Any REGISTER request that contains a public user identity that has an IP address associated with it in the S-CSCF is considered to be a non-initial REGISTER request. Therefore, the HSS must signal to the S-CSCF to delete the association between a public user identity and an IP address every time a PDP context is deactivated, i.e. the HSS shall start the 3GPP HSS-initiated de-registration procedure. Furthermore, the HSS shall also start this procedure when the GGSN signals to the HSS that a new PDP context with a new IP address was established (cf. TR 33.878, section 7.2.1). The HSS shall confirm the message from the GGSN only after the HSS received confirmation from the S-CSCF about the successful de-registration. The GGSN shall activate the new PDP context only after receiving  the confirmation from the HSS. 

Note: if this sequence of events is not adhered to, then race conditions in the S-CSCF may occur: the UE may send a registration message with the new IP address before the S-CSCF has processed the HSS-initiated de-registration request and deleted the old IP address. Then the S-CSCF would interpret this registration as a re-registration and, due to the mismatch of IP addresses, the registration would fail.

4. Topology Hiding 

Topology hiding cannot be used with Early IMS security. Early IMS security relies on checking the Via header of SIP requests and topology hiding alters the content of the Via header. 

5. Protecting the Private User Identity 

The IMSI-based private user identity specified in 23.003 clause 13.3 is used in the HSS to identify the UE. 

The IMSI-based temporary public user identity specified in 23.003 clause 13.4 is used for the initial REGISTER request. To prevent the IMSI being used in any future SIP requests, including REGISTER requests, the HSS shall contain at least one public user identity other than the IMSI-based one.

This other user identity is returned to the UE in P-Associated-URI header in the 200 OK reponse to the initial REGISTER request. 

This is meant to protect the privacy of the IMSI, but might not be essential in early IMS, as registration requests are encrypted in GPRS / UMTS PS. 

6. Comparison of Early IMS Security and Full IMS Security 

The interim solution works with UEs that contain a SIM or a USIM, whereas full IMS security requires a USIM or ISIM. 

The interim solution does not authenticate at the IMS level. Instead, it relies on bearer level security at the GPRS or UMTS PS level. 

Because there is no key agreement, IPsec security associations are not set up between UE and P-CSCF, as they are in the full IMS security solution. 

The solution works by binding the IMS level transactions to the GPRS or UMTS PS domain security association established at a GPRS or UMTS PS domain level. In doing so, it creates a dependency between SIP and the PS bearer, which does not exist with the full IMS security solution. This means that the interim solution does not provide as high a degree of access network independency as the full solution. In particular, the solution does not currently support scenarios where IMS services are offered over WLAN. If support for WLAN access is required then the full solution must be used or the interim solution must be extended to cover WLAN access. 
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4. Provide IP address stored against public user identity to S-CSCF





3. Use the public user id in the From: header to fetch IP address stored in HSS by GGSN. Then check that it matches the UE IP address in SIP Via: header 





2. Ensure that UE IP address in SIP Via: header matches source address in IP packet header 
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