Page 1



3GPP TSG-CN1 Meeting #36
Tdoc N1-041804
Seoul, Korea, 15-19 November 2004
	CR-Form-v7.1

	CHANGE REQUEST

	

	(

	43.069
	CR
	015
	(

rev
	-
	(

Current version:
	6.0.0
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	X
	Core Network
	X


	

	Title:
(

	USIM based ciphering on dedicated channels

	
	

	Source:
(

	Siemens AG

	
	

	Work item code:
(

	TEI6 (SECGKYV)
	
	Date: (

	8/11/2004

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-6

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Ph2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)



	
	

	Reason for change:
(

	The current specification describes which ciphering key is to be used on the group call channel, but the case when the originator is on a dedicated channel is not specified. 
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	For the originator on a dedicated channel, i.e. in originator in dedicated channel mode, the individual ciphering key will be used. 

The same applies for mobile dispatchers.
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7.3
Data confidentiality

Data confidentiality on the radio link can be provided as a network option.

If data confidentiality is provided, the downlink of the voice broadcast channel within cell of the group call area shall be ciphered using broadcast group ciphering keys derived from the same group key, see 3GPP TS 43.020 [4].

The group key is related to the group ID. For each group ID, there is a number of group keys stored on the SIM which are identified by a group key number. The group key number identifying the group key to be used for a particular voice broadcast call is provided with the notification to the mobile stations. Mobile stations which have a responded to a notification shall be informed of the group key number before they join the voice broadcast channel.

USIM based VBS ciphering uses a concept of short term keys where the short term key is derived by the GCR and the USIM from the group key and a RAND (random number) parameter. The actual broadcast group ciphering key is then derived by the BSS and the ME from the short term key, the cell global identifier, and a Cell Global Count parameter.

To include a subscriber into a voice group the required group data (including the 2 master group keys) shall be stored on the USIM, e.g. during the personalisation process or via OTA (over-the-air). To exclude a subscriber from a voice group the group data shall be deleted from the USIM. If a USIM is lost or stolen, all USIMs of the remaining members of the voice groups that this USIM is a member of need to be changed (e.g. via OTA or manual provisioning).

Details on data confidentiality for voice broadcast calls are provided in 3GPP TS 42.009 [2] and 3GPP TS 43.020 [4].

NOTE 1: 
USIM based VBS ciphering is not compatible with SIM based VBS ciphering which has not been completely specified. The SIM specifications contain no support for the storage of the group keys. A pre-Rel-6 VBS capable mobile station will be able to participate in an un-ciphered group call, if it is part of that group.
If data confidentiality is provided, then for a mobile station in originator in dedicated channel mode the uplink and the downlink of the dedicated channel shall be ciphered using the individual ciphering key of the service subscriber. 

NOTE 2:
The individual ciphering key is the key generated during a previous authentication procedure. 

In order to start the ciphering, the MSC serving the mobile station shall initiate a cipher mode control procedure. When ciphering was started successfully, the mobile station shall apply the individual ciphering key in originator in dedicated channel mode and also after each subsequent handover from group transmit mode to originator in dedicated channel mode, until the mobile station returns to idle mode, or a new cipher mode control procedure is performed successfully.

If data confidentiality is provided, then for a mobile dispatcher the uplink and the downlink of the dedicated channel shall be ciphered using the individual ciphering key of the dispatcher. 
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