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1. Introduction

At present, the stage 2 specification on ‘3GPP system to Wireless Local Area Network (WLAN) Interworking; System description’ (i.e. 3GPP TS 23.234 [1]) contains a requirement on ‘Redirection’ (also called the PDG redirection feature) in the sub-clause 7.9.1.  

This contribution analyzes the work done on the PDG redirection feature by 3GPP and its latest status. Additionally, this contribution describes the possible stage 3 solutions in order to implement the stage 2 requirement on the PDG redirection feature by CN1. Finally, this discussion paper also outlines a proposal on this topic.

2. Discussion

According to the sub-clause 7.9.1 ‘Redirection’ of 3GPP TS 23.234 [1] it is stated as follows:

In the above procedure, the WLAN UE may not be authorised to access the requested W-APN through the selected PDG.

In the above procedures, the WLAN UE may not be authorised to access the requested W-APN through the selected PDG. This may occur for the following reasons:

(i)
The requested W-APN is not supported by the network

(ii)
The user is not subscribed to the requested W-APN

(iii)
The PDG is in the VPLMN and the user's subscription indicates that VPLMN access is not allowed for the requested W-APN

(iv)
The operator does not wish to include all PDG addresses in DNS and so (for example) all initial requests are handled by a default PDG which may not be the correct PDG for the requested W-APN

(v)
The user has not supplied an explicit requested W-APN. This is treated as a request for the first appropriate subscribed W-APN, or for a network default W-APN (if a wildcard W-APN is included in the subscription), as per 23.060 Annex A.

In cases (i), (ii) and (iii), the request is simply rejected. In case (iii), the WLAN UE may attempt tunnel establishment to the HPLMN as described in Section 7.8.

In cases (iv) and (v) above, the AAA Server may determine that the user is authorised to access the W-APN through a different PDG. The 3GPP AAA Server then sends the IP address of the alternative PDG (i.e the authorized PDG) to the requested PDG. The IP address of the alternative PDG is then returned to the WLAN UE in the rejection message from PDG to WLAN UE. In this case the WLAN UE shall attempt a new tunnel establishment request to the provided PDG address

One of the purpose of the PDG redirection feature is therefore load-balancing. However, this can be provided in many other ways, for instance, either via the DNS server that provides the PDGs addresses to the WLAN UEs or a PDG implementation which can provide transparent load-balancing. Another variation of the load-balancing scenario is that new roaming partners may be redirected to other PDGs, if this is considered useful. All this makes the PDG redirection feature unlikely for the scenario of new roaming partners.

A further  reason for the introduction of the PDG redirection is that in this way some operators should not advertise all of their PDGs via the DNS server. However, it has been agreed by the security experts that this method will not provide enhanced security, since at the end of the tunnel establishment procedure the end-user will in any case get the real IP address of the PDG. From this point the same type of attacks can be performed against the PDG as its address would be advertised via the DNS server. Therefore, the PDG redirection does not provide a higher level of security at all.

The latest version of 3GPP TS 24.234 [2] contains a placeholder for the specification of the stage 3 work to be done by CN1 on the PDG redirection feature, which is empty.

The PDG redirection feature can only be implemented by CN1 by either (i) modifying  IKEv2 [3] protocol or (ii) by creating 3GPP Vendor Specific extensions of IKEv2 [3]. This is  because there is no specified way in IKEv2[3] to convey the alternative PDG address. That is to say, IKEv2 [3] does not include functionality for the PDG node to provide the WLAN UE with an alternative PDG address and an indication of “redirect to the IP address the PDG whose IP address is included in this meessage”.

The first potential solution i.e. to modify IKEv2[3] is undesirable since it would  require work in IETF in order to modify the protocol to carry such information. The modification of the current IKEv2 [3] protocol would result in a delay of the acceptance of the IKEv2 internet draft, which already has been approved by IESG and  is in the RFC queue. Moreover, this alternative, will also likely delay the completion date of the I-WLAN by the CN Working Groups (WGs) of 3GPP, since it introduces an added dependancy on ongoing IETF work. Please note that the deadline to freeze the Rel-6 version of the 3GPP specifications is in December.

The other alternative, (ii), to create 3GPP Vendor Specific extensions of the IKEv2 [3] protocol would require a private version of the IKEv2 [3] protocol to be used by 3GPP. This results in undesirable effects, because it requires considerable additional work by 3GPP and potentially, creates a non-interoperable IKEv2 [3] solution when the this protocol is evolved by IETF. Additionally, this alternative will likely delay the completion date of the I-WLAN by the CN WGs of 3GPP for Rel-6. Since, as discussed above, this is an enhancement feature, it makes no sense to delay WLAN-Interworking work item or endanger interoperability in order to provide it.

3. Conclusion and proposal

Based on the analysis above, this contribution proposes to delete the PDG redirection sub-clause, which is empty, from the 3GPP TS 24.234 [2]. The main reasons are the followings:

· Even though, the PDG redirection feature might be used for load-balancing or other scenarios, this can be provided in many other ways as described in the discussion part of this contribution.

· At present, the IKEv2 [3] protocol does not include any functionality for the PDG to provide the WLAN UE with an alternative PDG IP address. Therefore, no solution exists in IKEv2 [3].
· In order to provide the PDG redirection feature by stage 3, either the IKEv2 [3] must be modify by IETF, which will likely delay the completion date of the stage 3 work on I-WLAN to be done by CN WGs or a private version of the IKEv2 [3] protocol must be specified by 3GPP, which would result in considerable additional work and potentially the creation of not interoperable 3GPP version of the IKEv2 [3] protocol.
· All the above solutions will delay the completion date of the I-WLAN work to be done by the CN WGs for Rel-6.
· The modification of the current IKEv2 [3] protocol would result in a delay of the acceptance of the IKEv2 internet draft, which already has been approved by IESG and is in the RFC queue.
· The feature is only an enhancement feature and its removal does not remove any fundamental functionality from WLAN Interworking.
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