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1. Introduction

This proposal seeks to clean out some of the editors notes ahead of a plenary decision as to the maturity of 24.234 for approval. This contribution does not explicitly treat or delete all Editor’s Notes (it is assumed that this is done automatically after plenary), but restricts itself to addressing Editor’s note that may include an issue that should still be treated.

2. Discussion

In section 5.2.2.4.1.1 there is an editors note stating that “dissociation if the WLAN-UE can find a PLMN without dissociating needs to be clarified in the future. However, the test above explicitly states that a WLAN UE shall first dissociate with the WLAN AP to which it is currently associated before associating with another. Therefore it is proposed that this Editor’s note shall be deleted.

In sec 5.2.2.4.2, editors notes are concerned with behavior at the AAA Server for collision cases where the UE initiates authentication procedure from e.g. different WLAN-AN or via different VPLMN. In this case, AAA Server behavior is clearly defined in 23.234, i.e. the AAA Server shall know from the VPLMN and WLAN-AN identifiers included in the Radius/Diameter message that the UE location has changed. The AAA Server should then close the already established connection and proceed with the new authentication.

In sec 6.1.1.3.2, an editor’s note states that the security policy re: AAA Serve configuration is FFS. Whether Nokia thinks that AAA Server should not accept authentication from a USIM enabled user via SIM. However, whether this is actually implemented in the network or not is operator choice. It is therefore proposed to modify the text preceeding the editors note accordingly and delete the editors note itself.
3. Proposal

The following modifications are proposed to the text:

################Modification Part 1 Beginning##########################
5.2.2.4.1
UE procedures

5.2.2.4.1.1
General

At any time the user can request the WLAN UE to initiate reselection onto a supported PLMN, according to the following procedures, dependent upon the PLMN selection mode (automatic or manual). In this case and in both PLMN selection modes, the WLAN UE shall:

- Disassociate with the current associated WSID by initiating disassociation procedure as specified in IEEE 802.11 1999 [11];

- Initiate association procedure as specified in IEEE 802.11 1999 [11], taking into account PLMN selection procedure as specified in subclause 5.2.2.3.1;

Depending on the PLMN selection mode (automatic or manual), perform a new PLMN selection as specified in subclauses 5.2.2.4.1.2 and 5.2.2.4.1.3.
· 
5.2.2.4.1.2
Automatic Network Selection Mode

The WLAN UE shall follow the Automatic Network Selection Mode Procedure as specified in subclause 5.2.2.3.3 with the exception that the WLAN UE shall not chose the current mediating PLMN unless it is the only PLMN that is available.

5.2.2.4.1.3
Manual Network Selection Mode

The WLAN UE shall follow the Manual Network Selection Mode Procedure as specified in subclause 5.2.2.3.4.

5.2.2.4.2
3GPP AAA Server procedures

The WLAN UE may associate with a new access point and select a different PLMN than the current mediating PLMN. In this case the 3GPP AAA server may receive a new authentication request from the same user but with different NAI (i.e. the new Selected WLAN VPLMN will generate a new Decorated NAI). The 3GPP AAA Server shall proceed with the new request and release the current authentication status information once the new authentication procedure has been successfully completed. 

.

################Modification Part 1 End##########################
################Modification Part 2 Beginning##########################
6.1.1.3.1 EAP SIM and EAP AKA based Authentication

The 3GPP AAA server shall support both EAP SIM and EAP AKA based authentication as specified in draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10].

6.1.1.3.2 3GPP AAA Server Operation in the Beginning of Authentication

The 3GPP AAA server shall support EAP method negotiation, as specified in EAP RFC 2284 [6].

The 3GPP AAA server shall either accept EAP-SIM based authentication for USIM subscribers or reject it. Correspondingly the 3GPP AAA Server shall either only accept EAP-SIM based authentication for SIM subscribers or additionally allow EAP-AKA based authentication for SIM subscribers. The particular security policy is operator configuration dependent.

The procedure to select the EAP method to use for authentication is the following:

1) The format of the identity received in EAP-Response/Identity may contain an indication of the EAP method to be used by the 3GPP AAA server as defined in TS 23.003 [1A]. For example, if the identity format indicates EAP SIM, the leading character in the identity is “1” so, the identity might be a permanent IMSI-based identity for EAP SIM. The permanent identity format and the usage of leading digits for IMSI-based permanent identity are specified in draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10]. The format of the pseudonyms and re-authentication identities are specified in TS 33.234 [5].
2) If the 3GPP AAA server is not able to map the user identity received in EAP-Response/Identity to a subscriber identity (e.g. an obsolete pseudonym), but it recognizes the EAP method, the 3GPP AAA server shall request a new identity using the EAP method indicated by the WLAN UE.

3) If the 3GPP AAA server is able to map the user identity received in EAP-Response/Identity to a subscriber identity (IMSI), but the EAP method does not match with user’s subscription information, the 3GPP AAA server shall use the EAP method indicated by user’s subscription (with the exception specified in the subclause 6.1.1.3.4.1). For example, if the EAP method indicates EAP AKA, but the 3GPP AAA server has available information that subscriber’s UICC only supports SIM based authentication, (e.g. received authentication vectors are triplets rather than quintuplets), then user’s subscription shall prevail and the 3GPP AAA server shall propose EAP SIM as the first authentication method. 

4) If the 3GPP AAA server is not able to recognize the user identity received in EAP-Response/Identity and hence the EAP method, the EAP method to use is implementation dependent. If this EAP method does not match user’s subscription in the WLAN UE, the WLAN UE shall respond with a NACK to the 3GPP AAA server. Then, the 3GPP AAA server shall use the other EAP method until a recognised identity is received. 

################Modification Part 2 End##########################



3GPP


