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1. Proposal

This proposal introduces the Tunnel establishment procedures as required by SA2 TS 23.234. 
Main changes are:

W-APN Discovery: Requirement in 23.234, clause 7.9, bullets 2.1 and 3.1. The WLAN UE shall construct the FQDN using both WLAN APN OI and WLAN APN NI. In GPRS, if the user has not supplied an explicit requested APN, it is chosen by the SGSN (based on subscription information, or network default) before the DNS lookup to find the GGSN is done. In WLAN-IW the DNS lookup is done by the user, and the DNS server does not know who the subscriber is, so the situation is a bit different. Therefore CN1 should specify what exactly the WLAN UE sends to DNS if the user does not specify a W-APN.

Tunnel establishment: As for the error codes received from AAA during tunnel establishment, we have reused current error codes in IKEv2. The reason for doing that is to avoid late changes to the draft by introducing of new notification codes. 

User authentication: EAP authentication is performed during tunnel establishment procedure. EAP packets are part of IKEv2 signaling. The PDG contacts the WLAN AAA server who authenticates the user. This EAP authentication may be full or fast authentication. The WLAN UE may even perform fast re-authentication for setting up the 1st active tunnel to the PDG, if the WLAN UE has an re-authentication ID from the previous authentication.
################Modification Part 1 Beginning##########################
8.1 


 General

The purpose of tunnel management procedures is to define the procedures for establishment or disconnection of an end-to-end tunnel between the WLAN UE and the PDG. Tunnel Establishment procedure is always initiated by a WLAN UE, whereas Tunnel Disconnection procedure can be initiated by the WLAN UE or network.

The tunnel set-up procedure results in security associations between the WLAN UE and the PDG. The security mechanisms for tunnel set-up, this is the usage of IPSec tunnelling using IKEv2, are specified in TS 33.234 [5].
8.2
Tunnel establishment procedures

8.2.1
UE procedures

8.2.1.1
General


After successful EAP authentication and before initiation of tunnel establishment the WLAN UE shall offer the possibility to the subscriber to select between direct access to external IP network from the WLAN or access through the PLMN. In case the user selects to access through the PLMN, the WLAN UE shall initiate the Tunnel Establishment procedure after selecting a remote tunnel endpoint using DNS procedure as mentioned in subclause 8.3.1.2
The WLAN UE shall support the implementation of a VPN client application in order to initiate tunnel establishment towards the PDG. However the selection of a particular VPN client application is implementation dependant.

The WLAN UE shall support IPSec tunnelling using IKEv2 as specified in TS 33.234 [5], in order to establish trusted relationships (i.e. mutual authentication with the PDG).

The WLAN UE shall support IPSec ESP [15] in order to provide secure tunnels between the WLAN UE and the PDG as specified in TS 33.234 [5].
8.2.1.2
Selection of remote tunnel endpoint


The WLAN UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the remote tunnel endpoint, i.e. the PDG. 
When performing W-APN resolution (i.e. building an FQDN for the DNS request), the WLAN UE shall include both W-APN Network Identifier (NI) and W-APN Operator Identifier (OI). If the user did not provide a value for W-APN OI, then the WLAN UE shall use the HPLMN ID. See TS 23.003 [1a]. Details on the construction of W-APN in the different roaming scenarios are specified in TS 23.234 [2].
NOTE:
The W-APN NI identifies the requested service. The W-APN OI defines in which PLMN the PDG is located and it is used in WLAN IW in order to select a PDG in VPLMN or a PDG in HPLMN, for this reason the W-APN OI usage in the DNS query is mandatory in WLAN IW.
The initial selection of the remote tunnel endpoint is done in the WLAN UE. Upon reception of a DNS response containing one or more IP addresses of PDGs that support the requested W-APN, the WLAN UE shall select an IP address with the same IP version as its local IP address (i.e. the address allocated by the WLAN). This selection may be performed by the user (WLAN UE implementation option) or may be performed automatically by the WLAN UE. In the later case, the the criteria for automatic selection is implementation dependant.


 

8.2.1.3
UE initiated tunnel establishment


In order to request the establishment of a tunnel to a certain W-APN, the WLAN UE shall comply with IKE_v2 protocol definitions as defined in [14]. In order to set up a IPSec tunnel between the UE and the PDG, the UE shall initiate the signalling procedure by sending the IKE_SA_INIT request message to the PDG. On receipt of an IKE_SA_INIT response, the UE shall send a tunnel establishment request (IKE_AUTH request message) to the selected PDG (see subclause 8.2.1.2) including the W-APN and the NAI. The WLAN UE shall include in IDr payload the W-APN that was used in the DNS query and in the IDi payload the NAI.
NOTE: The username part of the NAI included in IDr payload may be an IMSI, pseudonym or re-authentication ID. There is no requirement to use full authentication mechanism for the 1st tunnel establishment. Fast re-authentication mechanism is optional, and therefore is an implementation option in the WLAN UE and operator configuration issue (i.e. it also depends on whether the AAA server sent an re-authentication ID during previous EAP authentication) whether to use it during tunnel establishment.
Upon of reception of a response message indicating the failure of the tunnel establishment and with Notify payload set to INTERNAL_ADDRESS_FAILURE (i.e. the user is not authorized to access the requested service (W-APN) through the requested PDG), the WLAN UE may either:
· select a new PDG from the list received from the DNS server during remote tunnel endpoint selection (see clause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or
· perform a new remote tunnel endpoint selection requesting PDG IP addresses from HPLMN, select a new PDG from the list received from the DNS server (see clause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or
· stop the tunnel establishment attempt and release the SA with the PDG.
The behaviour of the WLAN UE upon reception of other result codes is implementation dependant.
8.2.1.4
Subsequent tunnel establishment


In order to request the establishment of a tunnel to the same PDG as an already active tunnel, the WLAN UE shall send an CREATE_CHILD_SA request message to the PDG including the same W-APN. 

In order to request the establishment of a tunnel to a different PDG as an already active tunnel, the WLAN UE shall follow the UE initiated tunnel establishment procedures as specified in subclause 8.2.1.3.
8.2.1.5
Redirection

Editor’s note: WLAN UE functionality to support redirection procedure as specified in TS 23.234, clause 7.9.1. 

8.2.2
PDG procedures

8.2.2.1
General


The PDG shall support server application in order to assist tunnel establishment towards the WLAN UE. However the selection of a particular VPN application is implementation dependant.
The PDG shall support IPSec tunnelling using IKEv2, in order to establish trusted relationships (i.e. mutual authentication with the WLAN UE).

The PDG shall support IPSec ESP [15] in order to provide secure tunnels between the WLAN UE and the PDG as specified in TS 33.234 [5].
8.2.2.2
UE initiated tunnel establishment


Upon reception of an IKE_AUTH request message (tunnel establishment request) from the WLAN UE, the PDG shall contact the 3GPP AAA Server as specified in 3GPP TS 29.234 [3] in order to retrieve service authorization and authentication information for the WLAN UE requesting the establishment of the tunnel.
Upon reception of message AA-A from the 3GPP AAA server with result code ‘DIAMETER_SUCCESS’, the PDG shall accept the tunnel establishment request by sending the IKE_AUTH response message and including the allocated remote IP address in the ‘Configuration’ payload.
Upon reception of message AA-A from the 3GPP AAA server with result code ‘DIAMETER_AUTHORIZATION_REJECTED’ or ‘DIAMETER_ERROR_USER_UNKNOWN’, the PDG shall reject the tunnel establishment request by sending the IKE_AUTH response message with the Notify payload set to ‘AUTHENTICATION FAILED’
Upon reception of message AA-A from the 3GPP AAA server with result code ‘DIAMETER_ERROR _ROAMING_NOT_ALLOWED’ which indicates that the user is not authorized to access the requested service (W-APN) from a PDG in VPLMN, then the PDG shall reject the tunnel establishment request by sending the IKE_AUTH response message with the Notify payload set to ‘INTERNAL_ADDRESS_FAILURE’.
Upon reception of message AA-A from the 3GPP AAA server with result code ‘DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION’ which indicates that the user is not authorized to access the requested W-APN, the PDG shall reject the tunnel establishment request by sending the IKE_AUTH response message with the Notify payload set to TS_UNACCEPTABLE.
Upon reception of a DE-A message from the 3GPP AAA server indicating an authentication failure, the PDG shall reject the tunnel establishment request by sending the IKE_AUTH response message with the Notify payload set to AUTHENTICATION_FAILED.
8.2.2.3
Subsequent tunnel establishment


Upon reception of an CREATE_CHILD_SA request message from the WLAN UE, the PDG shall follow the UE initiated tunnel establishment procedures as specified in subclause 8.2.2.2.
8.2.1.3
Redirection

Editor’s note: PDG functionality to support redirection procedure as specified in TS 23.234, clause 7.9.1.
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