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4
Main concepts

4.1
Group definition

Service subscribers can become group members on a PLMN wide basis to one or more groups pre-defined in the network by a corresponding group identification (group ID). The membership enables them to initiate or receive voice group calls associated with that group ID. Certain dispatchers connected to external networks also require the capability to initiate or receive voice group calls.

In addition to subscriber details in the HLR, it is necessary for the mobile station to be aware of its group membership by storing details on the SIM/USIM. This is required because it shall respond to notification messages which include only the group ID (i.e. no IMSI or TMSI details).

Having become a group member, each service subscriber can set to active state or deactive state the group ID or any one out of his several group IDs on the SIM/USIM. In active state the subscriber can initiate voice group calls to that group. When in deactive state the subscriber can not make voice group calls to the group and the mobile station ignores any notification for that group.

If no NCH is defined in the cell, mobiles shall assume VGCS service is not available on that cell.

4.2.5
Acknowledgements

The acknowledgement is an application option.

For voice group calls which are identified by an acknowledgement flag mobile stations which have acknowledgement facilities have to return an acknowledgement message with a predefined content in a predefined manner.

The acknowledgement shall be sent using an appropriate data service, to a predefined address or with a predefined short code stored on the SIM/USIM card. The network may apply geographical routing to a predefined acknowledgement service centre.

6
Compatibility issues

VGCS can not be used with standard Phase 1 or Phase 2 mobile stations. A dedicated mobile station with VGCS capability is required.

A mobile station with VGCS capability shall also provide the complete functionality in order to allow the use of Phase 2 services.

Standard Phase 1 and Phase 2 mobile stations in a network shall not be impacted by the presence of VGCS services in that network due to VGCS signalling, also if the mobile station is operated with a SIM/USIM of a VGCS service subscriber.

7.3
Data confidentiality

Data confidentiality on the radio can be provided as a network option.

If data confidentiality is provided, both the uplink and the downlink of the voice group call channel within a cell of the group call area shall be ciphered using short term keys derived from the same group key, see 3GPP TS 43.020 [10]. 

The group key is related to the group ID. For each group ID, there is a number of group keys stored on the USIM which are identified by a group key number. The group key number identifying the group key to be used for a particular voice group call is provided with the notification to the mobile stations. Mobile stations which have a dedicated connection shall be informed of the group key number before they join the voice group call channel.



USIM based VGCS ciphering uses a concept of short term cipher keys where the short term key is derived from the group key together with the following parameters: group key number, cell global identifier, RAND (random number) and a Cell Global Count.

To include a subscriber into a voice group the required group data (including the 2 master group keys) shall be stored on the USIM, e.g. during the personalisation process or via OTA (over-the-air). To exclude a subscriber from a voice group the group data shall be deleted from the USIM. If a USIM is lost or stolen, all USIMs of the remaining members of the voice groups that this USIM is a member of need to be changed (e.g. via OTA or manual provisioning).

Details on data confidentiality for voice group calls are provided in 3GPP TS 42.009 and 3GPP TS 43.020.
NOTE: 
USIM based VGCS ciphering is not compatible with SIM based VGCS ciphering which has not been completely specified. The SIM specifications contain no support for the storage of the group keys. A pre-Rel-6 VGCS capable mobile station will be able to participate in an un-ciphered group call, if it is part of that group.

8
Information storage

8.2
Information managed per subscriber

8.2.3
Stored in the SIM

The information detailed in subclause 8.2.1 also needs to be stored on the SIM. The service subscriber shall be able to deactivate or reactivate a group ID by MMI interaction so that the mobile station does ignore notification messages to this group ID.


8.2.3a
Stored in the USIM
The information detailed in subclause 8.2.1 also needs to be stored on the USIM. The service subscriber shall be able to deactivate or reactivate a group ID by MMI interaction so that the mobile station ignores notification messages to this group ID when deactivated.

For each group ID where data confidentiality may be applied, the USIM needs to store the cipher algorithm to be used and the possible group keys.

9
Identities

9.1
Elementary identities for group calls

a)
Group ID

The group ID isa sequence of decimal digits with a maximum length depending on the composition of the group call reference defined under c). The length of Group ID shall be in a range of 1 to 6 digits.

The mobile station derives the group ID from the group call reference by identifying the longest group ID amongst those stored in the SIM/USIM and matching the least significant digits of the group call reference. If no group ID is stored in the SIM that matches the least significant digits of the group call reference, the mobile station is not able to derive the group ID from the group call reference.

NOTE 1:
The network should use Group IDs matching an initial part of other group IDs with greatest care, if at all.

EXAMPLE:
A mobile station storing the group IDs 678, 2 678 and 42 678 (and only those) in the SIM will derive group ID 2 678 from group call reference 13 452 678.

For definition of Group ID on the radio interface, A interface and Abis interface, see 3GPP TS 44.068 [11].

For definition of Group ID coding on MAP protocol interfaces, see 3GPP TS 29.002 [13].

11.2
Group membership management

Once the membership is established, the individual membership of the group can be placed in an active or deactive state on the SIM/USIM by the user. If a subscriber has a group ID in an active state, the subscriber is able to establish voice group calls corresponding to that group ID.

In a deactive state the mobile station prevents the service subscriber from establishing calls using the group ID and the corresponding notifications need to be "ignored" by the mobile station.

The active state and deactive state entries may be password protected as an implementation option.

Group IDs are listed in the subscription data within the network and on the SIM/USIM. The SIM/USIM must be returned to the network operator or service provider for updating if the subscription is to be changed.

NOTE:
Updating of subscription data over the radio interface is not considered. However, this shall not preclude future applications if corresponding mechanisms may be implemented.

Users can interrogate their mobile stations to determine to which groups they are members and which subscriptions are currently in an active state.
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