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1. Introduction

The part of the Multimedia Broadcast / Multicast Service (MBMS) feature related to security needs to be studied by CN1 in order to complete the MBMS work in CN1 within the Rel-6 timeframe.

This contribution analyzes the work done on MBMS Security by 3GPP and its latest status. Finally, this discussion paper also outlines a proposal of the work to be done by CN1.

2. Latest status on MBMS Security

· SA3 has progressed MBMS Security work in their meeting #34 in Acapulco, Mexico.

· SA3 has decided that:

· The User authentication for MBMS will be based on HTTP Digest on the Ua interface.

· The MIKEY protocol defines the Key management mechanisms for MBMS.

· The TS 33.246 [1], which is the Stage 2 on MBMS Security, is sending for approval to SA plenary #25 in September 2004.

· Traffic protection of the MBMS data is still under development and different methods to protect the MBMS traffic are being studied in both SA3 and SA4. 

· The CN1 agreed Working Item Description (WID) on MBMS contains the following:

· “Any MBMS solution must provide a secure procedure to gain access to MBMS information”
· CN1 has a technical report on MBMS (i.e. TR 29.846[2]) in which the section 9 is on MBMS Security which purpose is to identify the impact on CN1 specifications because of MBMS Security. The editor’s note in this section states that:
· “Security for MBMS stage 2 is specified by SA3 in TS 33.246 [6]. However, it is envisaged that there will also be impact on specifications within the CN1 responsibility area. The changes due to MBMS security will either be specified in this subclause, or where other modifications are already proposed with that proposal. The changes will be described in enough detail to allow CR’s to be written to the appropriate CN1 specifications in a later stage.”
3. Discussion

The MBMS Security is defined in Stage 2 in TS 33.246 [1]. On high level, it consists of three parts, namely:

· MBMS User authentication

· MBMS Key management

· MBMS Traffic protection


Based on recent decisions made by SA3, and described previously, the User authentication in MBMS will be based on HTTP Digest on the Ua interface. As CN1 already has the TS 24.109 [3] to specify the details of this interface, it would be natural to specify also the MBMS authentication details in the very same TS. 

On MBMS Key management, SA3 has made detailed work based on MIKEY protocol to define the key management mechanisms. This work is regarded to be at Stage 3 level and, thus does not seem to require additional work in CN1. Also, since the MBMS Key management is not directly related to authentication, i.e. GBA, if CN1 would be responsible of the MBMS Key management, this work would not naturally fit into TS 24.109 [3], but might need a specification of its own. This seems not to be desirable.

Regarding the MBMS Traffic protection, SA3 is considering different mechanisms for streaming and download protection. As SA4 is responsible for the transport protocols, the MBMS Traffic protection details are handled between SA3 and SA4. It should be noted that SA3 and SA4 have agreed to have a joint meeting on interrelated issues on MBMS August 23-24.

4. Conclusion and proposal

Based on the analysis above it is proposed that:

· The Stage 3 on MBMS User authentication and its details should be specified in TS 24.109 [3] and appropriate chapters and/or modification of the current ones of the TS are needed for the MBMS User authentication in order to complete the MBMS Security work on User authentication by CN1.

· The MBMS Key management details are specified in SA3 TS 33.246 [1] and no specific work is needed in CN1. 
· The MBMS Traffic protection mechanisms are defined in both SA3 and SA4 specifications and no specific work is needed in CN1.
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