3GPP TSG-CN1 Meeting #35
Tdoc N1-041392
Sophia Antipolis, France, 16-20 August 2004
Source:
Lucent Technologies

Title:
Discussion document on the support of draft-ietf-sip-join

Agenda item:
8.4.6

Document for:
DISCUSSION

Introduction

http://www.ietf.org/internet-drafts/draft-ietf-sip-join-03.txt was approved by the IESG for publication on 1st June 2004. As a result, we should now consider the support of this extension within the IM CN subsystem.

The capabilities provided by the extension may be summarized by the following extract from the overview of the draft:

This document describes a SIP [1] extension header field as part of the SIP multiparty applications architecture framework [12]. The Join header is used to logically join an existing SIP dialog with a new SIP dialog. This is especially useful in peer-to-peer call control environments.

One use of the "Join" header is to insert a new participant into a multimedia conversation (which may be a two-party call or a SIP conference [15]).  While this functionality is already available using 3rd party call control [17] style call control, the 3pcc model requires a central point of control which may not be desirable in many environments. As such, a method of performing these same call control primitives in a distributed, peer-to-peer fashion is very desirable.

Use of an explicit Join header is needed in some cases instead of addressing an INVITE to a conference URI for the following reasons:

· A conference may not yet exist--the new invitation may be trying to join an ordinary two-party call.

· The party joining may not know if the dialog it wants to join is part of a conference.

· The party joining may not know the conference URI.

The Join header enables services such as barge-in, real-time message screening, and call center monitoring in a distributed peer-to-peer way. This list of services is not exhaustive.

Previous discussions (in relation to IETF dependencies) within 3GPP WG CN1 had indicated that this extensions was nice to have for release 6.

Considerations for support

The following list identifies significant requirements that will have an impact in the documentation in 3GPP.

1. The document defines a new extension, and therefore a new major capability should be added to the profile identifying the support for this extension. 

It is understood that support for this extension should be optional for UE, AS (acting as originating UA or 3PCC) and MGCF, in the same manner that the extension is optional for general SIP implementations. While a proxy does nothing more with the header than pass it on when received, current practice is to allow the proxy to recognise the header it is passing on, therefore the proxy major capability should indicate "optional" (see for example the Reason header extension).

???Note that support of the extension at the UA is dependent on the ability to initiate a session.

2. Authorization support

From clause 4:

If the Join header field matches an active dialog (n.b. unlike the Replaces header, the Join header has no limitation on its use with early dialogs), the UA MUST verify that the initiator of the new INVITE is authorized to join the matched dialog.  If the initiator of the new INVITE has authenticated successfully as equivalent to the user who is being joined, then the join is authorized.  For example, if the user being joined and the initator of the joining dialog share the same credentials for Digest authentication [4], or they sign the join request with S/MIME [5] with the same private key and present the (same) corresponding certificate used in the original dialog, then the join is authorized.

Alternatively, the Referred-By mechanism [9] defines a mechanism that the UAS can use to verify that a join request was sent on behalf of the other participant in the matched dialog (in this case, triggered by a REFER request). If the join request contains a Referred-By header which corresponds to the user being joined, the UA SHOULD treat the join as if it was authorized by the joined party. The Referred-By header MUST reference a corresponding, valid Refererred-By Authenticated Identity Body [10].  The UA MAY apply other local policy to authorize the remainder of the request.  In other words the UAS may apply different policy to the joined dialog than was applied to the target dialog.

The UA MAY also maintain a list of authorized entities who are allowed to join any dialog with certain characteristics (for example, all dialogs placed in the call center context of the UA).  In addition, the UA MAY use other authorization mechanisms defined for this purpose in standards track extensions.  For example, an extension could define a mechanism for transitively asserting authorization of a join.

From clause 8:

The extension specified in this document significantly changes the relative security of SIP devices.  Currently in SIP, even if an eavesdropper learns the Call-ID, To, and From headers of a dialog, they cannot easily modify or destroy that dialog if Digest authentication or end-to-end message integrity are used.

This extension can be used to insert or monitor potentially sensitive content in a multimedia conversation.  As such, invitations with the Join header MUST only be accepted if the peer requesting replacement has been properly authenticated using a standard SIP mechanism (Digest or S/MIME), and authorized to be joined with the target dialog.  (All SIP implementations are already required to support Digest Authentication.)  Generally authorization for joins are configured as a matter of local policy as long-duration persistent relationships.

For example, the UAs used by call center agents might be configured with a list of identities who could join their calls (supervisors and any call center monitoring User Agents).  Alternatively the call center agents might rely on transitive authorization assertions from a (shorter) list of authorized hosts (ex: a certificate authority). For answering-machine-style message screening this is even easier. Presumably the user screening their messages already has some credentials with their messaging server.

Some mechanisms for obtaining the dialog information needed by the Join header (Call-ID, to-tag, and from-tag) include URIs on a web page, subscriptions to an appropriate event package, and notifications after a REFER request.  Use of end-to-end security mechanisms to integrity protect and encrypt this information is also RECOMMENDED.

This extension was designed to take advantage of future signature or authorization schemes defined by standards track extensions.  In general, call control features would benefit considerably from such work.

Currently in 3GPP, we do not support Refererred-By Authenticated Identity Body [5], however we do allow the use of end-to-end authentication between UAs. This is determined by Table A.4 item 7, and therefore support of this capability should change to mandatory when the replaces extension is supported. There are no 3GPP considerations that require this to be treated as anything other than mandatory.

3. The extension has mandatory requirements (MUST) for the UA to support the 400 (Bad Request) status-code and the 481 (Call/Transaction Does Not Exist) status-code. As support of both these status codes is mandatory for RFC 3261 implementations, this does not change the requirement to support, but the entry in the tables for status-codes is completed. This is dealt with in the CR for the Replaces header extension, which has identical requirements.

4. The extension has recommended requirements (SHOULD) for the UA to support the 603 (Declined) status-code. In RFC 3261 this status-code is defined as optional, and therefore if the extension is supported, then the support condition is changed for sending. It is assumed to be always mandatory to support receipt of this status-code. There are considered to be no 3GPP conditions for changing the recommended to optional, so it will be indicated as mandatory. This is dealt with in the CR for the Replaces header extension, which has identical requirements.

5. The extension has mandatory requirements (MUST) for the UA to support the 488 (Not Acceptable Here) status-code. As support of both these status codes is mandatory for RFC 3261 implementations, this does not change the requirement to support, but the entry in the tables for status-codes is completed. 

6. As the extension defines a new header, amendments will be required to the PDU parameter tables. The header is only allowed to appear in INVITE requests. On support of the extension UA behaviour would be optional support to send, mandatory support to receive. On support of the extension proxy behaviour would be to pass on transparently (i.e. irrelevant to receive, mandatory to send).

7.1 The Join Header

The Join header field indicates that a new dialog (created by the INVITE in which the Join header field in contained) should be joined with a dialog identified by the header field, and any associated dialogs or conferences.  It is a request header only, and defined only for INVITE requests.  The Join header field MAY be encrypted as part of end-to-end encryption. Only a single Join header field value may be present in a SIP request

This document adds the following entry to Table 3 of [1]. Additions to this table are also provided for extension methods defined at the time of publication of this document.  This is provided as a courtesy to the reader and is not normative in any way. MESSAGE, SUBSCRIBE and NOTIFY, REFER, INFO, UPDATE, PRACK, and PUBLISH are defined respectively in [19], [20], [7], [21], [22], and [23], and [24].

      Header field    where   proxy   ACK  BYE  CAN  INV  OPT  REG  MSG

      ------------    -----   -----   ---  ---  ---  ---  ---  ---  ---

      Join              R              -    -    -    o    -    -    -

                                      SUB  NOT  REF  INF  UPD  PRA  PUB

                                      ---  ---  ---  ---  ---  ---  ---

      Join              R              -    -    -    -    -    -    -

The following syntax specification uses the augmented Backus-Naur Form (BNF) as described in RFC-2234 [3].

Join            = "Join" HCOLON callid *(SEMI join-param)

join-param      = to-tag / from-tag / generic-param

to-tag          = "to-tag" EQUAL token

from-tag        = "from-tag" EQUAL token

A Join header MUST contain exactly one to-tag and exactly one from-tag, as they are required for unique dialog matching.  For compatibility with dialogs initiated by RFC2543 [11] compliant UAs, a tag of zero matches both tags of zero and null tags.

Examples:

Join: 98732@sip.example.com

;from-tag=r33th4x0r

;to-tag=ff87ff

Join: 12adf2f34456gs5;to-tag=12345;from-tag=54321

Join: 87134@192.0.2.23;to-tag=24796;from-tag=0
Open issues

Need to understand how to deal with Peterson, J., "SIP Authenticated Identity Body (AIB) Format", draft-ietf-sip-authid-body-01 (work in progress), March 2003, which is a requirement of this draft.

