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This document proposes

· that CPCP security policy is not used in IMS Rel-6

· that CPCP media policy is not used in IMS Rel-6

· 
· 
· that the Editor's Note in 7.3.1.2 on request authoirzation is deleted, as request authorization is only performed by the AS but not by the user.

7
Protocol for conference policy control at the Ut reference point

7.1
Introduction

Editor's Note:
It needs to be investigated whether access via the Ut interface is only possible by users who belong to the same domain as the conference policy server (CPS) is located in.

7.2
Functional entities

7.2.1
User Equipment (UE)

For the purpose of SIP based conferences, the UE may implement the role of a privileged user as described in subclause 7.3.1. 

7.2.2
Media Resource Function Controller (MRFC)

As the function split between the MRFC and the conferencing AS is out of scope of this document, the procedures for the MRFC are described together with those for the conferencing AS in subclause 7.2.3.

7.2.3
Conferencing Application Server (Conferencing AS)

As the function split between the conferencing AS and the MRFC is out of scope of this specification, only the procedures are described for a combined conferencing AS and MRFC. The AS and MRFC may either be collocated, or interoperate using a proprietary protocol and a proprietary functional split.

For the purpose of SIP-based conferences, the conferencing AS/MRFC shall act as a conference policy server, as described in subclause 7.3.2. 

The conferencing AS/MRFC may implement the role of a privileged user as described in subclause 7.3.1.

7.3
Role

7.3.1
Privileged user



7.3.1.1
Actions performed by the privileged user

A privileged user shall be able to perform the following actions, as described in draft-koskelainen-xcon-xcap-cpcp-usage [23]:

- 
adding new users to a conference;

-
modifying the privilege control list (PCL) of a conference; 

-
inviting a user to a conference;

- 
expelling a conference participant from a conference; and

- 
termination of a conference.

NOTE:
The user who creates the conference by means of CPCP, as described in subclause 7.3.2.2, becomes a privileged user as descried in draft-koskelainen-xcon-xcap-cpcp-usage when the conference is created.

Editor's Note: It needs to be investigated if further text is needed, that describes the usage of CPCP, XCAP and HTTP in this section.

Editor's Note: The above paragraph needs to indicate that the listed actions are in the same way optional to be supported by a data manipulator as they are optional to be supported in described in draft-koskelainen-xcon-xcap-cpcp-usage [23].


7.3.2
Conference Policy Server (CPS)

Editor's Note: Further subclauses needed for e.g. blocking of a user and conference termination. 

7.3.2.1
Introduction

Editor's Note: CPCP users and requests shall be authenticated and authorized by generic Ut interface procedures. This subclause must reference the related specification. Currently this functionality is defined for data manipulation related to the IMS presence service.   

7.3.2.2
Conference creation

7.3.2.2.1
General

The conference policy document shall be created whenever the conference is created. If a conference is not created by means of CPCP, the CPS shall automatically create a conference policy document, as described in 7.3.2.2.3.

NOTE:
A conference can e.g. be created by SIP or via a web interface.

7.3.2.2.2
Conference policy creation by means of CPCP

Upon receipt of a HTTP PUT request, including a CPCP XCAP document for conference creation, the CPS shall

-
authenticate the requestor and check whether the request can be authorized. The following actions shall only be performed if the request can be authorized;

Editor's Note: CPCP users and requests shall be authenticated and authorized by generic Ut interface procedures. This subclause must reference the related specification. Currently this functionality is defined for data manipulation related to the IMS presence service.   

- 
set the PCL, ACL and DL with the information included in the received CPCP XCAP document, in accordance with draft-koskelainen-xcon-xcap-cpcp-usage [23]; and

-
generate a response in accordance with RFC 2616 [21] and draft-ietf-simple-xcap [22].



Editor's Note:
The CPS behaviour when receiving a CPCP floor policy element needs to be specified.

7.3.2.2.3
Automatic conference policy creation

Upon conference creation by other means than CPCP, the CPS shall create a conference policy document for the conference, including: 

- 
a privilege control list (PCL) for the conference, which shall be set due to local policy, if not otherwise indicated by the conference creator;

-
an access control list (ACL) for the conference, which shall be empty if not otherwise indicated by the conference creator; and

-
a dial-out list (DL) for the conference, which shall be empty if not otherwise indicated by the conference creator.

7.3.2.3 
Privilege Control List (PCL) modification

Upon receipt of a HTTP PUT request including a CPCP XCAP document for modification of the PCL of an existing conference, the CPS shall 

-
authenticate the requestor and check whether the request was issued by a privileged user;

Editor's Note: CPCP users and requests shall be authenticated and authorized by generic Ut interface procedures. This subclause must reference the related specification. Currently this functionality is defined for data manipulation related to the IMS presence service.

- 
modify the PCL of the indicated conference in accordance with draft-koskelainen-xcon-xcap-cpcp-usage [23]; and

-
generate a response in accordance with RFC 2616 [21] and draft-ietf-simple-xcap [22].

7.3.2.4
Allowing a user to join the conference 

Upon receipt of a HTTP PUT request from including a CPCP XCAP document for adding a new element to the ACL of an existing conference and the Access-Type sub-element is set to the value "Allowed", the CPS shall 

-
authenticate the requestor and check whether the request was issued by a privileged user;

Editor's Note: CPCP users and requests shall be authenticated and authorized by generic Ut interface procedures. This subclause must reference the related specification. Currently this functionality is defined for data manipulation related to the IMS presence service.

- 
modify the ACL of the indicated conference in accordance with draft-koskelainen-xcon-xcap-cpcp-usage [23]; and

-
generate a response in accordance with RFC 2616 [21] and draft-ietf-simple-xcap [22].

7.3.2.5

Adding a user to the conference

Upon receipt of a HTTP PUT request including a CPCP XCAP document for modification of the DL of an existing conference, the CPS shall 

-
authenticate the requestor and check whether the request was issued by a privileged user;

Editor's Note: CPCP users and requests shall be authenticated and authorized by generic Ut interface procedures. This subclause must reference the related specification. Currently this functionality is defined for data manipulation related to the IMS presence service.

- 
modify the DL of the indicated conference in accordance with draft-koskelainen-xcon-xcap-cpcp-usage [23]; 

-
inform the focus of the change; and

-
generate a response in accordance with RFC 2616 [21] and draft-ietf-simple-xcap [22].

7.3.2.6
Inviting a user to the conference

Upon receipt of a HTTP PUT request including a CPCP XCAP document for adding a new element to the ACL of an existing conference and

-
the Access-Type sub-element is set to the value "Allowed"; and, 

-
the Refer sub-element is set to the value "true"; 

the CPS shall:

-
authenticate the requestor and check whether the request was issued by a privileged user;

Editor's Note: CPCP users and requests shall be authenticated and authorized by generic Ut interface procedures. This subclause must reference the related specification. Currently this functionality is defined for data manipulation related to the IMS presence service.

-
modify the ACL of the indicated conference in accordance with draft-koskelainen-xcon-xcap-cpcp-usage [23]; 

-
inform the focus of the ACL change; and

-
generate a response in accordance with RFC 2616 [21] and draft-ietf-simple-xcap [22].

7.3.2.7
Expelling conference participant from the conference

Upon receipt of a HTTP PUT request including a CPCP XCAP document for adding a new element to the ACL of an existing conference and the Access-Type sub-element is set to the value "Expelled", the CPS shall 

-
authenticate the requestor and check whether the request was issued by a privileged user;

Editor's Note: CPCP users and requests shall be authenticated and authorized by generic Ut interface procedures. This subclause must reference the related specification. Currently this functionality is defined for data manipulation related to the IMS presence service.

-
inform the focus of the change; and

- 
modify the ACL of the indicated conference in accordance with draft-koskelainen-xcon-xcap-cpcp-usage [23]; 

-
generate a response in accordance with RFC 2616 [21] and draft-ietf-simple-xcap [22].

A.3.6
Conference creation with CPCP

Figure A.3.6 shows an user creating a conference by CPCP. The conference is created at a MRFC/AS of the users home network. 
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Figure A.3.6: User creating a conference with CPCP

The details of the flows are as follows: 

1.
XCAP PUT request (UE to MRFC/AS) - see example in table A.3.6-1


A user wants to create a conference. For this purpose the UE creates a XCAP document
for CPCP. The UE includes all parameters, that the user has set for the conference in the XCAP document and sends it to the MRFC/AS in a XCAP PUT request.

Table A.3.6-1: XCAP PUT request (UE to MRFC/AS)

PUT http://xcap.home1.net/services/conference-policy/users/user1_public1/conference.xml HTTP/1.1

Content-Type:application/conference-policy+xml

<?xml version="1.0" encoding="US-ASCII"?>

<Conference xmlns="urn:ietf:params:xml:ns:conference-policy"

                  xmlns:conference-mp="urn:ietf:params:xml:ns:conference-mp"

                  xmlns:conference-fp="urn:ietf:params:xml:ns:conference-fp"

                  xmlns:conference-sc="urn:ietf:params:xml:ns:conference-sc"

                  xmlns:conference-dl="urn:ietf:params:xml:ns:conference-dl"

                  xmlns:conference-pcl="urn:ietf:params:xml:ns:conference-pcl"

                  xmlns:conference-acl="urn:ietf:params:xml:ns:conference-acl"

                  xmlns:conference-time="urn:ietf:params:xml:ns:conference-time"

                  xmlns:conference-info="urn:ietf:params:xml:ns:conference-info"

                  xmlns:conference-settings="urn:ietf:params:xml:ns:conference-settings">

   <conference-settings:Conference-settings>

      <conference-uri:Conference-URI></conference-uri:Conference-URI>

      <Max-participant-count>23</Max-participant-count>

   </conference-settings:Conference-settings>

   <conference-info:Conference-info lang="en">

      <Subject>Good Advise</Subject>

      <Display-name>What you really need</Display-name>

      <Free-text>Read the directions, even if you don't follow them</Free-text>

      <Keywords>Mary Schmich</Keywords>

      <Host-info>

          <SIP-URI>sip:user1_public1@home1.net</SIP-URI>

          <TEL-URI>tel:+358504821437</TEL-URI>

          <E-mail>mailto:user1_public1@home1.net</E-mail>

          <Web-page>http://www.home1.net/users/user1_public1</Web-page>

      </Host-info>

   </conference-info:Conference-info>

   <conference-time:Conference-time>

      <Conference-occurrence>

         <Start-time>2004-04-01T09:00:00Z</Start-time>

         <Stop-time>2004-04-01T18:30:00Z</Stop-time>

      </Conference-occurrence>

   </conference-time:Conference-time>

   <conference-acl:ACL>

      <ACL-target-URI Access-type="Allowed">sip:*@home1.net</ACL-target-URI>

      <ACL-target-URI Access-type="Allowed">sip:*@home2.net</ACL-target-URI>

      <ACL-target-URI Access-type="Allowed">sip:*@home3.net</ACL-target-URI>

      <ACL-target-URI Access-type="Blocked">sip:*@unwanted.net</ACL-target-URI>

   </conference-acl:ACL>

   <conference-pcl:PCL>

      <PCL-target>

         <PCL-target-URI>sip:*@home1.net</PCL-target-URI>

         <Privileges>RIGHT_TO_SUBSCRIBE_TO_CONF_EVENT_PACKAGE</Privileges>

      </PCL-target>

      <PCL-target>

         <PCL-target-URI>sip:*@home2.net</PCL-target-URI>

         <Privileges>RIGHT_TO_SUBSCRIBE_TO_CONF_EVENT_PACKAGE</Privileges>

      </PCL-target>

      <PCL-target>

         <PCL-target-URI>sip:user3_public1@home3.net</PCL-target-URI>

         <Privileges>RIGHT_TO_SUBSCRIBE_TO_CONF_EVENT_PACKAGE</Privileges>

      </PCL-target>

   </conference-pcl:PCL>

   <conference-dl:DL>

      <DL-target>

         <DL-target-URI>sip:user2_public1@home2.net</DL-target-URI>

      </DL-target>

   </conference-dl:DL>






</Conference>


2.
XCAP 200 (OK) response (MRFC/AS to UE) 

The MRFC/AS returns a XCAP 200 (OK) response to the UE, indicating that the received XCAP PUT request and its content have been successfully processed.
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