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Authentication of CPCP procedures shall be based on GAA/GBA as described in 24.109

Editor’s note whether Ut interface is intra or inter domain is deleted. This is clearly an architectural decission which needs to be documented in 23.002 or 23.228. Furthermore, this decission has no impact on the requirements for CPCP.
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Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

For the purposes of the present document, the terms and definitions defined in 3GPP TS 21.905 [1] and 3GPP TS 22.141 [2] apply:

Conferencing AS: 
an Application Server that supports functionality specific to a SIP conference focus.

The following terms and definitions given in 3GPP TS 23.228 [2] apply (unless otherwise specified):

Public Service Identity

Three-way session

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.228 [7] subclause 4.3.3.1 and subclause 4.6 apply:

IP-Connectivity Access Network (IP-CAN)

The following terms and definitions given in draft-ietf-sipping-conferencing-framework [8] apply (unless otherwise specified):

Conference

Conference-Aware Participant

Conference notification service

Conference Policy

Conference Policy Control Protocol

Conference Policy Server (CPS)

Conference-Unaware Participant

Conference URI

Focus

Media Policy

Media policy server

Membership Policy

Mixer

Participant

Tightly Coupled Conference

The following terms and definitions given in draft-ietf-sipping-cc-conferencing-01 [9] apply (unless otherwise specified):

Conference Factory URI

For the purposes of the present document, the following terms and definitions given in draft-ietf-sip-callee-caps [19] 7 apply:

Feature parameter

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [2] subclause 4.1.1.1 and subclause 4a.7 apply:

Call Session Control Function (CSCF)

Home Subscriber Server (HSS)

Media Gateway Control Function (MGCF)

Multimedia Resource Function Controller (MRFC)

Multimedia Resource Function Processor (MRFP)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.218 [5] subclause 3.1 apply:

Filter criteria

Initial filter criteria

Initial request

Subsequent request

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.228 [7] subclause 4.3.3.1 and subclause 4.6 apply:

Interrogating-CSCF (I-CSCF)

Policy Decision Function (PDF)

Proxy-CSCF (P-CSCF)

Public user identity

Serving-CSCF (S-CSCF)

For the purposes of the present document, the following terms and definitions given in 3GPP TR 21.905 [1] apply:

User Equipment (UE)

For the purposes of the present document, the following terms and definitions given in draft-koskelainen-xcon-xcap-cpcp-usage [23] apply:
Access Control List (ACL)

Dial-Out List (DL)

Privileged User

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.141 [24] subclause 3.1 apply:

Authentication Proxy
3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

ACL
Access Control List

AMR
Adaptive Multi-Rate

AS
Application Server

CN
Core Network

CSCF
Call Session Control Function

CPCP
Conference Policy Control Protocol

CPS

Conference Policy Server

DL
Dial-Out List

FQDN
Fully Qualified Domain Name

HSS
Home Subscriber Server

HTTP
HyperText Transfer Protocol

I-CSCF
Interrogating CSCF

IM
IP Multimedia

IMS
IP Multimedia CN subsystem

IP
Internet Protocol

IP-CAN
IP-Connectivity Access Network

MGCF
Media Gateway Control Function

MRFC
Multimedia Resource Function Controller

MRFP
Multimedia Resource Function ProcessorSDP
Session Description Protocol

PCL
Privilege Control List

P-CSCF
Proxy CSCF

PSI
Public Service Identity

S-CSCF
Serving CSCF 

SDP
Session Description Protocol

SIP
Session Initiation Protocol
TLS
Transport Layer Security
UE
User Equipment

XCAP
Extensible Markup Language (XML) Configuration Access Protocol

XML
eXtensible Markup Language

**** next change ****
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Protocol for conference policy control at the Ut reference point

7.1
Introduction

void

7.2
Functional entities

7.2.1
User Equipment (UE)

For the purpose of SIP based conferences, the UE may implement the role of a privileged user as described in subclause 7.3.1. 
The UE shall implement HTTP digest AKA (see RFC 3310 [27]) and it shall initiate a bootstrapping procedure with the bootstrapping server function located in the home network, as described in 3GPP TS 24.109 [25]. 
The UE shall acquire the subscriber's certificate from PKI portal by using a bootstrapping procedure, as described in 3GPP TS 24.109 [25].

The UE shall implement Transport Layer Security (TLS) (see RFC 2246 [26]). The UE shall be able to authenticate the authentication proxy based on the received certificate during TLS handshaking phase.

7.2.2
Media Resource Function Controller (MRFC)

As the function split between the MRFC and the conferencing AS is out of scope of this document, the procedures for the MRFC are described together with those for the conferencing AS in subclause 7.2.3.

7.2.3
Conferencing Application Server (Conferencing AS)

As the function split between the conferencing AS and the MRFC is out of scope of this specification, only the procedures are described for a combined conferencing AS and MRFC. The AS and MRFC may either be collocated, or interoperate using a proprietary protocol and a proprietary functional split.

For the purpose of SIP-based conferences, the conferencing AS/MRFC shall act as a conference policy server, as described in subclause 7.3.2. 

The conferencing AS/MRFC may implement the role of a privileged user as described in subclause 7.3.1.
If there is no authentication proxy in the network, then the conferencing AS/MRFC shall 
-
implement the role of a network application function, as described in 3GPP TS 24.109 [25];

-
support HTTP digest authentication and certificate authentication; and
-
implement TLS (see RFC 2246 [26]).
Editor's Note: It needs to be clarified what physical entities can contain the Authentication Proxy and its relationship with the IMS architecture. Documentation for the case of a separate authentication proxy may need to be provided. 
7.3
Role

7.3.1
Privileged user

7.3.1.1 
General

Editor's Note: draft-koskelainen-xcon-xcap-cpcp-usage [23] defines the privileged user as the creator of a conference and further states: "Defining privileges to modify certain parts of a conference policy is outside the scope of this document". For 3GPP IMS it needs to be investigated, whether conference users others than the conference creator should be allowed to modify the conference policy. If this is the case, either the definition of "privileged user" needs to be changed or the term "privileged user" may be replaced by another term.

7.3.1.2
Actions performed by the privileged user

A privileged user shall be able to perform the following actions, as described in draft-koskelainen-xcon-xcap-cpcp-usage [23]:

- 
adding new users to a conference;

-
modifying the privilege control list (PCL) of a conference; 

-
inviting a user to a conference;

- 
expelling a conference participant from a conference; and

- 
termination of a conference.

NOTE:
The user who creates the conference by means of CPCP, as described in subclause 7.3.2.2, becomes a privileged user when the conference is created.

Editor's Note: It needs to be investigated if further text is needed, that describes the usage of CPCP, XCAP and HTTP in this section.

Editor's Note: The above paragraph needs to indicate that the listed actions are in the same way optional to be supported by a privileged user as they are optional to be supported in described in draft-koskelainen-xcon-xcap-cpcp-usage [23].


7.3.2
Conference Policy Server (CPS)

Editor's Note: Further subclauses needed for e.g. blocking of a user and conference termination. 

7.3.2.1
Introduction


7.3.2.2
Conference creation

7.3.2.2.1
General

The conference policy document shall be created whenever the conference is created. If a conference is not created by means of CPCP, the CPS shall automatically create a conference policy document, as described in 7.3.2.2.3.

NOTE:
A conference can e.g. be created by SIP or via a web interface.

7.3.2.2.2
Conference policy creation by means of CPCP

Upon receipt of a HTTP PUT request, including a CPCP XCAP document for conference creation, the CPS shall

-
authenticate the requestor and check whether the request can be authorized. The following actions shall only be performed if the request can be authorized;


- 
set the PCL, ACL and DL with the information included in the received CPCP XCAP document, in accordance with draft-koskelainen-xcon-xcap-cpcp-usage [23]; and

-
generate a response in accordance with RFC 2616 [21] and draft-ietf-simple-xcap [22].

Editor's Note:
The CPS behaviour when receiving a CPCP SC (security control) element needs to be specified.

Editor's Note:
The CPS behaviour when receiving a CPCP media policy element needs to be specified.

Editor's Note:
The CPS behaviour when receiving a CPCP floor policy element needs to be specified.

7.3.2.2.3
Automatic conference policy creation

Upon conference creation by other means than CPCP, the CPS shall create a conference policy document for the conference, including: 

- 
a privilege control list (PCL) for the conference, which shall be set due to local policy, if not otherwise indicated by the conference creator;

-
an access control list (ACL) for the conference, which shall be empty if not otherwise indicated by the conference creator; and

-
a dial-out list (DL) for the conference, which shall be empty if not otherwise indicated by the conference creator.

7.3.2.3 
Privilege Control List (PCL) modification

Upon receipt of a HTTP PUT request including a CPCP XCAP document for modification of the PCL of an existing conference, the CPS shall 

-
authenticate the requestor and check whether the request was issued by a privileged user;


- 
modify the PCL of the indicated conference in accordance with draft-koskelainen-xcon-xcap-cpcp-usage [23]; and

-
generate a response in accordance with RFC 2616 [21] and draft-ietf-simple-xcap [22].

7.3.2.4
Allowing a user to join the conference 

Upon receipt of a HTTP PUT request from including a CPCP XCAP document for adding a new element to the ACL of an existing conference and the Access-Type sub-element is set to the value "Allowed", the CPS shall 

-
authenticate the requestor and check whether the request was issued by a privileged user;


- 
modify the ACL of the indicated conference in accordance with draft-koskelainen-xcon-xcap-cpcp-usage [23]; and

-
generate a response in accordance with RFC 2616 [21] and draft-ietf-simple-xcap [22].

7.3.2.5

Adding a user to the conference

Upon receipt of a HTTP PUT request including a CPCP XCAP document for modification of the DL of an existing conference, the CPS shall 

-
authenticate the requestor and check whether the request was issued by a privileged user;


- 
modify the DL of the indicated conference in accordance with draft-koskelainen-xcon-xcap-cpcp-usage [23]; 

-
inform the focus of the change; and

-
generate a response in accordance with RFC 2616 [21] and draft-ietf-simple-xcap [22].

7.3.2.6
Inviting a user to the conference

Upon receipt of a HTTP PUT request including a CPCP XCAP document for adding a new element to the ACL of an existing conference and

-
the Access-Type sub-element is set to the value "Allowed"; and, 

-
the Refer sub-element is set to the value "true"; 

the CPS shall:

-
authenticate the requestor and check whether the request was issued by a privileged user;


-
modify the ACL of the indicated conference in accordance with draft-koskelainen-xcon-xcap-cpcp-usage [23]; 

-
inform the focus of the ACL change; and

-
generate a response in accordance with RFC 2616 [21] and draft-ietf-simple-xcap [22].

7.3.2.7
Expelling conference participant from the conference

Upon receipt of a HTTP PUT request including a CPCP XCAP document for adding a new element to the ACL of an existing conference and the Access-Type sub-element is set to the value "Expelled", the CPS shall 

-
authenticate the requestor and check whether the request was issued by a privileged user;


-
inform the focus of the change; and

- 
modify the ACL of the indicated conference in accordance with draft-koskelainen-xcon-xcap-cpcp-usage [23]; 

-
generate a response in accordance with RFC 2616 [21] and draft-ietf-simple-xcap [22].
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