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Introduction

The WLAN UE after successful EAP authentication shall store the new temporary identity (ies) and overwrite any previously stored temporary identity (ies). The storage (i.e. in either USIM or ME) of the temporary identity (ies) and associated security parameters in the WLAN UE was left for further study during the CN1#33_bis meeting. This proposal talks about the storage alternatives for the temporary Identifiers.
Proposal

In both EAP AKA and EAP SIM based authentications, the support of user identity privacy is mandatory for the WLAN UE. If the WLAN UE receives temporary identity (ies), the WLAN UE after successful EAP authentication shall store the new temporary identity (ies) (pseudonym and/or re-authentication identity). There is difference with respect to the usage of the two temporary Identifiers. This proposal aims at addressing this issue and thereby proposes a solution for the storage issue. 

Pseudonym in usage is similar to a P-TMSI/TMSI that has to be used for every re-authentication which is a full re-authentication. As user identity privacy is a mandatory feature to be supported by both WLAN UE and 3GPP AAA server, pseudonym has to be always available, ever during switch on and switch off. So this has to be stored in USIM. But usage of fast re-authentication is optional to the AAA server. AAA servers shall enable that only in situation of highly trusted I-WLAN. As still it is not reliable to use re-authentication identity for long time, so periodic refreshing of all keys is necessary. Incase a WLAN UE has obtained a re-authentication identity and later switched off and switched on after a long time, it should obviously go through a full authentication procedure. As the 3GPP AAA server does not maintain the re-authentication identity for that long or it is better not to consider it reliable after a considerably long time, AAA server should be asking for a full authentication. So a not so reliable entity like re-authentication identity, which is valid ONLY as long as UE is continuously in contact with the network (through means of periodic re-authentication), should be stored ONLY as long as WLAN UE is switched on. So this proposal recommends for storing the pseudonym in USIM and re-authentication identity in ME.
Changes

**Modified Section 1**
6.1.1.2.2 
User Identity Privacy

In both EAP AKA and EAP SIM based authentications, the support of user identity privacy is mandatory for the WLAN UE. 

The reception of temporary identity(ies) (pseudonym and/or re-authentication identity) in any EAP authentication indicates to the WLAN UE that user identity privacy is enabled as described in subclause 6.1.1.3.1. 

The WLAN UE shall not interpret the temporary identity(ies), but store the received identity(ies) and use it at the next EAP authentication.

If the WLAN UE receives temporary identity(ies) (pseudonym and/or re-authentication identity) during EAP authentication from the 3GPP AAA server (as specified in TS 33.234 [17]), then the WLAN UE shall process the authentication challenge information (e.g. RAND, AUTN, MAC) received together with the temporary identity(ies). If the EAP authentication procedure is successful (i.e. EAP–Success), the WLAN UE shall consider the new temporary identity(ies) as valid. 

The WLAN UE after successful EAP authentication shall store the new temporary identity(ies) and overwrite any previously stored temporary identity(ies). In case when re-authentication identity was received, the WLAN UE shall also store the Master Key and Counter value and overwrite any previously stored Master Key and Counter value.
Pseudonym, which is used for full re-authentication even during switch off and switch on, shall be stored in USIM. 
Re-authentication identity, which is used for fast re-authentication shall be stored in ME. It shall be deleted during switch off and the corresponding field status in ME shall be set to “deleted”.
Editor’s note: The storage (i.e. in either USIM or ME) of the temporary identity(ies) and associated security parameters in the WLAN UE is for further study.
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