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This proposal introduces the Tunnel establishment procedures as required by SA2 TS 23.234.

7.3
Tunnel establishment procedures
7.3.1
UE procedures
7.3.1.1
General
After successful EAP authentication and before initiation of tunnel establishment the WLAN UE shall offer the possibility to the subscriber to select between direct access to external IP network from the WLAN or access through the PLMN.

7.3.1.2
Selection of remote tunnel endpoint
The WLAN UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the remote tunnel endpoint, i.e. the PDG. See TS 23.003 [1a]. Details on the construction of W-APN in the different roaming scenarios are specified in TS 23.234 [2].

The initial selection of the remote tunnel endpoint is done in the WLAN UE (see also Redirection clause below). Upon reception of a DNS response containing one or more IP addresses of PDGs that support the requested W-APN, the WLAN UE shall select an IP address from the list. This selection may be performed by the user (WLAN UE implementation option) or may be performed automatically by the WLAN UE. In the later case, the criteria for automatic selection is decided by the operator.

Editor's note: the operator may decide e.g. that the 1st entry on the list has highest priority in the selection.
Editor's note: it is FFS whether the WLAN UE shall maintain a list of 'Forbidden PDG IP addresses' for example for cases when tunnel establishment failure reason is that the WLAN UE is not allowed to use a PDG to access the given W-APN. 
7.3.1.3
UE initiated tunnel establishment
Editor's note: it covers tunnel establishment to PDG in VPLMN and tunnel establishment to PDG in HPLMN
7.3.1.4
Subsequent tunnel establishment
Editor's note: From 23.234: 'In the case that the user attempts a subsequent tunnel establishment to a different PDG, it should be possible to avoid repeating the full authentication process (for example, a shorter re-authentication process should be used). This is ffs in Stage 3 work.'
7.3.1.5
Redirection
Editor's note: WLAN UE functionality to support redirection procedure as specified in TS 23.234, clause 7.9.1. 
7.3.2
PDG procedures
7.3.2.1
General
The PDG shall support the implementation of a VPN server application in order to assist tunnel establishment towards the WLAN UE. However the selection of a particular VPN application is implementation dependant.
7.3.2.2
UE initiated tunnel establishment
Editor's note: it covers both tunnel establishment to PDG in VPLMN and tunnel establishment to PDG in HPLMN
7.3.2.3
Subsequent tunnel establishment
Editor's note: From 23.234: 'In the case that the user attempts a subsequent tunnel establishment to a different PDG, it should be possible to avoid repeating the full authentication process (for example, a shorter re-authentication process should be used). This is ffs in Stage 3 work.'
7.3.1.3
Redirection
Editor's note: PDG functionality to support redirection procedure as specified in TS 23.234, clause 7.9.1.
************************ NEXT CHANGE *************************************

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

Active scanning: capability of a WLAN UE to actively solicit support for a specific SSID by for probing it.

Associated SSID: The SSID the UE used for association with a WLAN AP.
Available SSID: SSID that the WLAN UE has found after scanning which meets certain conditions as specified in IEEE 802.11 [19].

Broadcast SSIDs:  The SSID available in the beacon signal.

EAP AKA: EAP mechanism for authentication and session key distribution using the UMTS AKA authentication mechanism. See draft-arkko-pppext-eap-aka [9].

EAP SIM: mechanism for authentication and session key distribution using the GSM Subscriber Identity Module (SIM). See draft-haverinen-pppext-eap-sim [10].

Passive scanning: capability of a WLAN UE to look for the support for a specific SSID by listening to the SSIDs broadcast in the beacon signal.
PLMN selection: Procedure for the selection of a PLMN according to TS 23.122 [1] clause 3.1, either manually or automatically.
Selected SSID: This is the SSID that has been selected according to clause 5.2.2.1, either manually or automatically.

Selected WLAN PLMN: This is the PLMN that has been selected according to clause 5.2.3.3, either manually or automatically.

Supported PLMN: A PLMN of a roaming partner (i.e. to which the WLAN operator has a direct roaming relationship).
WLAN PLMN Selection: Usage of the supported PLMN list received in FFS message from WLAN and selection among those PLMNs.

I-WLAN selection: Procedure for the selection among the available I-WLAN APs
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.234 [2] apply.
3GPP - WLAN Interworking (WLAN-3GPP IW) 
3GPP AAA server

3GPP AAA proxy

Interworking WLAN
W-APN
WLAN UE
WLAN Roaming

For the purposes of the present document, the following terms and definitions given in draft-adrangi-eap-network-discovery-and-selection [12] apply.
Decorated NAI

Root NAI

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Wa
Reference point between a WLAN and a 3GPP AAA Server/Proxy (control signalling)

Wd 
Reference point between a 3GPP AAA Server and 3GPP AAA Proxy (control signalling)

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication, Authorisation and Accounting 

AKA
Authentication and Key Agreement
APN
Access Point Name

DNS
Domain Name System
EAP
Extensible Authentication Protocol

I-WLAN
Interworking WLAN

NAI 
Network Access Identifier
PDG
Packet Data Gateway
PDN
Packet Data Network

SSID
Service Set ID
W-APN
WLAN APN
WLAN
Wireless Local Area Network
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