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Introduction

At present, the sub-clause 6.1.1 WLAN Access Authentication and Authorization protocols is not fully in line with the latest stage 2 on WLAN Interworking Security stated in TS 33.234.
This contribution takes into account the latest requirements introduced in TS 33.234, as follows:

· According to TS 33.234 sub-clause 6.1 and LS in N1-040368 (S3-040195) there is no default EAP method to be used by the 3GPP AAA server during EAP authentication procedure. The procedure to select the EAP method is described in the latest version of TS 33.234 and the stage 3 (i.e. TS 24.234) has to follow that. Currently, the sub-clause 6.1.1.2.3 of TS 24.234 is not fully in line with TS 33.234. 

· The selection procedure of EAP method is clarified in the sub-clause 6.1.1.2.3 and aligned with TS 33.234.

· Several editorial corrections are made.

Proposal

It is proposed to agree the following changes to incorporate them into TS 24.234.

/* Beginning of change */
6.1.1.3.3 
3GPP AAA Server Operation in the Beginning of Authentication

The 3GPP AAA server shall support EAP method negotiation, as specified in EAP RFC 2284 [6].

The EAP method policy of the 3GPP AAA server shall not accept EAP-SIM based authentication for USIM subscribers, and only accept EAP-SIM based authentication for SIM subscribers.
Editor’s note: The details and security aspects of AAA server policy configuration are for further study.

The procedure to select the EAP method to use for authentication is the following:

1) The format of the identity received in EAP-Response/Identity may contain an indication of the EAP method to be used by the 3GPP AAA server as defined in TS 23.003 [1A]. For example, if the identity format indicates EAP SIM, the leading character in the identity is “1” so, the identity might be a permanent IMSI-based identity for EAP SIM. The permanent identity format and the usage of leading digits for IMSI-based permanent identity are specified in draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10]. The format of the pseudonyms and re-authentication identities are specified in TS 33.234 [7].
2) If the 3GPP AAA server is not able to map the user identity received in EAP-Response/Identity to a subscriber identity (e.g. an obsolete pseudonym), but it recognizes the EAP method, the 3GPP AAA server shall request a new identity using the EAP method indicated by the WLAN UE.

3) If the 3GPP AAA server is able to map the user identity received in EAP-Response/Identity to a subscriber identity (IMSI), but the EAP method does not match with user’s subscription information, the 3GPP AAA server shall use the EAP method indicated by user’s subscription (with the exception specified in the subclause 6.1.1.3.3.1). For example, if the EAP method indicates EAP AKA, but the 3GPP AAA server has available information that subscriber’s UICC only supports SIM based authentication, (e.g. received authentication vectors are triplets rather than quintuplets), then user’s subscription shall prevail and the 3GPP AAA server shall propose EAP SIM as the first authentication method. 

4) If the 3GPP AAA server is not able to recognize the user identity received in EAP-Response/Identity and hence the EAP method, the EAP method to use is implementation dependent. If this EAP method does not match user’s subscription in the WLAN UE, the WLAN UE shall respond with a NACK to the 3GPP AAA server. Then, the 3GPP AAA server shall use the other EAP method until a recognised identity is received. 



6.1.1.3.3.1
Interoperability cases
3GPP AAA servers may be configured to support an EAP method policy that accepts EAP-SIM based authentication for USIM subscribers. This configuration option may be used, if many USIM subscribers are expected to use pre-release 6 ME implementations that do not support EAP AKA.

NOTE: 
When the operator issues USIM cards to subscribers, it is strongly recommended to upgrade the AAA servers to 3GPP release 6 and to support EAP-AKA.

/* End of change */
