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Introduction

The latest stage 2 specification on WLAN Interworking; System description i.e. TS 23.234 contains new requirements on WLAN Access authorization.
This contribution takes into account the latest requirements introduced in the stage 2 specification, as follows:

· The sub-clauses 5.1 and 5.2 of TS 23.234 state that the WLAN Access authorization shall occur upon success of the EAP authentication procedure and it shall take into account not only user’s subscription, but also optionally, information about the I-WLAN. This information is used to enable use-case scenarios like location-based authentication/authorization, location-based billing/customer care, and location-based service offerings.
· Several editorial corrections are made.

Proposal

It is proposed to agree the following changes to incorporate them into TS 24.234.

/* Beginning of change 1 */
6.1.1 
WLAN Access Authentication and Authorization protocols



Editor’s Note: Functionality in WLAN UE and 3GPP AAA server for identification, full authentication and re-authentication. Procedures are defined in [9] and [10]. This TS should specify the mandatory and optional features from SIM and AKA drafts. As an example Reauthentication and Privacy support are optional in the EAP-SIM and EAP-AKA drafts but mandatory for the WLAN UE and network.

6.1.1.1 
General

WLAN authentication signalling shall be executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and enabling the access to the WLAN network or to the WLAN and 3GPP network. 

The WLAN UE and 3GPP AAA server shall support EAP authentication procedures as specified in draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10].

Other EAP authentication methods than those specified in draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10] may be supported by the WLAN UE but are not part of 3GPP WLAN IW therefore are out of the scope of this specification.

WLAN authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as specified in RFC 2284 [6]. 

WLAN access authorization shall be performed upon successful user authentication in the 3GPP AAA Server and it includes access rules as defined by the operator (see clause 6.1.1.3.5).



/* End of change 1 */
/* Beginning of change 2 */
6.1.1.3.5 
WLAN Access Authorization

WLAN Access Authorization between the UE and the 3GPP AAA Server shall be combined with the WLAN Access Authentication and performed before service authorisation and transport IP address allocation.

The 3GPP AAA Server shall perform access authorization once user authentication succeeds but before sending EAP-Success message to the WLAN UE.
The 3GPP AAA Server shall check whether the user is allowed to use WLAN service based on the user's subscription and optionally, information about the I-WLAN (e.g. I-WLAN operator name, location and throughput). If the check is successful the 3GPP AAA Server shall complete the authentication procedure by sending a positive response to the WLAN UE, that is an EAP-Success message.

Additionally, the 3GPP AAA Server may apply certain access control rules (such as access scope limitation, time limitation, bandwidth control values, and/or user priority) based on user's subscription, the account status, O&M rules (e.g. blacklist, access limitation list), and local agreements or information about the I-WLAN.
/* End of change 2 */
