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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply.

Bootstrapping information: a set of parameters that have been established during bootstrapping procedure. The information consists of a transaction identifier (TID), a bootstrapped key material (Ks), and a group of application specific security parameters related to the subscriber.
Bootstrapped security association: an association between a UE and a BSF that is established by running bootstrapping procedure between them. The association is identified by a transaction identifier (TID) and consists of bootstrapping information.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AKA
Authentication and Key Agreement

AUTN
Authentication Token, 128 bit value generated by the HSS

AUTS
Authentication Token, 112 bit value generated by the UE

AV
Authentication Vector

BSF
Bootstrapping Function

CK
Confidentiality Key

FQDN
Fully Qualified Domain Name

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture

HSS
Home Subscriber System

IK
Integrity Key

IMPI
IP Multimedia Private Identity

IMPU
IP Multimedia Public Identity

Ks
Key material

Ks_NAF
NAF specific key material, derived from Ks

MAC
Message Authentication Code

NAF
Network Application Function

RAND
Random Challenge

RES
Authentication Response

SQN
Sequence Number

TID
Transaction Identifier

UE
User Equipment

URI
Uniform Resource Identifier

URN
Uniform Resource Name

USIM
User Service Identity Module

XRES
Expected authentication response

4
Generic Bootstrapping Architecture; Ub interface

4.1
Introduction

Generic Authentication Architecture (GAA) is based on shared secrets provided by generic bootstrapping architecture (GBA).  The stage 2 description of GAA framework is described in general can be found in 3GPP TR 33.919 [2] and the GBA procedures in 3GPP TS 33.220 [1]. This specification section specifies in stage 3 level detail the Ub interface of GBA.

The stage 2 level specification of generic bootstrapping architecture and procedures are described in 3GPP TS 33.220 [1]. The generic bootstrapping architecture related to Ub interface is between UE and bootstrapping server function (BSF). During bootstrapping procedure BSF also uses the Zh interface to request authentication vectors and user’s profile information from HSS. The Zh interface is defined in 3GPP TS 29.109 [3]. The end result of the bootstrapping procedure is that both BSF and an UE have a security association in a form of transaction identifier and bootstrapped key material (Ks).

The bootstrapped secret is used over the Ua interface with network application function (NAF), and Zn interface is used by the NAF to retrieve the NAF specific key material Ks_NAF that has been derived from the bootstrapped key material Ks, and user’s profile information from BSF. The Ua interface depends on type of NAF (e.g., a PKI Portal, see 3GPP TS 33.221 [4]). The Zn interface is defined in 3GPP TS 29.109 [3].

According to 3GPP TS 33.220 [1] the bootstrapping procedure shall be based on HTTP Digest AKA as described in RFC 3310 [5]. The protocol stack of the Ub interface in bootstrapping procedure is presented in Figure 4.1-1. The details are defined in the following subclauses.
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Figure 4.1-1: Protocol stack of Ub interface

4.2
Bootstrapping procedure
A UE and the BSF shall establish bootstrapped security association between them by running bootstrapping procedure. Bootstrapping security association consists of a transaction identifier and bootstrapped key material Ks. Bootstrapping session on the BSF also includes security related information about subscriber (e.g., user’s private identity, and other service specific security information). Bootstrapping session is valid for a certain time period, and shall be deleted in the BSF when the session becomes invalid.
Bootstrapping procedure shall be based on HTTP Digest AKA as describied in 3GPP TS 33.220 [1] and in RFC 3310 [5] with the modifications described below.
In the bootstrapping procedure, Authorization, WWW-Autthenicate, and Authentication-Info HTTP headers shall be used as described in RFC 3310 [5] with following exceptions:

-
the “realm” parameter shall contain the network name where the username is authenticated; 
-
the quality of protection (“qop”) parameter shall be “auth”; and

-
the “username” parameter shall contain user’s private identity (IMPI).

NOTE:
If the UE does not have an IMS subscription, the IMPI will be constructed from IMSI, according to 3GPP TS 23.003 [6].
In addition to RFC 3310 [5], the following shall be added:
1.
In the first request from the UE to the BSF, the UE shall include the private user identity IMPI in the username parameter of the Authorization header of HTTP request.
2.
In the message from the BSF to the UE, the BSF may include additional server specific data to the HTTP Digest nonce parameter. 
Editor’s note:
According to 3GPP TS 33.220, BSF shall send at least the transaction identifier to UE during bootstrapping procedure.
3.
Authentication-Info header shall be included into the subsequent HTTP response after the BSF concluded that the UE has been authenticated. Authentication-Info header shall include the rspauth parameter.
After successful bootstrapping procedure the UE and the BSF shall contain the bootstrapped key material (Ks) and the transaction identifier. The bootstrapped key material shall be derived from AKA parameters as specified in 3GPP TS 33.220 [1]. In addtion, BSF shall also contain a set of security specific attributes related to the UE.
An example flow of successful bootstrapping procedure can be found in annex A.3.
4.3
User authentication failure
If the response returned by the UE is different than expected, the BSF may challenge again the UE. After N failed attempts of bootstrapping procedure, the BSF shall indicate a failure to the UE. The exact value of N is defined by local policy. 
4.4
Network authentication failure
In case the UE fails at authenticating the network, the UE shall abort the bootstrapping procedure.

4.5
Synchronisation failure

If the UE considers the sequence number in the challenge not to be in the correct, the UE shall send a synchronization failure indication back to the BSF as specified IETF RFC 3310 [5].
An example flow can be found in annex A.4

5
Network application function; Ua interface

5.1
Introduction

The usage of bootstrapped security association (i.e, the transaction identifier and the bootstrapped key material Ks) over Ua interface depends on the application protocol used between UE and NAF.  This section describes how the transaction identifier and the Ks can be utilized in HTTP Digest authentication [8].

5.2
HTTP Digest

HTTP Digest authentication model [8] can be used with bootstrapped security association as the authentication and integrity protection method, if the application protocol used over Ua interface between UE and NAF is based on HTTP. HTTP Digest authentication may be used to mutually authenticate the UE and the NAF, and also optionally integrity protect any payload being transferred between them.
The protocol stack of the Ua interface when HTTP Digest authentication is used in is presented in Figure 5.2-1. The details are defined in the following subclauses.
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Figure 5.2-1: Protocol stack of Ua interface with HTTP Digest authentication

An example flow can be found be found in annex B.3.
5.2.1
Authentication procedure

5.2.1.1
General

HTTP Digest authentication [8] shall be used with previously bootstrapped security association as follows:

-
the “username” parameter shall be the transaction identifier;

-
the password used in the digest calculations shall be either the bootstrapped key material (Ks) or the NAF specific bootstrapped key material (Ks_NAF); and
NOTE:
The NAF specific bootstrapped key material (Ks_NAF) is derived from the bootstrapped key material (Ks) using key derivation function as specified in 3GPP TS 33.220 [1].
NOTE:
Whether Ks or Ks_NAF is used is decided by the BSF and indicated to the UE during bootstrapping procedure.
-
the “realm” parameter shall contain two parts, first part shall text string “3GPP-bootstrapping@”, and the latter part shall be the FQDN of the NAF (e.g., “3GPP-bootstrapping@naf1.operator.com”).
Both the UE and the NAF shall verify upon receiving each of the HTTP responses and HTTP requests that the second part of the realm attribute is equal to the FQDN of the NAF.
5.2.1.2
Integrity protection
Integrity proctection may be provided:

-
by using HTTP Digest integrity protection, i.e., quality of protection (qop) parameter is set to “auth”; or

-
by using server-authenticated TLS tunnel as described in IETF RFC 2818 [12].

If server-authenticated TLS tunnel is used, both UE and NAF shall verify upon receiving each of the HTTP responses and HTTP requests that the second part of the realm attribute is equal to.FQDN included in the server’s certificate.
5.2.2
Authentication failures

Authentication failures are handled as they are described in RFC 2617 [8].

5.2.3
Bootstrapping required indication

NAF shall indicate to the UE that bootstrapped security association is required by sending an HTTP response with code 401 “Unauthorized” and include the WWW-Authenticate header into the response. In particular, the “realm” attribute shall contain a prefix “3GPP-bootstrapping@” and this shall trigger UE to run bootstrapping procedure over Ub interface.

5.2.4
Bootstrapping renegotiation indication

NAF shall indicate to the UE that bootstrapped security association has expired by sending an HTTP response described in subclause 5.2.3 as an response to HTTP request that UE has sent with Authorization header that has been calculated using the expired bootstrapped security association. This will indicate to the UE that the bootstrapped security assocation it used has expired.
NOTE:
UE shall not run bootstrapping procedure due to the bootstrapping renegotiation indication by NAF if the current bootstrapping session is reasonably fresh (i.e., less than N seconds old).
***** END CHANGE *****
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