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This proposal introduces a new clause to take care of the Tunnel management procedures as required by SA2 TS 23.234.

6.2

UE to PDG protocols
6.2.1
Tunnel management procedures
6.2.1.1 General
The purpose of tunnel management procedures is to establish an end-to-end tunnel between the WLAN UE and the PDG. This involves a VPN client application in the WLAN UE that is used to initiate the establishment of a tunnel between the WLAN UE and a remote VPN server (or PDG). 
The tunnel set-up procedure results in security associations between the WLAN UE and the PDG. The security mechanisms for tunnel set-up, this is the usage of IPSec tunnelling using IKEv2 with Certificate (User's identity and Public key signed by Certification Authority) and with EAP SIM and EAP AKA methods [14], are specified in TS 33.234 [5].
6.2.1.2
Tunnel management states
6.2.1.2.1
Tunnel management states in the WLAN UE
Editor's note: this sub clause should cover the tunnel management states in the UE
6.2.1.2.2
Tunnel management states in the PDG
Editor's note: this sub clause should cover the tunnel management states in the PDG
6.2.1.3
Tunnel establishment procedures
6.2.1.3.1 UE procedures
6.2.1.3.1.1

General
Editor's note: it covers the protocols requirements in the WLAN UE in order to support tunnel establishment in 3GPP WLAN IW, as specified in TS 23.234, clause 7.9
6.2.1.3.1.2
Selection of remote tunnel endpoint
Editor's note: WLAN UE functionality to support W-APN resolution as specified in TS 23.234, clause 7.9
6.2.1.3.1.3

UE initiated tunnel establishment
Editor's note: it covers tunnel establishment to PDG in VPLMN and tunnel establishment to PDG in HPLMN, as specified in TS 23.234, clause 7.9.
6.2.1.3.1.4
Subsequent tunnel establishment
Editor's note: From 23.234: 'In the case that the user attempts a subsequent tunnel establishment to a different PDG, it should be possible to avoid repeating the full authentication process (for example, a shorter re-authentication process should be used). This is ffs in Stage 3 work.'
6.2.1.3.1.5
Redirection
Editor's note: WLAN UE functionality to support redirection procedure as specified in TS 23.234, clause 7.9.1. 
6.2.1.3.2
PDG procedures
6.2.1.3.2.1

General
Editor's note: it covers the protocols requirements in the PDG in order to support tunnel establishment in 3GPP WLAN IW, as specified in TS 23.234, clause 7.9.
6.2.1.3.2.2

UE initiated tunnel establishment
Editor's note: it covers both tunnel establishment to PDG in VPLMN and tunnel establishment to PDG in HPLMN
6.2.1.3.2.3

Subsequent tunnel establishment
Editor's note: From 23.234: 'In the case that the user attempts a subsequent tunnel establishment to a different PDG, it should be possible to avoid repeating the full authentication process (for example, a shorter re-authentication process should be used). This is ffs in Stage 3 work.'
6.2.1.3.1.3
Redirection
Editor's note: PDG functionality to support redirection procedure as specified in TS 23.234, clause 7.9.1.
6.2.1.4
Tunnel disconnection procedures
6.2.1.4.1
UE procedures
Editor's note: WLAN UE functionality to support tunnel disconnection procedure as specified in TS 23.234, clause 7.10.
6.2.1.4.2
PDG procedures
Editor's note: PDG functionality to support tunnel disconnection procedure as specified in TS 23.234, clause 7.10.
6.2.1.5
Timers and counters for tunnel management
Editor's note: it contains timers and counters that are not covered in IETF specifications but that are needed for the purposes of 3GPP IW. 
6.2.1.6

Cause codes for tunnel management
Editor's note: it contains causes codes that are not covered in IETF specifications but that are needed for the purposes of 3GPP IW. For example when tunnel establishment failure reason is that the WLAN UE is not allowed to use a visited-PDG to access the given W-APN.
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