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This proposal specifies the mandatory functionality for the 3GPP AAA server regarding the reception, response and storage of the different identities that are used in EAP SIM and EAP AKA. The aim of this proposal is to give a stage 3 statement regarding identity management options stated in EAP AKA/SIM drafts and in TS 33.234. 

6.1.1.2 
3GPP AAA Server procedures

6.1.1.2.1
Identity management
In both EAPAKA and EAP SIM based authentications, the 3GPP AAA server shall proceed as follows.

The 3GPP AAA server shall always (re)request the user identity, using EAP-Request/AKA-Identity or EAP-Request/SIM/Start, in order to ensure that it has an unmodified copy of the identity, regardless of the identity the 3GPP AAA server received in EAP-Response/Identity (see draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10] for details on this requirement).

The 3GPP AAA Server shall use, if present, the leading digits part of IMSI based username to identify the proposed authentication mechanism. The draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10] each define the leading digits to identify their particular authentication mechanism.

The 3GPP AAA Server shall allocate a temporary identifier (pseudonym) to the user in the first full authentication. The pseudonym format is defined in TS 33.234 [5].
The AAA server shall be able to understand a number of different pseudonyms for the same subscriber, for the case when the WLAN-UE fails to receive or store the newest pseudonym issued by the AAA server in the previous EAP authentication. TS 33.234 [5], describes the mechanism to maintain more than one allowed pseudonym. In order to accomplish this, the AAA server shall store at least one but less than sixteen (operator's configurable option) 128-bit secret keys, Kpseu, for the subscriber. The lifetime of the old secret keys is an operator configurable option.
The validity period of the stored secret keys, Kpseu, shall be an operator configurable parameter in the 3GPP AAA server.
If the 3GPP AAA Server is able to recognize the type of temporary identity and cannot recognize the pseudonym received in the identity response from the WLAN UE it shall request a permanent identity using EAP SIM or EAP AKA mechanisms.
When mapping a re-authentication identity to a permanent identity, the server shall only examine the username portion of the re-authentication identity and ignore the realm portion of the identity.
If the 3GPP AAA Server is able to recognize the type of temporary identity and cannot recognize the re-authentication identity received in the identity response from the WLAN UE it shall request a pseudonym using EAP SIM or EAP AKA mechanisms.
As the usage of fast re-authentication is optional (defined by the operator), if the operator's policy mandates the usage of fast re-authentication then the 3GPP AAA server shall send re-authentication identity in all authentications.
If the operator's policy mandates the usage of fast re-authentication, then the AAA server shall send re-authentication identity in all EAP authentications (i.e. in EAP-Request/AKA-Challenge or EAP-Request/AKA-re-authentication or EAP-Request/SIM/Challenge or EAP-Request/SIM/re-authentication messages) in order to force the usage of fast re-authentication.
6.1.1.2.2 
User Identity Privacy

The 3GPP AAA server shall support identity privacy, as specified in EAP SIM and EAP AKA. The 3GPP AAA server shall send a new encrypted temporary identifier to the UE in every full authentication procedure. The details of temporary identity management are specified in TS 33.234 [7].
6.1.1.2.3
EAP SIM and EAP AKA based Authentication

The 3GPP AAA server shall support both EAP SIM and EAP AKA based authentication as specified in draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10].

6.1.1.2.4 
3GPP AAA Server Operation in the Beginning of Authentication

The 3GPP AAA server shall support EAP method negotiation, as specified in EAP RFC 2284 [6].

By default, the 3GPP AAA server shall propose EAP AKA as the first authentication method in EAP method negotiation. However, the following factors may influence the choice of the first authentication method the 3GPP AAA server proposes:

1) The format of the identity received in EAP-Response/Identity, if present. If the identity format indicates EAP SIM, then the 3GPP AAA server may propose EAP SIM as the first authentication method. For example, if the leading character in the identity is “1”, the identity might be a permanent IMSI-based identity for EAP SIM. The permanent identity format and the usage of leading digits for IMSI based permanent identity are specified in draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10]. The format of the pseudonyms and re-authentication identities are specified in TS 33.234 [7].
2) If the 3GPP AAA server is able to map the identity received in EAP-Response/Identity to a subscriber identity (IMSI), and if the 3GPP AAA server has available information that the subscriber’s UICC only supports SIM based authentication, for example due to (previously) received authentication vectors (triplets rather than quintuplets), then the 3GPP AAA server may propose EAP SIM as the first authentication method. 


The default EAP method policy of the 3GPP AAA servers shall not accept EAP-SIM authentication for USIM subscribers, and only accept EAP-SIM authentication for SIM subscribers. 

Editor’s note: the details and security aspects of AAA server policy configuration are for further study.
6.1.1.2.4.1
Interoperability cases

3GPP AAA servers may be configured to support an EAP method policy that accepts EAP-SIM authentication for USIM subscribers. This configuration option may be used, if many USIM subscribers are expected to use pre-release 6 ME implementations that do not support EAP AKA.

NOTE: 
When the operator issues USIM cards to subscribers, it is strongly recommended to upgrade the AAA servers to 3GPP release 6 and to support EAP-AKA.

6.1.1.2.5 
Re-authentication

The 3GPP AAA server shall support re-authentication as specified in the draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10]. The usage of re-authentication is optional for the 3GPP AAA Server and defined by the home operator. 

6.1.1.2.6 
WLAN Access Authorization

WLAN Access Authorization between the UE and the 3GPP AAA Server shall be combined with the WLAN Access Authentication and performed before service authorisation and transport IP address allocation.

The 3GPP AAA Server shall perform access authorization once user authentication succeeds but before sending EAP-Success message to the WLAN UE.
The 3GPP AAA Server shall check whether the user is allowed to use WLAN service based on the user's subscription. If the check is successful the 3GPP AAA Server shall complete the authentication procedure by sending a positive response to the WLAN UE that is, an EAP-Success message.

Additionally, the 3GPP AAA Server may apply certain access control rules (such as access scope limitation, time limitation, bandwidth control values, and/or user priority) based on user's subscription, the account status, O&M rules (e.g. blacklist, access limitation list), and local agreements.
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