3GPP TSG-CN1 Meeting #33bis
Tdoc N1-040566
Sophia Antipolis, France   30 March – 2 April 2004
Source:
Nokia

Title:
Identity management in the UE

Agenda item:
8.5 

Document for:
APPROVAL
Proposal

This proposal specifies the mandatory functionality for the WLAN UE regarding the reception, response and storage of the different identities that are used in EAP SIM and EAP AKA. The aim of this proposal is to give a stage 3 statement regarding identity management options stated in EAP AKA/SIM drafts and in TS 33.234. 

6.1.1.1 
UE procedures

6.1.1.1.1 
Identity management
In both EAP AKA and EAP SIM based authentications, the WLAN UE shall proceed as follows.

The WLAN UE shall not include Decorated NAI in any other identity response than EAP-Identity/Response message.

The WLAN-UE shall not interpret the temporary identity; it shall just store the received identifier and use it at the next authentication. 
If the WLAN UE did not receive a new pseudonym as a result of successful full authentication, then it shall keep the current stored pseudonym.
The WLAN UE shall always use the leading digits notation when building the username part of NAI from IMSI, as specified in TS 23.003 [1A]. draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10] each define the leading digits to identify their particular authentication mechanism.
In the first EAP-Response/Identity message the WLAN UE shall include a NAI which username is derived from IMSI. The format of such username is defined in TS 23.003 [1A].
The WLAN UE shall store, if present, the pseudonym received in the value field of the AT_ENCR_DATA attribute in EAP-Request/AKA-Challenge message or EAP-Request/SIM/Challenge message from the 3GPP AAA server. A new pseudonym shall replace the previously stored pseudonym. The WLAN UE shall store only one pseudonym.
In subsequent identification requests from the server (either EAP-Request/Identity message or EAP-Request/AKA-Identity message or EAP-Request/SIM/Start message), the WLAN UE shall use the pseudonym in the response, if available.
In case of full authentication, if the WLAN UE does not have any pseudonym available, then it shall include a NAI which username is derived from IMSI in the identity response.

The WLAN UE shall support the mechanism for communicating its identity to the server using EAP/AKA and EAP/SIM messages as specified in EAP AKA and EAP SIM respectively.

If the WLAN UE receives a new identification request (EAP-Request/AKA-Identity message or EAP-Request/SIM/Start message) after sending an identity response including the pseudonym, the WLAN UE shall respond to this new identification request by including a NAI which username is derived from IMSI.
6.1.1.1.2 
User Identity Privacy

In both EAPAKA and EAP SIM based authentications, the support of user identity privacy is mandatory for the WLAN UE.. 

By default, user identity privacy should be enabled. If user identity privacy is enabled and if the WLAN UE receives a temporary identifier (pseudonym) from the 3GPP AAA server (as specified in draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10]), then the WLAN UE shall use the temporary identifier in the next full authentication.
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