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APPROVAL
Introduction

The introductory text that specifies the Ua and the Ub interface is corrected and put in the appropriate subclause.

Clarified that the bootstrapping material can be Ks or the optional KS_NAF.

The example using the PKI portal as a NAF is removed as it may confuse readers. The PKI portal itself is a GAA application (an HTTP proxy or the Presence/Ut interface might be better examples?).

The following is proposed for TS 24.109 version 0.0.1:

***   First change   ***

4
Generic Bootstrapping Architecture; Ub interface

4.1
Introduction

The Generic Authentication Architecture (GAA) is based on shared secrets provided by the Generic Bootstrapping Architecture (GBA).  The stage 2 description of the GAA framework is described in 3GPP TR 33.919 [2] and the GBA procedures in 3GPP TS 33.220 [1].
The generic bootstrapping architecture related to the Ub interface is between the UE and the bootstrapping server function (BSF). During the bootstrapping procedure BSF also uses the Zh interface to request authentication vectors and user’s profile information from HSS. The Zh interface is defined in 3GPP TS 29.109 [3]. The end result of the bootstrapping procedure is that both BSF and an UE have a security association in a form of transaction identifier (TID) and bootstrapped session key (Ks or Ks_NAF).


According to 3GPP TS 33.220 [1] the bootstrapping procedure shall be based on HTTP Digest AKA as described in IETF RFC 3310 [5]. 





***   Next change   ***

5
Network application function; Ua interface

5.1
Introduction

The bootstrapped session key is used over the Ua interface with the network application function (NAF), and Zn interface is used by the NAF to retrieve the Ks or optionally the Ks_NAF and user’s profile information from BSF. The Ua interface depends on type of NAF. The Zn interface is defined in 3GPP TS 29.109 [3].

The usage of bootstrapped security association (i.e, the transaction identifier - TID - and the bootstrapped session key Ks or Ks_NAF) over Ua interface depends on the application protocol used between UE and NAF.  This section describes how TID and Ks or Ks_NAF can be utilized in HTTP Digest authentication [8].
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