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************************************FIRST CHANGES************************************

4.3.2
Authentication procedure

4.3.2a
Authentication procedure used for a UMTS authentication challenge

The purpose of the authentication procedure is fivefold (see 3GPP TS 33.102 [5a]):


First to permit the network to check whether the identity provided by the mobile station is acceptable or not;


Second to provide parameters enabling the mobile station to calculate a new UMTS ciphering key;


Third to provide parameters enabling the mobile station to calculate a new UMTS integrity key;


Fourth to permit the mobile station to authenticate the network; and

Fifth to instruct the mobile station as to which GSM ciphering algorithms it is allowed to use.
The cases where the authentication procedure should be used are defined in 3GPP TS 33.102 [5a].

The UMTS authentication procedure is always initiated and controlled by the network. However, there is the possibility for the MS to reject the UMTS authentication challenge sent by the network.

The MS shall support the UMTS authentication challenge, if a USIM is inserted.

A UMTS security context is established in the MS and the network when a UMTS authentication challenge is performed in GSM or in UMTS. After a successful UMTS authentication, the UMTS ciphering key, the UMTS integrity key, the GSM ciphering key and the ciphering key sequence number, are stored both in the network and the MS.
An ME capable of GSM shall be able to process the authentication challenge parameter RAND to obtain an Encryption Algorithms Restriction Vector (see 3GPP TS 33.102 [5a]) and shall store the Encryption Algorithms Restriction Vector corresponding to the GSM ciphering key. A new Encryption Algorithms Restriction Vector shall overwrite the previous Encryption Algorithm Restriction Vector associated to the GSM ciphering key stored in the ME. If no Encryption Algorithms Restriction Vector is included in the RAND value, the ME shall store Encryption Algorithms Restriction Vector with all bits set to one.
************************************NEXT CHANGES************************************

4.3.2b
Authentication Procedure used for a GSM authentication challenge

The purpose of the authentication procedure is threefold (see 3GPP TS 43.020 [13]):


First to permit the network to check whether the identity provided by the mobile station is acceptable or not;


Second to provide parameters enabling the mobile station to calculate a new GSM ciphering key; and

Third to instruct the mobile station as to which GSM ciphering algorithms it is allowed to use.
The cases where the authentication procedure should be used are defined in 3GPP TS 42.009 [5].

The authentication procedure is always initiated and controlled by the network. GSM authentication challenge shall be supported by a ME supporting GSM or UMTS radio access.

A GSM security context is established in the MS and the network when a GSM authentication challenge is performed in GSM or in UMTS. However, in UMTS the MS shall not accept a GSM authentication challenge, if a USIM is inserted. After a successful GSM authentication, the GSM ciphering key and the ciphering key sequence number, are stored both in the network and the MS. 
An ME capable of GSM shall be able to process the authentication challenge parameter RAND to obtain an Encryption Algorithms Restriction Vector (see 3GPP TS 33.102 [5a]) and shall store the Encryption Algorithms Restriction Vector corresponding to the GSM ciphering key. A new Encryption Algorithms Restriction Vector shall overwrite the previous Encryption Algorithm Restriction Vector associated to the GSM ciphering key stored in the ME. If no Encryption Algorithms Restriction Vector is included in the RAND value, the ME shall store Encryption Algorithms Restriction Vector with all bits set to one.
************************************NEXT CHANGES************************************

4.3.2.2
Authentication response by the mobile station

The mobile station shall be ready to respond upon an AUTHENTICATION REQUEST message at any time whilst a RR connection exists. With exception of the cases described in subclause 4.3.2.5.1, it shall process the challenge information and send back an AUTHENTICATION RESPONSE message to the network. 

If a SIM is inserted in the MS, the MS shall ignore the Authentication Parameter AUTN IE if included in the AUTHENTICATION REQUEST message and shall proceed as in case of a GSM authentication challenge. It shall not perform the authentication of the network described in subclause 4.3.2.5.1.

In a GSM authentication challenge, the new GSM ciphering key calculated from the challenge information shall overwrite the previous GSM ciphering key and any previously stored UMTS ciphering key and UMTS integrity key shall be deleted. The new GSM ciphering key shall be stored on the SIM/USIM together with the ciphering key sequence number. If RAND value includes an Encryption Algorithms Restriction Vector, then the ME shall overwrite the previous Encryption Algorithms Restriction Vector associated to the GSM ciphering key with the new received value. Otherwise the ME shall set all bits of the Encryption Algorithms Restriction Vector to one.
In a UMTS authentication challenge, the new UMTS ciphering key, the new GSM ciphering key and the new UMTS integrity key calculated from the challenge information shall overwrite the previous UMTS ciphering key, GSM ciphering key and UMTS integrity key. The new UMTS ciphering key, GSM ciphering key and UMTS integrity key are stored on the USIM together with the ciphering key sequence number. If RAND value includes an Encryption Algorithms Restriction Vector, then the ME shall overwrite the previous Encryption Algorithms Restriction Vector associated to the GSM ciphering key with the new received value. Otherwise the ME shall set all bits of the Encryption Algorithms Restriction Vectorto one.
The SIM/USIM will provide the mobile station with the authentication response, based upon the authentication challenge given from the ME. A UMTS authentication challenge will result in the USIM passing a RES to the ME. A GSM authentication challenge will result in the SIM/USIM passing a SRES to the ME.

A ME supporting UMTS authentication challenge may support the following procedure: 

In order to avoid a synchronisation failure, if the same RAND is received twice, the mobile station shall store the received RAND together with the RES returned from the USIM in the volatile memory and compare it with any subsequently received RAND values, until the RAND value stored in the mobile station is deleted. If the stored RAND value is equal to the new received value in the AUTHENTICATION REQUEST message, then the mobile station shall not pass the RAND to the USIM, but shall immediately send the AUTHENTICATION RESPONSE message with the stored RES. If there is no valid stored RAND in the mobile station or the stored RAND is different from the new received value in the AUTHENTICATION REQUEST message, the mobile station shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3218.

The RAND and RES values stored in the mobile station shall be deleted and timer T3218, if running, shall be stopped:

-
upon receipt of a SECURITY MODE COMMAND (Iu mode only), 

CIPHERING MODE COMMAND (A/Gb mode only),

CM_SERVICE_ACCEPT,

CM_SERVICE_REJECT,

LOCATION_UPDATING_ACCEPT 

or AUTHENTICATION REJECT message;

-
upon expiry of timer T3218; or

-
if the mobile station enters the MM state MM IDLE or NULL.

************************************NEXT CHANGES************************************

4.3.2.4
Ciphering key sequence number

The security parameters for authentication and ciphering are tied together in sets.In a GSM authentication challenge, from a challenge parameter RAND both the authentication response parameter SRES and the GSM ciphering key can be computed given the secret key associated to the IMSI. In a UMTS authentication challenge, from a challenge parameter RAND, the authentication response parameter RES and the UMTS ciphering key and the UMTS integrity key can be computed given the secret key associated to the IMSI. In addition, a GSM ciphering key can be computed from the UMTS ciphering key and the UMTS integrity key by means of an unkeyed conversion function.

In order to allow start of ciphering on a RR connection without authentication, the ciphering key sequence numbers are introduced. The ciphering key sequence number is managed by the network in the way that the AUTHENTICATION REQUEST message contains the ciphering key sequence number allocated to the GSM ciphering key (in case of a GSM authentication challenge) or the UMTS ciphering key and the UMTS integrity key (in case of a UMTS authentication challenge) which may be computed from the RAND parameter carried in that message.

The mobile station stores the ciphering key sequence number with the GSM ciphering key (in case of a GSM authentication challenge) and the UMTS ciphering key and the UMTS integrity key (in case of a UMTS authentication challenge) and indicates to the network in the first message (LOCATION UPDATING REQUEST, CM SERVICE REQUEST, PAGING RESPONSE, CM RE-ESTABLISHMENT REQUEST) which ciphering key sequence number the stored GSM ciphering key (in case of a GSM authentication challenge) or set of UMTS ciphering, UMTS integrity and derived GSM ciphering keys (in case of a UMTS authentication challenge) it has, in case of a GSM authentications challenge if the Encryption Algorithms Restriction Vector can be read by the MS and in case of a UMTS authentication challenge. In the case of a GSM authentication challenge if the Encryption Algorithms Restriction Vector cannot be read by the MS, the MS shall behave as if no GSM ciphering key is available in the MS. 

When the deletion of the ciphering key sequence number is described this also means that the associated GSM ciphering key, the UMTS ciphering key and the UMTS integrity key shall be considered as invalid (i.e. the established GSM security context or the UMTS security context is no longer valid).

In GSM, the network may choose to start ciphering with the stored GSM ciphering key (under the restrictions given in 3GPP TS 42.009 [5]) if the stored ciphering key sequence number and the one given from the mobile station are equal.

In UMTS, the network may choose to start ciphering and integrity with the stored UMTS ciphering key and UMTS integrity key (under the restrictions given in 3GPP TS 42.009 [5] and 3GPP TS 33.102 [5a]) if the stored ciphering key sequence number and the one given from the mobile station are equal.

NOTE:
In some specifications the term KSI (Key Set Identifier) might be used instead of the term ciphering key sequence number. 

************************************NEXT CHANGES************************************

4.3.2.7
Handling of keys at intersystem change from UMTS to GSM

At intersystem change from UMTS to GSM, ciphering may be started (see 3GPP TS 44.018 [86]) without any new authentication procedure. Deduction of the appropriate security key for ciphering in GSM, depends on the current GSM/UMTS security context stored in the MS and the network.

The ME shall handle the GSM ciphering key according to table 4.3.2.7.1.

Table 4.3.2.7.1/3GPP TS 24.008: Intersystem change from UMTS to GSM

	Security context established in MS and network in UMTS 


	At intersystem change to GSM:

	GSM security context


	An ME shall apply the Encryption Algorithms Restriction Vector and the GSM cipher key received from the GSM security context residing in the SIM/USIM.

	UMTS security context


	An ME shall apply the Encryption Algorithms Restriction Vector and the GSM cipher key derived by the USIM from the UMTS cipher key and the UMTS integrity key.


NOTE
A USIM with UMTS security context, passes the UMTS cipher key, the UMTS integrity key and the derived GSM cipher key to the ME independent on the current radio access being UMTS or GSM.

************************************NEXT CHANGES************************************

4.3.2.7a
Use of established security contexts

In GSM, in the case of an established GSM security context, the GSM ciphering key shall be loaded from the SIM/USIM and taken into use, with the Encryption Algorithms Restriction Vector, by the ME when any valid CIPHERING MODE COMMAND is received during an RR connection (the definition of a valid CIPHERING MODE COMMAND message is given in 3GPP TS 44.018 [84] subclause 3.4.7.2). If the Encryption Algorithms Restriction Vector cannot be read by the ME, the ME shall behave as if no GSM ciphering key value is available in the ME when ciphering request is received from the network. The behaviour of the ME if no ciphering key is available is described in 3GPP TS 33.102 [5a] subclause 6.4.4.
In GSM, in the case of an established UMTS security context, the GSM ciphering key shall be loaded from the USIM and taken into use, with the Encryption Algorithms Restriction Vector, by the MS when a valid CIPHERING MODE COMMAND is received during an RR connection (the definition of a valid CIPHERING MODE COMMAND message is given in 3GPP TS 44.018 [84] subclause 3.4.7.2). The network shall derive a GSM ciphering key from the UMTS ciphering key and the UMTS integrity key by using the conversion function named "c3" defined in 3GPP TS 33.102 [5a]. If the Encryption Algorithms Restriction Vector cannot be read by the ME, the ME shall behave as if no GSM ciphering key value is available in the ME when ciphering request is received from the network.
In UMTS, in the case of an established GSM security context, the ME shall derive a UMTS ciphering key and a UMTS integrity key from the GSM ciphering key by using the conversion functions named "c4" and "c5" defined in 3GPP TS 33.102 [5a]. The GSM ciphering key shall be loaded from the SIM/USIM and the derived UMTS ciphering key and UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND indicating CS domain is received during an RR connection (the definition of a valid SECURITY MODE COMMAND message is given in 3GPP TS 25.331 [23c]). The network shall derive a UMTS ciphering key and a UMTS integrity key from the GSM ciphering key by using the conversion functions named "c4" and "c5" defined in 3GPP TS 33.102 [5a].

In UMTS, in the case of an established UMTS security context, the UMTS ciphering key and UMTS integrity key shall be loaded from the USIM and taken into use by the MS when a valid SECURITY MODE COMMAND indicating CS domain is received during a RR connection (the definition of a valid SECURITY MODE COMMAND message is given in 3GPP TS 25.331 [23c]).

NOTE:
In UMTS and GSM, during an ongoing, already ciphering and/or integrity protected RR connection, the network might initiate a new Authentication procedure in order to establish a new GSM/UMTS security context. The new keys are taken into use in the MS when a new valid SECURITY MODE COMMAND indicating CS domain in UMTS, or a new valid CIPHERING MODE COMMAND in GSM, is received during the RR connection.

************************************NEXT CHANGES************************************

4.7.7
Authentication and ciphering procedure

4.7.7a
Authentication and ciphering procedure used for UMTS authentication challenge.

The purpose of the authentication and ciphering procedure is fivefold (see 3GPP TS 33.102 [5a]):

-
to permit the network to check whether the identity provided by the MS is acceptable or not;

-
to provide parameters enabling the MS to calculate a new GPRS UMTS ciphering key and a new GPRS UMTS integrity key;

-
to let the network set the GSM ciphering mode (ciphering /no ciphering) and GSM ciphering algorithm;
-
to permit the mobile station to authenticate the network; and
-
to instruct the mobile station as to which GPRS GSM ciphering algorithms it is allowed to use.
In UMTS, and in the case of a UMTS authentication challenge, the authentication and ciphering procedure can be used for authentication only.

The cases in which the authentication and ciphering procedure shall be used are defined in 3GPP TS 33.102 [5a] and 3GPP TS 42.009 [5].

The authentication and ciphering procedure is always initiated and controlled by the network. However, in the case of a UMTS authentication challenge, there is the possibility for the MS to reject the network.

The MS shall support the UMTS authentication challenge, if a USIM is inserted.

The authentication and ciphering procedure can be used for either:

-
authentication only;

-
setting of the GSM ciphering mode and the GSM ciphering algorithm only; or

-
authentication and the setting of the GSM ciphering mode and the GSM ciphering algorithm. 

In GSM, the network should not send any user data during the authentication and ciphering procedure.

A UMTS security context is established in the MS and the network when a UMTS authentication challenge is performed in GSM or in UMTS. After a successful UMTS authentication, the GPRS UMTS ciphering key, the GPRS UMTS integrity key, the GPRS GSM ciphering key and the GPRS ciphering key sequence number, are stored both in the network and the MS.
An ME capable of GSM shall be able to process the authentication challenge parameter RAND to obtain an Encryption Algorithms Restriction Vector (see 3GPP TS 33.102 [5a]) and shall store the Encryption Algorithms Restriction Vector corresponding to the GPRS GSM ciphering key. A new Encryption Algorithms Restriction Vector shall overwrite the previous Encryption Algorithm Restriction Vector associated to the GPRS GSM ciphering key stored in the ME. If no Encryption Algorithms Restriction Vector is included in the RAND value, the ME shall store Encryption Algorithms Restriction Vector with all bits set to one.
************************************NEXT CHANGES************************************

4.7.7b
Authentication and ciphering procedure used for GSM authentication challenge

The purpose of the authentication and ciphering procedure is fourfold (see 3GPP TS 43.020 [13]):

-
to permit the network to check whether the identity provided by the MS is acceptable or not;

-
to provide parameters enabling the MS to calculate a new GPRS GSM ciphering key;
-
to let the network set the GSM ciphering mode (ciphering/no ciphering) and GSM ciphering algorithm; and
-
to instruct the mobile station as to which GPRS GSM ciphering algorithms it is allowed to use.
The authentication and ciphering procedure can be used for either:

-
authentication only;

-
setting of the GSM ciphering mode and the GSM ciphering algorithm only; or

-
authentication and the setting of the GSM ciphering mode and the GSM ciphering algorithm.

The cases in which the authentication and ciphering procedure shall be used are defined in 3GPP TS 42.009 [5].

In GSM, the authentication and ciphering procedure is always initiated and controlled by the network. It shall be performed in a non ciphered mode because of the following reasons:

-
the network cannot decipher a ciphered AUTHENTICATION_AND_CIPHERING RESPONSE from an unauthorised MS and put it on the black list; and

-
to be able to define a specific point in time from which on a new GPRS GSM ciphering key should be used instead of the old one.

GSM authentication challenge shall be supported by a ME supporting GSM or UMTS radio access.

In GSM, the network should not send any user data during the authentication and ciphering procedure. 

A GSM security context is established in the MS and the network when a GSM authentication challenge is performed in GSM or in UMTS. However, in UMTS the MS shall not accept a GSM authentication challenge, if a USIM is inserted. After a successful GSM authentication challenge, the GPRS GSM ciphering key and the GPRS ciphering key sequence number, are stored both in the network and the MS.
An ME capable of GSM shall be able to process the authentication challenge parameter RAND to obtain an Encryption Algorithms Restriction Vector (see 3GPP TS 33.102 [5a]) and shall store the Encryption Algorithms Restriction Vector corresponding to the GPRS GSM ciphering key. A new Encryption Algorithms Restriction Vector shall overwrite the previous Encryption Algorithm Restriction Vector associated to the GPRS GSM ciphering key stored in the ME. If no Encryption Algorithms Restriction Vector is included in the RAND value, the ME shall store Encryption Algorithms Restriction Vector with all bits set to one.
************************************NEXT CHANGES************************************

4.7.7.2
Authentication and ciphering response by the MS

In GSM, a MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION_AND_CIPHERING REQUEST message at any time. 

In UMTS, an MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION_AND_CIPHERING REQUEST message at any time whilst a PS signalling connection exists.

If a SIM is inserted in the MS, the MS shall ignore the Authentication Parameter AUTN IE if included in the AUTHENTICATION_AND_CIPHERING REQUEST message and perform the GSM authentication challenge. It shall not perform the authentication of the network described in 4.7.7.5.1.

In a GSM authentication challenge, if the AUTHENTICATION_AND_CIPHERING REQUEST message includes the authentication parameters RAND and GPRS CKSN, then upon receipt of the message, the MS processes the challenge information and sends an AUTHENTICATION_AND_CIPHERING RESPONSE message to the network. The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION_AND_CIPHERING RESPONSE message. A GSM authentication challenge will result in the SIM/USIM passing a SRES and a GPRS GSM ciphering key to the ME. The new GPRS GSM ciphering key calculated from the challenge information shall overwrite the previous one and any previously stored GPRS UMTS ciphering and GPRS UMTS integrity keys shall be deleted. The calculated GSM ciphering key shall be stored on the SIM/USIM together with the GPRS ciphering key sequence number before the AUTHENTICATION_AND_CIPHERING RESPONSE message is transmitted. If RAND value includes an Encryption Algorithms Restriction Vector, the ME shall overwrite the previous Encryption Algorithms Restriction Vector associated to the GPRS GSM ciphering key with the new received value. Otherwise the ME shall set all bits of the Encryption Algorithms Restriction Vector to one.
In a UMTS authentication challenge, if the AUTHENTICATION_AND_CIPHERING REQUEST message includes the UMTS authentication parameters GPRS CKSN, RAND and AUTN, then upon receipt of the message, the MS verifies the AUTN parameter and if this is accepted, the MS processes the challenge information and sends an AUTHENTICATION_AND_CIPHERING RESPONSE message to the network. The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION_AND_CIPHERING RESPONSE message. A UMTS authentication challenge will result in the USIM passing a RES, a GPRS UMTS ciphering key, a GPRS UMTS integrity key and a GPRS GSM ciphering key to the ME. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key calculated from the challenge information shall overwrite the previous ones. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key shall be stored on the USIM together with the GPRS ciphering key sequence number before the AUTHENTICATION_AND_CIPHERING RESPONSE message is transmitted. If RAND value includes an Encryption Algorithms Restriction Vector, then the ME shall overwrite the previous Encryption Algorithms Restriction Vector associated to the GPRS GSM ciphering key with the new received value. Otherwise the ME shall set all bits of the Encryption Algorithms Restriction Vector to one.
In UMTS, an MS capable of UMTS only shall ignore the Ciphering Algorithm IE in the AUTHENTICATION_AND_CIPHERING REQUEST message and shall not process the RAND value to find an Encryption Algorithms Restriction Vector. An MS capable of both UMTS and GSM shall store the received value in the Ciphering Algorithm IE in the AUTHENTICATION_AND_CIPHERING REQUEST message in order to use it at an inter system change from UMTS to GSM, and it shall store the Encryption Algorithms Restriction Vector corresponding to the GPRS GSM ciphering key if it is included in the RAND value. If RAND value includes an Encryption Algorithms Restriction Vector, then the ME shall overwrite the previous Encryption Algorithms Restriction Vector associated to the GPRS GSM ciphering key with the new received value. Otherwise the ME shall set all bits of the Encryption Algorithms Restriction Vector to one.
In GSM, if the ciphering algorithm requested in the AUTHENTICATION_AND_CIPHERING REQUEST message is not permitted by the Encryption Algorithms Restriction Vector associated with the GPRS GSM ciphering key, the MS shall return a GMM_STATUS error (see section 8.5.4).
If the AUTHENTICATION_AND_CIPHERING REQUEST message does not include neither the GSM authentication parameters (RAND and GPRS CKSN) nor the UMTS authentication parameters (RAND, AUTN and GPRS CKSN), then upon receipt of the message, the MS replies by sending an AUTHENTICATION_AND_CIPHERING RESPONSE message to the network. In GSM, prior to sending this response, the MS shall check that the ciphering algorithm requested in the AUTHENTICATION_AND_CIPHERING REQUEST message is permitted by the Encryption Algorithms Restriction Vector associated with the GPRS GSM ciphering key. If not, the MS shall return a GMM_STATUS error (see section 8.5.4).
In GSM, the GMM layer shall notify the LLC layer if ciphering shall be used or not and if yes which GSM ciphering algorithm and GPRS GSM ciphering key that shall be used (see 3GPP TS 44.064 [78a]).

A ME supporting UMTS authentication challenge shall support the following procedure:

In order to avoid a synchronisation failure, if the same RAND is received twice, the mobile station shall store the received RAND together with the RES returned from the USIM in the volatile memory and compare it with any subsequently received RAND values, until the RAND value stored in the mobile station is deleted. If the stored RAND value is equal to the new received value in the AUTHENTICATION_AND_CIPHERING REQUEST message, then the mobile station shall not pass the RAND to the USIM, but shall immediately send the AUTHENTICATION_AND_CIPHERING RESPONSE message with the stored RES. If there is no valid stored RAND in the mobile station or the stored RAND is different from the new received value in the AUTHENTICATION_AND_CIPHERING REQUEST message, the mobile station shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3316.

The RAND and RES values stored in the mobile station shall be deleted and timer T3316, if running, shall be stopped:

-
upon receipt of a SECURITY MODE COMMAND (Iu mode only),

SERVICE_ACCEPT (Iu mode only),

SERVICE_REJECT (Iu mode only),

ROUTING_AREA_UPDATE_ACCEPT

or AUTHENTICATION_AND_CIPHERING REJECT message;

-
upon expiry of timer T3316; or

-
if the mobile station enters the GMM states GMM-DEREGISTERED or GMM-NULL.

************************************NEXT CHANGES************************************

4.7.7.4
GPRS ciphering key sequence number

The security parameters for authentication and ciphering are tied together in sets. In a GSM authentication challenge, from a challenge parameter RAND both the authentication response parameter SRES and the GPRS GSM ciphering key can be computed given the secret key associated to the IMSI. In a UMTS authentication challenge, from a challenge parameter RAND, the authentication response parameter RES and the GPRS UMTS ciphering key and the GPRS UMTS integrity key can be computed given the secret key associated to the IMSI.

In order to allow start of ciphering on a logical link without authentication, GPRS ciphering key sequence numbers are introduced. 

The GPRS ciphering key sequence number is managed by the network such that the AUTHENTICATION AND CIPHERING REQUEST message contains the GPRS ciphering key sequence number allocated to the GPRS GSM ciphering key (in case of a GSM authentication challenge) or the GPRS UMTS ciphering key and the GPRS UMTS integrity key (in case of a UMTS authentication challenge) which may be computed from the RAND parameter carried in that message.

The MS stores the GPRS ciphering key sequence number with the GPRS GSM ciphering key (in case of a GSM authentication challenge) and the GPRS UMTS ciphering key and the GPRS UMTS integrity key (in case of a UMTS authentication challenge),and includes the corresponding GPRS ciphering key sequence number in the ROUTING AREA UPDATE REQUEST, SERVICE REQUEST and ATTACH REQUEST messages, in case of a GSM authentications challenge if the Encryption Algorithms Restriction Vector can be read by the MS and in case of a UMTS authentication challenge. In the case of a GSM authentication challenge if the Encryption Algorithms Restriction Vector cannot be read by the MS, the MS shall behave as if no GPRS GSM ciphering key is available in the MS.

If the GPRS ciphering key sequence number is deleted, the associated GPRS GSM ciphering key, GPRS UMTS ciphering key and GPRS UMTS integrity key shall be deleted (i.e. the established GSM security context or the UMTS security context is no longer valid).

In UMTS, the network may choose to start ciphering and integrity checking with the stored GPRS UMTS ciphering key and the stored GPRS UMTS integrity key (under the restrictions given in 3GPP TS 42.009 [5] and 3GPP TS 33.102 [5a]) if the stored GPRS ciphering key sequence number and the one given from the MS are equal.

In GSM, the network may choose to start ciphering with the stored GPRS GSM ciphering key (under the restrictions given in 3GPP TS 42.009 [5]) if the stored GPRS ciphering key sequence number and the one given from the MS are equal and the previously negotiated ciphering algorithm is known and supported in the network. When ciphering is requested at GPRS attach, the authentication and ciphering procedure shall be performed since the MS does not store the ciphering algorithm at detach.

Upon GPRS attach, if ciphering is to be used, an AUTHENTICATION AND CIPHERING REQUEST message shall be sent to the MS to start ciphering.

If the GPRS ciphering key sequence number stored in the network does not match the GPRS ciphering key sequence number received from the MS in the ATTACH REQUEST message, then the network should authenticate the MS.

In GSM, the MS starts ciphering after sending the AUTHENTICATION AND CIPHERING RESPONSE message. The network starts ciphering when a valid AUTHENTICATION AND CIPHERING RESPONSE is received from the MS.

In UMTS, the MS starts ciphering and integrity checking according to the conditions specified in specification 3GPP TS 25.331 [23c].

In GSM, as an option, the network may decide to continue ciphering without sending an AUTHENTICATION AND CIPHERING REQUEST message after receiving a ROUTING AREA UPDATE REQUEST message with a valid GPRS ciphering key sequence number. Both the MS and the network shall use the latest ciphering parameters. The network starts ciphering when sending the ciphered ROUTING AREA UPDATE ACCEPT message to the MS. The MS starts ciphering after receiving a valid ciphered ROUTING AREA UPDATE ACCEPT message from the network.

NOTE:
In some specifications the term KSI (Key Set Identifier) is used instead of the term GPRS ciphering key sequence number. 

************************************NEXT CHANGES************************************

4.7.7.7
Use of established security contexts

In GSM, in the case of an established GSM security context, the GPRS GSM ciphering key shall be taken into use, with the Encryption Algorithms Restriction Vector, by the MS before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. If the Encryption Algorithms Restriction Vector cannot be read by the ME, the ME shall behave as if no GPRS GSM ciphering key value is available in the ME when ciphering request is received from the network.
In GSM, in the case of an established UMTS security context, the GPRS GSM ciphering key shall be taken into use, with the Encryption Algorithms Restriction Vector, by the MS before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. The network shall derive a GPRS GSM ciphering key from the GPRS UMTS ciphering key and the GPRS UMTS integrity key, by using the conversion function named "c3" defined in 3GPP TS 33.102 [5a]. If the Encryption Algorithms Restriction Vector cannot be read by the ME, the ME shall behave as if no GPRS GSM ciphering key value is available in the ME when ciphering request is received from the network.
In UMTS, in the case of an established GSM security context, the ME shall derive a GPRS UMTS ciphering key and a GPRS UMTS integrity key from the GPRS GSM ciphering key by using the conversion functions named "c4" and "c5" defined in 3GPP TS 33.102 [5a]. The derived GPRS UMTS ciphering key and GPRS UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND indicating PS domain is received during an RR connection (the definition of a valid SECURITY MODE COMMAND message is given in 3GPP TS 25.331 [23c]). The network shall derive a GPRS UMTS ciphering key and a GPRS UMTS integrity key from the GPRS GSM ciphering key by using the conversion functions named "c4" and "c5" defined in 3GPP TS 33.102 [5a].

In UMTS, in the case of an established UMTS security context, the GPRS UMTS ciphering key and the GPRS UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND indicating PS domain is received during an PS signalling connection (the definition of a valid SECURITY MODE COMMAND message is given in 3GPP TS 25.331[23c]). 

NOTE:
In UMTS, during an ongoing, already ciphering/integrity protected PS signalling connection, the network might initiate a new Authentication and ciphering procedure in order to establish a new GSM/UMTS security context. The new GPRS UMTS ciphering key and GPRS UMTS integrity key are taken into use by the MS, when a new valid SECURITY MODE COMMAND indicating PS domain is received during the PS signalling connection.

************************************NEXT CHANGES************************************

4.7.7.8
Handling of keys at intersystem change from UMTS to GSM

At an intersystem change from UMTS to GSM, ciphering may be started (see 3GPP TS 44.064 [78a]) without any new authentication and ciphering procedure. Deduction of the appropriate security key for ciphering in GSM, depends on the current GSM/UMTS security context stored in the MS and the network.

The ME shall handle the GPRS GSM ciphering key according to table 4.7.7.8.1.

Before any initial GMM message is sent in the new cell in GSM, the GMM layer in the MS shall notify the LLC layer if ciphering shall be used or not. If yes, the GPRS GSM ciphering key and the applicable ciphering algorithm according to the stored Ciphering Algorithm IE in the MS and to the Encryption Algorithms Restriction Vector shall also be indicated to the LLC layer (see 3GPP TS 44.064 [78a]).

Table 4.7.7.8.1/3GPP TS 24.008: Intersystem change from UMTS to GSM

	Security context established in MS and network in UMTS 


	At intersystem change to GSM:

	GSM security context


	An ME shall apply the Encryption Algorithms Restriction Vector and the GPRS GSM cipher key received from the GSM security context residing in the SIM/USIM.



	UMTS security context


	An ME shall apply the Encryption Algorithms Restriction Vector and the GPRS GSM cipher key derived by the USIM from the GPRS UMTS cipher key and the GPRS UMTS integrity key.


NOTE
A USIM with UMTS security context, passes the GPRS UMTS ciphering key, the GPRS UMTS integrity key and the derived GPRS GSM ciphering key to the ME independent on the current radio access being UMTS or GSM.

************************************NEXT CHANGES************************************

8.5.4
GMM mobility management

On reception of AUTHENTICATION_AND_CIPHERING REQUEST message, if no GPRS GSM encryption algorithm is allowed due to the Encryption Algorithms Restriction Vector associated with GPRS GSM ciphering key, the mobile station shall return a GMM STATUS message with cause # 23 " GSM authentication unacceptable".
************************************NEXT CHANGES************************************

10.5.3.1
Authentication parameter RAND

The purpose of the Authentication Parameter RAND information element is to provide the mobile station with a 128-bit number to be used to calculate the authentication response signature SRES and the ciphering key Kc (for a GSM authentication challenge), or the response RES and both the ciphering key CK and integrity key IK (for a UMTS authentication challenge).
The RAND value shall be either:

-
an unstructured value consisting of 128 non predictable bits (random challenge); or

-
an algorithm specific RAND value, consisting of 48 bits of information from which the Encryption Algorithms Restriction Vector can be derived and 80 non-predictable bits (random challenge).

It is left as a home operator option to use either structure.
The Authentication Parameter RAND information element is coded as shown in figure 10.5.75/3GPP TS 24.008 and table 10.5.89/3GPP TS 24.008 when it is an unstructured value.
The Authentication Parameter RAND information element is coded as shown in figure 10.5.xx/3GPP TS 24.008 and table 10.5.xx/3GPP TS 24.008 when it is an algorithm specific RAND value.
The Authentication Parameter RAND is a type 3 information element with 17 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Authentication parameter RAND IEI
	octet 1

	RAND value
	octet 2

	
	

	
	octet 17




Figure 10.5.75/3GPP TS 24.008 Authentication Parameter RAND information element coded as unstructured value
Table 10.5.89/3GPP TS 24.008: Authentication Parameter RAND information element coded as unstructured value
	RAND value (octet 2, 3,... and 17)

The RAND value consists of 128 bits. Bit 8 of octet 2 is the most significant bit while bit 1 of octet 17 is the least significant bit.


	8
	7
	6
	5
	4
	3
	2
	1
	

	Authentication parameter RAND IEI
	octet 1

	Flag
	octets 2 - 5

	A5/0
	A5/1
	A5/2
	A5/3
	A5/4
	A5/5
	A5/6
	A5/7
	Octet 6

	GEA0
	GEA1
	GEA2
	GEA3
	GEA4
	GEA5
	GEA6
	GEA7
	Octet 7

	RAND value
	Octet 8

	
	

	
	octet 17




Figure 10.5.xx/3GPP TS 24.008 Authentication Parameter RAND information element coded as algorithm specific RAND value

Table 10.5.xx/3GPP TS 24.008: Authentication Parameter RAND information element coded as algorithm specific RAND value

	Flag (octet 2, 3, 4 and 5)

all 32 bits set to 1 (to indicate that octet 6 and octet 7 shall be interpreted by the MS as the EARV value).

EARV_Value_Bits (octet 6 and 7)

A5/0, octet 6 (see 3GPP TS 43.020)

Bit 8

0

A5/0 algorithm shall not be used by the UE

1

A5/0 algorithm can be used by the UE

A5/1, octet 6 (see 3GPP TS 43.020)

Bit 7

0

A5/1 algorithm shall not be used by the UE

1

A5/1 algorithm can be used by the UE

A5/2, octet 6 (see 3GPP TS 43.020)

Bit 6

0

A5/2 algorithm shall not be used by the UE

1

A5/2 algorithm can be used by the UE

A5/3, octet 6 (see 3GPP TS 43.020)

Bit 5

0

A5/3 algorithm shall not be used by the UE

1

A5/3 algorithm can be used by the UE

A5/4, octet 6 (see 3GPP TS 43.020)

Bit 4

0

A5/4 algorithm shall not be used by the UE

1

A5/4 algorithm can be used by the UE

A5/5, octet 6 (see 3GPP TS 43.020)

Bit 3

0

A5/5 algorithm shall not be used by the UE

1

A5/5 algorithm can be used by the UE

A5/6, octet 6 (see 3GPP TS 43.020)

Bit 2

0

A5/6 algorithm shall not be used by the UE

1

A5/6 algorithm can be used by the UE

A5/7, octet 6 (see 3GPP TS 43.020)

Bit 1

0

A5/7 algorithm shall not be used by the UE

1

A5/7 algorithm can be used by the UE

GEA0, octet 7 (see 3GPP TS 43.020)

Bit 8

0

GEA0 algorithm shall not be used by the UE

1

GEA0 algorithm can be used by the UE

GEA1, octet 7 (see 3GPP TS 43.020)

Bit 7

0

GEA1 algorithm shall not be used by the UE

1

GEA1 algorithm can be used by the UE

GEA2, octet 7 (see 3GPP TS 43.020)

Bit 6

0

GEA2 algorithm shall not be used by the UE

1

GEA2 algorithm can be used by the UE

GEA3, octet 7 (see 3GPP TS 43.020)

Bit 5

0

GEA3 algorithm shall not be used by the UE

1

GEA3 algorithm can be used by the UE

GEA4, octet 7 (see 3GPP TS 43.020)

Bit 4

0

GEA4 algorithm shall not be used by the UE

1

GEA4 algorithm can be used by the UE

GEA5, octet 7 (see 3GPP TS 43.020)

Bit 3

0

GEA5 algorithm shall not be used by the UE

1

GEA5 algorithm can be used by the UE

GEA6, octet 7 (see 3GPP TS 43.020)

Bit 2

0

GEA6 algorithm shall not be used by the UE

1

GEA6 algorithm can be used by the UE

GEA7, octet 7 (see 3GPP TS 43.020)

Bit 1

0

GEA7 algorithm shall not be used by the UE

1

GEA7 algorithm can be used by the UE

RAND value (octet 8, 9,... and 17)

The RAND value consists of 80 bits. Bit 8 of octet 8 is the most significant bit while bit 1 of octet 17 is the least significant bit.


*********************************END OF CHANGE*************************************
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