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Presence service protocol details

Editor's Note: It is intended that the material from this clause will be moved into TS 24.229

7.1
Introduction and general principles

Editor's note: Material in this subclause will not be included in any of the 3GPP CN1 technical specifications. It describes a summary of the additions to the protocol, any necessary philosophy behind the division of the material in the following clauses, and will therefore provide material for the cover sheet of the CRs when they are generated to TS 24.229.

7.2
Application usage of SIP

Editor's note: It is intended that material from this clause will be added to clause 5 of TS 24.229. It will describe extensions to the SIP protocol itself (which are expected to be IETF based).

7.2.1
Procedures at the UE

Editor’s Note: this clause describes: the usage of PUBLISH request in IMS; when a PUA publishes

Editor’s note: the clause describes: the behaviour for fetching presence information; the behaviour for subscribing for presence information; providing full state or partial state notifications.

Editor’s Note: this clause describes how the watchers subscribe and get notified of the presencelist event package and how the PLS collects the information.

Editor’s Note: this clause describes how the watcher information is collected by the Presence Server and provided to the presentity


Editor’s Note: this clause describes: the details (syntax/semantics) of the authorisation policy definitions; the usage of watcherinfo template package in IMS; the details how the authorisation policy is uploaded to Presence Server; the details how groups can be referenced; multiple value concept.

A PUA in a UE can publish or update its presence information using a PUBLISH request. The UE shall populate the header fields of the PUBLISH request in accordance with draft-olson-simple-publish-01 [7.50]. The Class header shall be set to a value "mobile".

The UE shall update the presence information 600 seconds before the publication expiration time, unless the UE has determined that an update to the presence information is not required. If the publication period indicated from the Presence Server in the response of PUBLISH request is less than 600 seconds, the UE shall update the presence information when half of the publication period has expired.
7.2.1.1 
Subscription for presence information state changes
Editor’s Note: this clause describes how the watchers can set filters in SUBSCRIBE requests.
The watcher application residing in a UE may include filters in the body of the SUBSCRIBE request in accordance with draft-khartabil-simple-presence-filter-00 [7.xx].
Editor’s Note: The reference above is one solution to the requirements that are expressed in draft-moran-simple-pres-filter-reqs-00. When the SIMPLE WG agrees the way forward for solutions to the requirements in this draft, the above reference will require amendment to reflect the agreed solution document. 
7.2.1.3
Subscription for the watcher information event template package
Editor’s Note: this clause describes how the watchers can set filters in SUBSCRIBE requests.

The PUA application residing in a UE may include filters in the body of the SUBSCRIBE request in accordance with draft-khartabil-simple-winfo-filter-00 [7.xx].

Editor’s Note: The reference above is one solution to the requirements that are expressed in draft-kiss-simple-winfo-filter-reqs-00. When the SIMPLE WG agrees the way forward for solutions to the requirements in this draft, the above reference will require amendment to reflect the agreed solution document.
7.2.2
Procedures at the application server


Editor's Note: this clause describes: the usage of PUBLISH request in IMS; when a PUA publishes; when a PNA publishes (how and what is transformed via ISC and Sh); the details of the Presence Server’s composition policy (the latter may be a 23.218 issue)

Editor's note: the clause describes: the behaviour for fetching presence information; the behaviour for subscribing for presence information; providing full state or partial state notifications.

Editor's Note: this clause describes: the details (syntax/semantics) of the authorisation policy definitions; the usage of watcherinfo template package in IMS; the details how the authorisation policy is uploaded to Presence Server; the details how groups can be referenced; multiple value concept.

Editor's Note: this clause describes how the watchers subscribe and get notified of the presencelist event package and how the PLS collects the information

Editor's Note: this clause describes how the watcher information is collected by the Presence Server and provided to the presentity

7.2.2.1
Application Server (AS) acting as terminating UA, or redirect server

7.2.2.1.1 
AS processing subscriptions for the presence information event package

Editor's Note: this clause describes how the watchers applies filters in NOTIFY requests.

If the body of the SUBSCRIBE request from the watcher contains filters, the AS shall apply the requested filtering function on notifications in accordance with draft-khartabil-simple-presence-filter-00 [7.xx].

Editor’s Note: The reference above is one solution to the requirements that are expressed in draft-moran-simple-pres-filter-reqs-00. When the SIMPLE WG agrees the way forward for solutions to the requirements in this draft, the above reference will require amendment to reflect the agreed solution document.

7.2.2.1.1
Watcher identify verification at the PS

The procedures at the PS to accomplish watcher identity verification are described with the help of figure 7.2.2.1.1-1.

When the PS receives a SUBSCRIBE request from a watcher who is subscribing to the presence information for a determined presentity, the PS shall attempt to verify the identity of the watcher prior to authorise the subscription according to the procedures described in subclause 7.2.2.1.2.

When the PS receives a SUBSCRIBE request that does not contain credentials, the PS shall:

Editor's Note: it is not clear what are the mechanisms available to transport the credentials. These mechanisms can include, among others, P-Asserted-Identity, Authorization header, digital signatures, S/MIME body, etc.

a) 
if a Privacy header is present in the SUBSCRIBE request and the Privacy header value is set to "id" or "user", then the watcher and the subscription are considered as anonymous, and no further actions are required. The PS shall continue with the subscription authorization procedures described in subclause 7.2.2.1.2.;

b)
if there is no Privacy header present in the SUBSCRIBE request, or if the Privacy header contains a value other than "id" or "user", then the PS shall check for the presence of a P-Asserted-Identity header in the SUBSCRIBE request. Two cases exists:

i)
the SUBSCRIBE request contains a P-Asserted-Identity header. This is typically the case when the watcher is located inside a trusted domain as defined by 3GPP TS 24.229 [5] subclause 4.4. In this case, the PS is aware of the identity of the watcher and no extra actions are needed. The PS shall continue with the subscription authorization procedures described in subclause 7.2.2.1.2.

ii)
the SUBSCRIBE request does not contain a P-Asserted-Identity header. This is typically the case when the watcher is located outside a trusted domain as defined by 3GPP TS 24.229 [5] subclause 4.4. In this case, the PS does not have a verified identity of the watcher. The PS shall check the From header of the SUBSCRIBE request. If the From header value in the SUBSCRIBE request is set to "Anonymous", then the watcher and the subscription are considered as anonymous and no further actions are required. If the From header value does not indicate anonymity, then the PS shall challenge the watcher by issuing a 401 (Unauthorized) response including a challenge as per procedures described in RFC 3261 [7.26].

When the PS receives a SUBSCRIBE request that contains credentials but it does not contain a P-Asserted-Identity the PS shall check the correctness of the credentials. If the credentials are correct, then the PS shall consider the identity of the watcher verified, and the PS shall continue with the subscription authorization procedures described in subclause 7.2.2.1.2. If the credentials are not correct, the PS may either rechallenge the watcher (up to a predetermined maximum number of times predefined in the PS configuration data), or consider the watcher as anonymous. If the watcher is considered anonymous, the PS shall continue with the subscription authorization procedures described in subclause 7.2.2.1.2.

Editor's Note: It needs to be investigated whether the maximum number of times predefined in the PS configuration data creates a potential denial of service attack, as it requires the PS to keep states between different different authentications trials.
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Figure 7.2.2.1.1-1: Watcher identity verification flow at the PS

7.2.2.1.2
Subscription authorization

Once the PS have tried to verify the identity of the watcher, the PS either has a verified identity of the watcher or it considers the watcher as anonymous.

If the watcher is considered anonymous, the PS shall check if the subscription authorization policy of the presentity allows anonymous subscriptions. If anonymous subscriptions are allowed, then the PS shall install the subscription, otherwise, the PS shall not install the subscription.

If the watcher is identified by an identity, the PS shall apply the subscription authorization policy of the presentity to detect whether the particular watcher is allowed to subscribe to the presentity's presence information. The subscription authorization policy can include the verified identity as a possible watcher. In this case the PS shall install the subscription.

If according to the subscription authorization policy the watcher is not in the list of authorized wathcers, the PS shall inform the presentity about the watcher subscription attempt.

Editor's Note: For instance, if the presentity is online and subscribe to its own watcher info, the PS needs to inform the presentity using the watcherinfo template package to query the presentity on the authorization decision. 

If the subscription is installed, the the PS shall return a 200 (OK) final response as per procedures described in RFC 3265 [7.29]. 

If the subscription is not installed, the PS shall either:

-
reject the subscription according to the procedures of RFC 3261 [7.26] and RFC 3265 [7.28] e.g., by issuing a 403 (Forbidden) response.

-
if the subscription authorization policy dictates it, do a polite blocking (as defined in 3GPP TS 22.141 [7.53]) by sending a 200 (OK) response.
7.2.2.1.3 
AS processing subscriptions for the watcher information event template package
Editor's Note: this clause describes how the watchers applies filters in NOTIFY requests.

If the body of the SUBSCRIBE request from the PUA contains filters, the AS shall apply the requested filtering function on notifications in accordance with draft-khartabil-simple-winfo-filter-00 [7.xx].

Editor’s Note: The reference above is one solution to the requirements that are expressed in draft-kiss-simple-winfo-filter-reqs-00. When the SIMPLE WG agrees the way forward for solutions to the requirements in this draft, the above reference will require amendment to reflect the agreed solution document.
7.2.2.2
Application Server (AS) acting as originating UA
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