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CN1 has studied a liaison statement N1-021962 which was received from IETF. The LS deals with SIP compatibility issues and CN1 also received from TSG SA guidance in N1-022045 on how to deal with the issues which are raised in that LS.

The following comments were agreed during the discussion on the specific items:

1) The P-CSCF initiating BYE requests

"The P-CSCF may send a BYE on behalf of the UA, generally because the P-CSCF has been notified by the radio layer that the UA has lost contact.  Of course, the P-CSCF doesn't have the credentials to provide authentication of the BYE, so many UAs will consider this to be a forged message. This also renders 3GPP UAs vulnerable to denial of service attacks using forged BYEs."

A UA would consider a message forged in case end-to-end security (S/MIME) between the terminals is used and a 3rd party would generate a request on the dialog, without the possibility to include the required certificate in it. 

IMS networks provide ways (based on shared keys, not utilizing public key infrastructure) to ensure both integrity and confidentiality of SIP requests on a hop-by-hop basis and do not explicitly suggest utilizing S/MIME for end-to-end confidentiality. Nokia has not identified any compliancy conflicts between IMS and RFC3261 in this respect.

The usage of S/MIME results in long uncompressible messages which is not optimal for a wireless environment where the usage of effective SIP compression is essential. On the other hand, it is believed by Nokia that the usage of S/MIME would be possible in certain situations in IMS networks, e.g. for providing end-to-end protection to the body of MESSAGE requests.

S/MIME is specified in RFC3261 as an optional security mechanism for the SIP User Agents, therefore IMS specifications are not thought to violate RFC3261 in this context. It is also believed that it is up to the operator whether it allows the User Agents to include encrypted MIME bodies in SIP messages, as operators can have requirements, which might result in rejecting SIP INVITE requests with S/MIME bodies. These could be the following:

· in IMS networks the SDP bodies in INVITE requests are monitored for media authorization purposes (Go interface). If the INVITE request includes an encrypted body containing an SDP, which cannot be interpreted for media authorization purposes, the operator might reject the session setup request, or alternatively it could also proxy further the request but do not provide any QoS for the session.
· in IMS networks some operator may want to remove specific codecs from the SDP (related to concern 3). If this situation can still happen in the future (3GPP makes no actions related to concern 3), INVITE requests with S/MIME bodies need to be rejected.
· in case of interworking with IPv4-only networks, INVITE requests need to traverse a SIP ALG, which takes care of IPv6-IPv4 address translation in SIP and SDP bodies. T
his situation 
again prohibits the usage of S/MIME bodies with SIP.

For any other cases (non-INVITE requests or INVITE requests with multipart bodies containing one unencrypted SDP body) there is no known restriction in IMS specifications that would prohibit the transfer of S/MIME bodies.

The function implied by the concern presented in 1) is crucial from IMS charging point of view. At the same time, RFC3261 (or any other SIP –related specification/initiative in the IETF) does not provide any alternative means to fulfill the corresponding requirement. 

It is therefore proposed to keep the function of the "P-CSCF initiating BYE requests" as is in IMS specifications. 

For an INVITE dialog without S/MIME the BYE request generated by the P-CSCF will be considered as a valid request by the UAs, thus the concerns raised by the LS do not seem to be valid for such dialogs. 

Additionally, P-CSCF also protects the UA against third-party attacks, as it does not proxy a BYE request that does not correspond to an existing dialog.

Decision:

· Based on the above it was considered not possible to remove the 3GPP specific requirement.

2) The P-CSCF stripping headers
"The P-CSCF strips away Route, Record-Route, Via, Path, and Service-Route headers before passing messages on to the UA. It then reinserts them messages in the other direction, and may also strip out Route headers inserted by the UA. This breaks end-to-end protection using S/MIME and prevents the UA from accessing external services using loose routing. It also prevents the UA from knowing about any proxies that may have piggybacked on its registration using the Path mechanism, which is a serious violation of the openness principle and leaves 3GPP users registering with external servers subject to certain man-in-the-middle attacks affecting REGISTER messages without any way to detect those attacks."

Header stripping in IMS networks protects the network of malicious UAs that could try to e.g. bypass some IMS network elements (e.g. the S-CSCF). The IMS network must ensure that the UA has no means to skip certain elements from Record-Route, Via or P-Service-Route header fields when 
creating the corresponding Route or Via header fields, as that would result in a situation that UAs could bypass e.g. the S-CSCF with omitting it from the Route and/or Via header and e.g. correct charging of the user would seriously be endangered. 

The three concrete concerns presented in 2) are understood by Nokia as follows:

- man-in-the-middle attacks: IMS networks protect against man-in-the-middle attacks 
by Network Domain Security mechanisms (hop-by-hop IPSec integrity protection).

- end-to-end protection using S/MIME: as these headers are modified by SIP proxies and cannot be protected by the UA, stripping of these headers is not considered to break end-to-end protection. 

-  registration with external servers: a UA may register to SIP services without involving IMS (without involving the P-CSCF) as a regular PS domain service. 


Nokia believe that the UA should be allowed to perform loose routing by inserting Route header values to initial requests. These Route headers would then be used by the UA's S-CSCF to route the originating initial requests accordingly. Note that the P-CSCF will insert Route header entries to all initial originating requests based on the P-Service-Route header of the REGISTER transaction. The P-CSCF will insert these Route header entries on top of the possible entries inserted by the UA. 

If an IMS operator intends to restrict UAs in performing loose routing, then the correct place to perform these operator policy restrictions is the home IMS network by e.g. having the S-CSCF remove undesired Route entries. 
Consequently, UA-inserted Route headers in initial requests shall not be stripped by the P-CSCF, but their usage should rather be decided in the home IMS network (S-CSCF) based on operator policy. 

Decision:

· The requirement is not within CN1 remit, therefore SA2 is asked to confirm which headers must be stripped from the messages sent towards the UE (LS N1-022127)

· CN1 to ensure that the UE is able to deal with the headers in case they are not stripped

· CN1 to study loose routing at UE
3) CSCFs editing SDP
"The CSCF may edit SDP sent from or to the UA in order to force the selection of codecs considered favorable to the operator. This has the side effect of breaking end-to-end protection of the SDP using S/MIME. It also precludes interoperating with external elements when both the IMS UA and the external UA share only a common codec not supported by the P-CSCF."
Currently it is an operator requirement that the operator must be able to reduce the UA-requested media components and/or codecs both in P-CSCF (based on local operator policy) and in S-CSCF (based on subscriber profile). 

The IMS codec negotiation is completely based on the SIP/SDP offer/answer model. The offer/answer model is fundamentally of end-to-end nature, as it is driven by end-user preferences and terminal capabilities. It is Nokia's understanding that the IMS network elements should only affect this end-to-end negotiation, if there is a well justified added value provided by these elements. In other words, if the IMS network elements are able to enhance the possibility of a successful end-to-end negotiation, then their functions of modifying SDP can be considered justified. E.g. transcoding or IPv4/IPv6 interworking provide justification for modifying SDP.

Note that the semantically correct way to perform these SDP modifications requires a B2BUA.

At the same time, some SDP-modification related functions seem to have the opposite effect, i.e. they reduce the chances of successful end-to-end negotiation by e.g. removing some codecs from offers or answers. This has a negative effect to successful deployment of IMS services, terminal applications, and damages end-user experience. 

In fact, these functions incorporated to CN1's TSs come as direct copy of stage-2 specifications. These stage-2 specifications already define a particular solution on a stage-3 protocol-level detail without specifying the actual stage-2 level architectural requirement the solution fulfils. 

Consequently, Nokia would find it beneficial to revisit some of these functions contained in CN1 and other groups' TSs, formulate (or ask SA2 to formulate) the exact architecture-level requirement, and find SIP-wise correct means to fulfil these requirements. 
Decision:

· The requirement is not within CN1 remit. LS N1-022127 is sent to SA1 and SA2 asking them to reconsider if the requirement is still valid. CN1 can remove the stage 3 procedures if the corresponding requirements are removed from stage 1 and 2.

· Assuming the requirement to control the subscribed codecs in the network remains, CN1 to study alternative mechanism to do so without causing non-compliancy with SIP.

4) S-CSCF obfuscating To: and From: fields
"The S-CSCF MAY (we believe this is still being discussed in 3GPP) obfuscate the To: and From: fields in messages. This appear to be based on a particular interpretation of privacy regulation in certain European domains.  It has the side effect of breaking end-to-end protection with S/MIME and breaking external services using the To: and From: fields, such as the most common forms of caller-ID used with SIP today."
Nokia consider this point not valid anymore after CN1 has adopted the privacy mechanisms documented in RFC3323, RFC3324, and RFC3325.

Decision:

· This case is not considered valid any more since privacy header and related procedures have been adopted. 

· CN1 needs to do one further CR to complete its task in this area.

5) P-CSCF performing identity checks

"The P-CSCF filters messages from the UA to assure that only an identity known to the P-CSCF is presented by the UA. This may interact with the preceding characteristic. This appears to be required to accommodate the authorization model of 3GPP, which authenticates only REGISTER transactions and uses them to establish a security association between a UA and the P-CSCF. The side effect is that a 3GPP user may use only the operator-provided identity and may not be able to effectively use third-party services that provide other identities unless those services provide identity transformation with a back-to-back user agent."
The procedure how IMS networks validate and assert users’ identities follows RFC3325. It is true that the IMS operator needs to be aware of the identity used in any SIP request. This is not considered as drawback, as it gives the operator the right to control the identities
 when the IMS network is used as "access network" for any third-party services. This feature is thought to be crucial for the operator, as the operator’s IMS network itself provides services

Decision:

· Based on the above it was considered not possible to remove the 3GPP specific requirement.

6) Network configuration hiding

"The I-CSCF (or THIG) may encrypt Via and Route information when acting in topology-hiding mode. This was allowed for in earlier SIP specifications, but the use has been deprecated for a variety of reasons. The exact impact on interoperability remains unknown."

The possibility to provide topology hiding in IMS network is an operator requirement coming from stage-2 specifications. Thus, considerations on removal of this functionality and revisiting of the corresponding operator requirements would need to be looked at on the SA 2 level. It is therefor proposed to ask SA2 to analyse the benefits of this functionality and, based on the outcome, perform the necessary changes in their specifications.

Decision:

· The requirement is not within CN1 remit. LS N1-022127 is sent to SA1 and SA2 asking them to reconsider if the requirement is still valid. CN1 can remove the stage 3 procedures if the corresponding requirements are removed from stage 1 and 2.
7) CSCFs manipulating message bodies

"Some CSCF elements and AS may manipulate message bodies. Manipulating message bodies in a proxy is forbidden in RFC 3261 because it breaks end-to-end protection using S/MIME. These elements do not appear to implement all of the UA behavior that would enable them to preserve end-to-end protections."
The concept of carrying IMS intra-system information in XML bodies of SIP messages has been superseded by SIP Private extensions (P-headers). All the 3GPP P-headers are documented as a single IETF I-D. 
Otherwise the resolution concerning SDP bodies is the same as for 3).
Decision:

· This issue is considered to be not valid any more since the usage of 3GPP specific XML body is limited to between HSS – AS and P-CSCF – UE only and therefore there is no situation when a CSCF would need to manipulate the message body of a message it receives.
· CN1 needs to draft one CR to complete the task.
