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5
Application usage of SIP

5.1
Procedures at the UE
5.1.1A
General
The UE shall support the full set of procedures and capabilities for the Via, Route, and Record-Route headers as specificied in RFC 3261 [26] and for the Path header as specified in RFC 3327 [35] and for the Service-Route header as specified in draft-ietf-sip-scvrtdisco [38].
5.1.1
Registration and authentication

5.1.1.1
General

The UE shall register public user identities (see table A.3/1 and dependencies on that major capability).

In case a UE registers several public user identities at different points in time, the procedures to re-register, deregister and subscribe to the registration-state event package for these public user identities can remain uncoordinated in time.

5.1.1.1A
Parameters contained in the UICC

In case the UE is loaded with a UICC that contains the ISIM application, it will be preconfigured with all the necessary parameters to initiate the registration to the IM CN subsystem. These parameters include:

-
the private user identity;

-
one ore more public user identities; and

-
the home network domain name used to address the SIP REGISTER request

In case the UE is loaded with a UICC that does not contain the ISIM application, the UE shall:

-
 generate a private user identity;

-
generate a temporary public user identity; and

-
generate a home network domain name to address the SIP REGISTER request to.

All these three parameters are derived from the IMSI parameter in the USIM, according to the procedures described in 3GPP TS 23.003 [3].

The temporary public user identity is only used in REGISTER requests. After a successful registration, the UE will get the associated public user identities, and any of them shall be used in subsequent non-REGISTER messages.

As the temporary public user identity may be barred, the UE shall not reveal the temporary public user identity to the user.

In the case the UE needs to derive the temporary public user identity, the procedure shall be executed every time the UICC is changed.

5.1.1.2
Initial registration

The UE can register a public user identity at any time that a valid PDP context exists. However, the UE shall only initiate a new registration procedure when it has received a final response from the registrar for the ongoing registration, or the previous REGISTER request has timed out.
As the UE supports the SIP MESSAGE method, at registration time the UE shall add the ";methods" tag to the Contact header, with an indication of support of the MESSAGE method, according to the procedures described in the SIP MESSAGE method draft-ietf-sip-message-06 [50], and in the Caller Preferences draft-ietf-sip-callerprefs-06.txt [51].
A REGISTER request may be integrity protected using IK, see 3GPP TS 33.203 [19], received in an earlier registration. 

The public user identity to be registered can be extracted either from the ISIM application, if present, on the UICC or derived from the USIM, according to the procedures described in subclause 5.1.1.1A. A public user identity may be input by the end user. On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
the user ID field of the authentication protocol, carried in the Authorization header, shall contain the private user identity;

b)
the From header shall contain the public user identity to be registered;

c)
the To header shall contain the public user identity to be registered;

d)
the Expires header, or the expires parameter within the Contact header, shall contain 600 000 seconds as the value desired for the duration of the registration;

e)
a Request-URI that contains the SIP URI of the domain name of the home network; and

f)
insert the Security-Client header field by specifying the security mechanism it supports, the IPSec layer algorithms it supports and the parameters needed for the security association setup. For further details see 3GPP TS 33.203 [19] and draft-ietf-sip-sec-agree [48].

NOTE:
The registrar (S-CSCF) might decrease the duration of the registration in accordance with network policy. Registration attempts with a registration period of less than a predefined minimum value defined in the registrar will be rejected with a 423 (Interval Too Brief) response.

The UE shall extract or derive from the UICC a public user identity, the private user identity, and the domain name to be used in the Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A.


The UE shall include a Supported header containing the option tag "path".

The UE shall also include the P-Access-Network-Info header in the REGISTER request. This header shall contain information concerning the access network technology and, if applicable, the cell ID (see subclause 7.2.3).

On receiving the 200 (OK) response to the REGISTER request, the UE shall store the expiration time of the registration for the public user identities found in the To header value. The UE shall also store the list of URIs contained in the P-Associated-URI header value. This list contains the URIs that are associated to the registered public user identity.

When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in subclause 5.1.1.5.1.

On receiving a 423 (Interval Too Brief) too brief response to the REGISTER request, the UE shall:

-
send another REGISTER request populating the Expires header or the expires parameter with an expiration timer of at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.

5.1.1.3
Initial subscription to the registration-state event package

Upon receipt of a 2xx response to the initial registration, the UE shall subscribe to the users reg event package for the public user identity registered as described in subclause 5.1.1.2 at the users registrar (S-CSCF). The reg event package is described in draft-rosenberg-sip-reg-00 [43]. Therefore the UE shall generate a SUBSCRIBE request with the following elements:

-
a Request URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URL that contains the public user identity;

-
a From header set to a SIP URL that contains a public user identity;

-
a To header, set to a SIP URL that contains a public user identity;

-
an Event header set to the "reg" event package;

-
an Expires header set to a value higher than the Expires header of the before sent REGISTER request.

The UE shall also include the P-Access-Network-Info header in the SUBSCRIBE request. This header shall contain information concerning the access network technology and, if applicable, the cell ID (see subclause 7.2.3).

Afterwards it shall send out the so generated SUBSCRIBE request.

Upon receipt of a 2xx response to the SUBSCRIBE request, the UE shall store the information for the established dialog and the expiration time as indicated in the Expires header of the received response.

The UE shall automatically resubscribe to the reg event package for a previously registered public user identity if the expiration time, as indicated in the Expires header of the 2xx response to the SUBSCRIBE request, has run out and the public user identity is still registered.

5.1.1.4
User-initiated re-registration

The UE can reregister a previously registered public user identity at any time.

The UE shall reregister the public user identity 600 seconds before the expiration time of a previous registration, unless either the user or the application within the UE has determined that a continued registration is not required. If the registration period indicated from the S-CSCF is less than 600 seconds, the UE shall reregister when half of the registration period has expired.

The REGISTER request shall be integrity protected using IK, see 3GPP TS 33.203 [19], received in an earlier registration, if IK is available.

On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
the user ID field of the authentication protocol, carried in the Authorization header, shall contain the private user identity. This shall be extracted from the USIM;

b)
the From header shall contain the public user identity to be registered;

c)
the To header shall contain the public user identity to be registered;

d)
the Expires header, or the expires parameter within the Contact header, should contain the same expiration timer as the expiration timer returned in the 200 (OK) response to the initial REGISTER request; and

e)
the Security-Client header field, by specifying the security mechanism it supports, the IPSec layer algorithms it supports and the parameters needed for the security association setup. For further details see 3GPP TS 33.203 [19] and draft-ietf-sip-sec-agree [48].

NOTE 1:
The registrar (S-CSCF) might decrease the duration of the registration in accordance with network policy. Registration attempts with a registration period of less than a predefined minimum value defined in the registrar will be rejected with a 423 (Interval Too Brief) response.

NOTE 2:
The security setup mechanism is not used in the way described in draft-ietf-sip-sec-agree [48]. The 401 challenge sent back by the S-CSCF to the UE as a response to the REGISTER request is piggybacked by the P-CSCF to insert the Security-Server header field in it. The S-CSCF authenticates the UE, while the P-CSCF negotiates and sets up the security association with the UE during the same registration procedure.

The UE shall also include the P-Access-Network-Info header in the REGISTER request. This header shall contain information concerning the access network technology and, if applicable, the cell ID (see subclause 7.2.3).

On receiving the 200 (OK) response to the REGISTER request, the UE shall store the new expiration time of the registration for this public user identity found in the To header value. The UE shall also store the list of URIs contained in the P-Associated-URI header value. This list contains the URIs that are associated to the registered public user identity.

The UE shall set up the security association based on the static list it received in the 401 and its capabilities sent in the Security-Client header in the REGISTER request. The security association shall be set up using the most preferred mechanism and algorithm returned by the P-CSCF and supported by the UE.


The UE shall include a Supported header containing the option tag "path".

When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in subclause 5.1.1.5.1.

On receiving a 423 (Interval Too Brief) response to the REGISTER request, the UE shall:

-
send another REGISTER request populating the Expires header or the expires parameter with an expiration timer of at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.

5.1.1.5
Authentication

5.1.1.5.1
General

Authentication is achieved via the registration and re-registration procedures. When the network requires authentication or re-authentication of the UE, the UE will receive a 401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:

-
check the validity of a received authentication challenge, as described in 3GPP TS 33.102 [18] i.e. the locally calculated MAC must match the MAC parameter derived from the AUTN part of the challenge; and the SQN parameter derived from the AUTN part of the challenge must be within the correct range; and

-
check the existence of the Security-Server header as described in draft-sip-sec-agree [48]. If the header is not present, a new REGISTER request shall be sent.

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:

-
extract the RAND and AUTN parameters, and use the derived keys (CK and IK) to protect future messages, see 3GPP TS 33.203 [19]; and

-
send another REGISTER request using the derived IK to integrity protect the message. The header fields are populated as defined for the initial request, with the addition that the UE shall include an Authorization header containing the private user identity and the authentication challenge response (RES parameter). Instead of the Security-Client header the UE shall insert the Security-Verify header into the request, by mirroring in it the content of the Security-Server header received in the 401. The Call-ID of the integrity protected REGISTER request which carries RES must be the same as the Call-ID of the 401 which carried the challenge.

In the case that the 401 (Unauthorized) response is deemed to be invalid then the UE shall behave as defined in subclause 5.1.1.5.3.

5.1.1.5.2
Network-initiated re-authentication

Upon receipt of a NOTIFY request on the dialog which was generated during subscription to the registration-state event package, which contains the state parameter set to "terminated" and the event parameter set to "deactivated" for a public user identity, the UE shall start the re-authentication procedures by initiating a reregistration as described in subclause 5.1.1.4.

5.1.1.5.3
Abnormal cases

If, in a 401 (Unauthorized) response, either the MAC or SQN is incorrect the UE shall respond with a further REGISTER indicating to the S-CSCF that the challenge has been deemed invalid as follows:

-
in the case where the UE deems the MAC parameter to be invalid the subsequent REGISTER request shall contain no response parameter (e.g. no RES or AUTS);

-
in the case where the UE deems the SQN to be out of range, the subsequent REGISTER request shall contain the AUTS parameter (see 3GPP TS 33.102 [18]).

A UE shall only respond to two consecutive invalid challenges. The UE may attempt to register with the network again after an implementation specific time.

5.1.1.6
Mobile-initiated deregistration

The UE can deregister a previously registered public user identity at any time.

On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
the user ID field of the authentication protocol, carried in the Authorization header, shall contain the private user identity. This shall be extracted from the USIM;

b)
the From header shall contain the public user identity to be deregistered;

c)
the To header shall contain the public user identity to be deregistered;

d)
the Expires header, or the expires parameter of the Contact header, shall contain a value of zero, appropriate to the deregistration requirements of the user.

The UE shall also include the P-Access-Network-Info header in the REGISTER request. This header shall contain information concerning the access network technology and, if applicable, the cell ID (see subclause 7.2.3).

The request shall be sent integrity protected.

On receiving the 200 (OK) response to the REGISTER request, the UE shall remove all registration details relating to this public user identity.

5.1.1.7
Network-initiated deregistration

Upon receipt of a NOTIFY request on the dialog which was generated during subscription to the reg event package as described in subclause 5.1.2.1, which contains the state parameter set to "terminated" and the event parameter "rejected", i.e. deregistered, for one or more public user identities that were previously stored as registered, the UE shall remove all registration details relating to these public user identities.

5.2
Procedures at the P-CSCF

5.2.1
General

The P-CSCF shall support the Path and Service-Route headers.

NOTE 1:
The Path header is only applicable to the REGISTER request and its 200 (OK) response. The Service-Route header is only applicable to the 200 (OK) response of REGISTER request.

When the P-CSCF sends any request or response to the UE, before sending the message the P-CSCF shall:

-
remove the P-Charging-Function-Addresses and P-Charging-Vector headers, if present.

When the P-CSCF receives any request or response from the UE, the P-CSCF shall:

-
remove the P-Charging-Function-Addresses and P-Charging-Vector headers, if present. Also, the P-CSCF shall ignore any data received in the P-Charging-Function-Addresses and P-Charging-Vector headers; and

-
may insert previously saved values into the P-Charging-Function-Addresses and P-Charging-Vector headers before forwarding the message.

NOTE 2:
When the P-CSCF is located in the visited network, then it will not receive the P-Charging-Function-Addresses header from the S-CSCF or I-CSCF. Instead, the P-CSCF discovers charging function addresses by other means not specified in this document.

5.2.2
Registration

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall:

1)
insert a Path header in the request including an entry containing: 

-
the SIP URL identifying the P-CSCF;

-
an indication that requests routed in this direction of the path (i.e. from the S-CSCF to the P-CSCF) shall be treated as for the mobile-terminating case. This indication may e.g. be in a Path header parameter, a character string in the user part or be a port number;

2)
insert a Require header containing the option tag "path";

3)
for the initial REGISTER request for a public user identity create a new, globally unique value for icid, save it locally and insert it into the icid parameter of the P-Charging-Vector header (see subclause 7.2.5). Also include the gprs-charging-info parameter in the P-Charging-Vector header (see subclause 5.2.7.4);

4)
insert the parameter "integrity-protected" (described in subclause 7.2A.2) with a value “yes” into the Authorization header field in case the REGISTER request was received integrity protected, otherwise insert the parameter with the value “no”;

5)
in case the REGISTER request was received without integrity protection, then check the existence of the Security-Client header. If the header is present, then remove and store it. The 'Require: sec-agree' header shall also be removed. If the header is not present, then a suitable 4xx error code shall be sent back;

6)
in case the REGISTER request was received integrity protected, then the P-CSCF shall:

-
check the security association which protected the request. If that has a temporary lifetime, then the request shall contain a Security-Verify header. If there is no such header, then a suitable 4xx error code shall be sent back. If there is such header, then compare the content of the Security-Verify header with the local static security list. If those do not match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a suitable 4xx error response. If the contents match, then the Security-Verify header together with the 'Require: sec-agree' header shall be removed from the request; and

-
if the security association the REGISTER request came is an established one, then a Security-Verify header is not expected to be included. If the header is present, then that shall be removed together with the 'Require: sec-agree' header;

7)
insert a P-Visited-Network-ID header field, with the value of a pre-provisioned string that identifies the visited network at the home network; and

8)
determine the I-CSCF of the home network and forward the request to that I-CSCF.

When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:

1)
 remove and store the CK and IK values contained in the 401 (Unauthorized) response. The 401 (Unauthorized) response shall be forwarded to the UE if and only if the CK and IK have been removed;

2)
insert the Security-Server header in the response, containing the P-CSCF static security list. For further information see 3GPP TS 33.203 [19]; and

3)
set up the security association between the UE and the P-CSCF with a temporary lifetime. For further details see 3GPP TS 33.203 [19] and draft-sip-sec-agree [48]. The SIP level lifetime of the Security Association shall be long enough to permit the UE to finalize the registration procedure (bigger than 64*T1). The IPSec level lifetime of the Security Association shall be set to the maximum.
When the P-CSCF receives a 200 (OK) response to a REGISTER request, the P-CSCF shall check the value of the Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P-CSCF shall:

1)
save the list of Service-Route headers preserving the order. This list shall be stored during the entire registration period of the respective public user identity. This list shall be used to preload the routeing information into the initial requests originated by the UE. If this registration is a reregistration, the P-CSCF shall replace the already existing list of Service-Route headers with the new list;

2)
associate the Service-Route header information with the registered public user identity;

3)
remove any Path and Service-Route headers from the 200 (OK) response before forwarding the response to the UE;

4)
store the public user identities found in the P-Associated-URI header value, as those that are authorized to be used by the UE;

5)
store the default public user identity for use with procedures for the P-Asserted-Identity. The default public user identity is specifically indicated in the Associated-URI header values;

Editor's note: The exact mechanism for indicating this value is for further discussion.

6)
store the values received in the P-Charging-Function-Addresses header; and

7)
update the SIP level lifetime of the security association with the value found in the Expires header.

NOTE:
The P-CSCF will maintain two Route lists. The first Route list - created during the registration procedure - is used only to pre-load the routeing information into the initial INVITE request that originated at the UE. This list is valid during the entire registration of the respective public user identity. The second Route list - constructed from the Record Route headers in the initial INVITE and associated response - is used during the duration of the call. Once the call is terminated, the second Route list is discarded.

The P-CSCF shall delete any security association from the IPSec database when their SIP level lifetime expires.

5.2.6
General treatment for all dialogs and standalone transactions excluding the REGISTER method

5.2.6.1
Introduction

The procedures of subclause 5.2.6 and its subclauses are general to all requests and responses, except those for the REGISTER method.

5.2.6.2
Determination of mobile-originated or mobile-terminated case

Upon receipt of an initial request or a refresh request or a stand-alone transaction, the P-CSCF shall: 

-
perform the procedures for the mobile-terminating case as described in subclause 5.2.6.4 if the request makes use of the information for mobile-terminating calls, which was added to the Path header entry of the P-CSCF during registration (see subclause 5.2.2), e.g. the message is received at a certain port or the topmost Route header contains a specific user part or parameter;

-
perform the procedures for the mobile-originating case as described in subclause 5.2.6.3 if this information is not used by the request.

5.2.6.3
Requests initiated by the UE

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction, and the request contains as P-Asserted-Identity header that matches one of the registered public user identities, the P-CSCF shall identify the initiator of the request by that public user identity.

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction, and the request contains as P-Asserted-Identity header that does not match one of the registered public user identities, or does not contain a P-Asserted-Identity header, the P-CSCF shall identify the initiator of the request by a default public user identity.

NOTE:
The contents of the From header do not form any part of this decision process.

When the P-CSCF receives from the UE an initial request for a dialog, and a Service-Route header list exists for the initiator of the request, the P-CSCF shall:

1)
remove any Route header from the request;

2)
select the list of Route headers that was created during the registration or reregistration of the respective public user identity utilizing the Service-Route mechanism;

3)
pre-load the list of Route headers to the request;

4)
create a Record-Route header containing its own SIP URL;

5)
insert a P-Asserted-Identity header with a value representing the initiator of the request;

6)
create a new, globally unique value for the icid parameter and insert it into the P-Charging-Vector header; and

7)
forward the request based on the topmost Route header.

When the P-CSCF receives a 1xx or 2xx response to the above request, the P-CSCF shall:

1)
store the values received in the P-Charging-Function-Addresses header;

2)
remove the list of Record-Route headers from the received response;

3)
create a new list of stored Route headers, with the newly received list of Record-Route headers. The Contact header received in the response shall not be appended to the bottom of the stored list of Route headers;

4)
store the dialog ID and associate it with the private user identity and public user identity involved in the session;

5)
save the Contact header received in the response in order to release the dialog if needed; and

6)
forward the response to the UE.

When the P-CSCF receives any other response to the above request, the P-CSCF shall:

1)
remove any list of Record-Route headers, even though not allowed, from the received response; and

2)
forward the response to the UE.

When the P-CSCF receives from the UE a refresh request for a dialog, the P-CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P-CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The P-CSCF will not forward the request. No other actions are required;

b)
if the request relates to an existing dialog in which the originator is involved, then the P-CSCF shall continue with the following steps;

2)
remove any Route header from the request;

3)
select the list of Route headers that was created during the exchange of the initial request and its associated response;

4)
pre-load the list of Route headers to the request;

5)
create a Record-Route header containing its own SIP URL; and

6)
forward the request based on the topmost Route header.

When the P-CSCF receives a 1xx or 2xx response to the above request, the P-CSCF shall:

1)
remove the list of Record-Route headers from the received response;

2)
overwrite any existing list of stored Route headers, or create a new list of stored Route headers, with the newly received list of Record-Route headers. The Contact header received in the response shall not be appended to the bottom of the stored list of Route headers;

3)
save the Contact header received in the response in order to release the dialog if needed; and
4)
forward the response to the UE.

When the P-CSCF receives any other response to the above request, the P-CSCF shall:

1)
remove any list of Record-Route headers, even though not allowed, from the received response; and

2)
forward the response to the UE.

When the P-CSCF receives from the UE the request for a standalone transaction, and a Service-Route header list exists for the initiator of the request, the P-CSCF shall:

1)
remove any Route header from the request;

2)
select the list of Route headers that was created during the registration or reregistration of the respective public user identity utilizing the Service-Route mechanism;

3)
pre-load the list of Route headers to the request;

4)
insert a P-Asserted-Identity header with a value representing the initiator of the request;

5)
create a new, globally unique value for the icid parameter and insert it into the P-Charging-Vector header; and

6)
forward the request based on the topmost Route header.

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
store the values received in the P-Charging-Function-Addresses header; and

2)
remove any list of Record-Route headers, even though not allowed, from the received response and forward it to the UE.

When the P-CSCF receives from the UE subsequent requests other than a refreshing request, the P-CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P-CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The P-CSCF will not forward the request. No other actions are required;

b)
if the request relates to an existing dialog in which the originator is involved, then the P-CSCF shall continue with the following steps;

2)
select the list of Route headers that was created during the exchange of the initial request and associated response for this call;

3)
pre-load the list of Route headers to the request; and

4)
forward the request based on the topmost Route header.

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
remove any list of Record-Route headers, valid or not, from the received response; and

2)
forward the response to the UE.

When the P-CSCF receives from the UE an initial request for a dialog, a refresh request for a dialog, or the request of a standalone transaction, and a Service-Route header list does not exist for the initiator of the request, the P-CSCF shall:

1)
send a 403 (Forbidden) response back to the UE containing a warning header.

Editor's Note: how to find out whether the user has a valid registration in the P-CSCF is FFS.

Editor's Note: The correct value for the warning code is yet to be assigned by IANA.

When the P-CSCF receives from the UE the request for an unknown method, and a Service-Route header list exists for the initiator of the request, the P-CSCF shall:

1)
select the list of Route headers that was created during the registration or reregistration of the respective public user identity utilizing the Service-Route mechanism;

2)
pre-load the list of Route headers to the request, 

3)
insert an P-Asserted-Identity header with a value representing the initiator of the request; and

4)
forward the request based on the topmost Route header.

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
remove any list of Record-Route headers, even though invalid, from the received response; and

2)
forward the response to the UE.

5.2.6.4
Requests terminated by the UE

When the P-CSCF receives a response to an initial request for a dialog or a response to a request for a standalone transaction, the P-CSCF shall identify responder by a public user identity that relates to the Request-URI used in the request.

NOTE:
The contents of the To header do not form any part of this decision process.

When the P-CSCF receives, destined for the UE, an initial request for a dialog, or a refresh request for a dialog, prior to forwarding the request, the P-CSCF shall:

1)
remove its own SIP URL from the topmost Route header;

2)
remove the list of Record-Route headers, and shall convert it into a list of Route headers. The Contact header shall not be appended to the bottom of the list of Route headers. The P-CSCF shall save this list of Route headers and append this list to all UE originated requests for this dialog;

3)
save the Contact header received in the response in order to release the dialog if needed;

4)
add itself on the top of the removed list of Record-Route headers and save the list. The list will be appended to UE originated response to the SUBSCRIBE request;

5)
remove and store the list of received Via headers from the received request and shall place its own address in the Via header with locally unique token to identify the saved values as a branch parameter. The P-CSCF shall append the list of Via headers to the UE originated response for this request;

6)
store the values received in the P-Charging-Function-Addresses header; and

7)
remove and store the icid parameter received in the P-Charging-Vector header.

When the P-CSCF receives a 1xx or 2xx response to the above request, the P-CSCF shall:

1)
insert an P-Asserted-Identity header with a value representing the responder to the request;

2)
append the saved list of Record-Route headers to the response;

3)
append the saved list of Via headers to the response; and

4)
store the dialog ID and associate it with the private user identity and public user identity involved in the session.

When the P-CSCF receives any other response to the above request, the P-CSCF shall:

1)
append the saved list of Via headers to the response.

When the P-CSCF receives, destined for the UE, a request for a stand-alone transaction, prior to forwarding the request, the P-CSCF shall:

1)
insert an P-Asserted-Identity header with a value representing the responder to the request;

2)
remove and store the list of received Via headers from the received request and shall place its own address in the Via header with locally unique token to identify the saved values as a branch parameter. The P-CSCF shall append this list of Via headers to the UE originated response for this transaction;

3)
store the values received in the P-Charging-Function-Addresses header; and

4)
remove and store the icid parameter received in the P-Charging-Vector header.

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
append the saved list of Via headers to the response.

When the P-CSCF receives, destined for the UE, a subsequent request for a dialog that is not a refresh request, prior to forwarding the request, the P-CSCF shall:

1)
remove and store the list of received Via headers from the received request and shall place its own address in the Via header with locally unique token to identify the saved values as a branch parameter. The P-CSCF shall append this list of Via headers to the UE originated response for this transaction; and

2)
remove and store the icid parameter from P-Charging-Vector header.

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
append the saved list of Via headers to the response.

5.3.3
THIG functionality in the I-CSCF(THIG)

5.3.3.1
General

The following procedures shall only be applied if topology hiding is required by the network. The network requiring topology hiding is called the hiding network.

NOTE:
Requests and responses are handled independently therefore no state information is needed for that purpose within an I-CSCF(THIG).

All headers which reveal topology information, such as Via, Route, Record-Route, Service-Route, shall be subject to topology hiding.

Upon receiving an incoming REGISTER request for which topology hiding has to be applied and which includes a Path header, the I-CSCF(THIG) shall add the routeable SIP URL of an I-CSCF(THIG) to the top of the Path header. The inserted SIP URL may include an indicator that identifies the direction of subsequent requests received by the I-CSCF. This indicator may e.g., be a unique header parameter, a username or a dedicated port. Any subsequent request that includes this indicator (in the Route header) or arrives at the dedicated port indicates that the request was sent by the S-CSCF toward the P-CSCF.

Upon receiving an incoming initial request for which topology hiding has to be applied and which includes a Record-Route header, the I-CSCF(THIG) shall add its own routeable SIP URL to the top of the Record-Route header.

Upon receiving an outgoing initial request for which topology hiding has to be applied and which includes P-Charging-Function-Addresses header, the I-CSCF(THIG) shall remove the P-Charging-Function-Addresses header prior to forwarding the message.

5.3.3.2
Encryption for topology hiding

Upon receiving an outgoing request/response from the hiding network the I-CSCF(THIG) shall perform the encryption for topology hiding purposes, i.e. the I-CSCF(THIG) shall:

1)
use the whole header values which were added by one or more specific entity of the hiding network as input to encryption, besides the UE entry;

2)
not change the order of the headers subject to encryption when performing encryption;

3)
use for one encrypted string all received consecutive header entries subject to encryption, regardless if they appear in separate consecutive headers or if they are consecutive entries in a comma separated list in one header;

4)
construct an NAI in the form of 'username@realm',where the username part is the encrypted string, and the realm is the name of the encrypting network.

5)
append a "tokenized-by=" tag and set it to the value of the encrypting network's name, after the constructed NAI;

6)
form one valid entry for the specific header out of the resulting NAI, e.g. prepend "SIP/2.0/UDP" for Via headers or "sip:" for Route and Record-Route headers.

NOTE 1:
Even if consecutive entries of the same network in a specific header are encrypted, they will result in only one encrypted header entry. For example:

Via: SIP/2.0/UDP icscf1_s.home1.net;lr, 

 SIP/2.0/UDP Token(
SIP/2.0/UDP scscf1.home1.net;lr, 








SIP/2.0/UDP pcscf1.home1.net;lr)@home1.net;











tokenized-by=home1.net, 


 SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

NOTE 2:
If multiple entries of the same network are within the same type of headers, but they are not consecutive, then these entries will be tokenized to different strings. For example:

Route:
sip:icscf1_s.home1.net;lr, 





sip:Token(sip:scscf1.home1.net;lr)@home1.net;tokenized-by=home1.net,





sip:as1.foreign.net;lr, 





sip:Token(sip:scscf1.home1.net;lr, 







  sip:pcscf1.home1.net;lr)@home1.net;tokenized-by=home1.net, 





sip:[5555::aaa:bbb:ccc:ddd]

5.3.3.3
Decryption for Topology Hiding

Upon receiving and incoming requests/response to the hiding network the I-CSCF(THIG) shall perform the decryption for topology hiding purposes, i.e. the I-CSCF shall:

1)
identify NAIs encrypted by the network this I-CSCF belongs to within all headers of the incoming message;

2)
use the user part of those NAIs that carry the identification of the hiding network within the value of the tokenized-by tag as input to decryption;

3)
use as encrypted string the user part of the NAI which follows the sent-protocol (for Via Headers, e.g. "SIP/2.0/UDP") or the URI scheme (for Route and Record-Route Headers, e.g. "sip:");

4)
replace all content of the received header which carries encrypted information with the entries resulting from decryption.

EXAMPLE:
An encrypted entry to a Via header that looks like:

Via:

SIP/2.0/UDP Token(SIP/2.0/UDP scscf1.home1.net;lr, 

SIP/2.0/UDP pcscf1.home1.net;lr)@home1.net;tokenized-by=home1.net

will be replaced with the following entries:

Via: SIP/2.0/UDP scscf1.home1.net;lr, SIP/2.0/UDP pcscf1.home1.net;lr
NOTE:
Motivations for these decryption procedures are e.g. to allow the correct routeing of a response through the hiding network, to enable loop avoidance within the hiding network, or to allow the entities of the hiding network to change their entries within e.g. the Record-Route header.

5.4
Procedures at the S-CSCF

5.4.1
Registration and authentication

5.4.1.1
Introduction

The S-CSCF shall act as the SIP registrar for all UAs of the IM CN subsystem with public user identities.

The S-CSCF shall support the use of the Path and Service-Route header. The S-CSCF must also support the Require and Supported headers. The Path header is only applicable to the REGISTER request and its 200 (OK) response. The Service-Route header is only applicable to the 200 (OK) response of REGISTER.

The network operator defines minimum and maximum times for each registration. These values are provided within the S-CSCF.

The procedures for notification concerning automatically registered public user identities of a user are described in subclause 5.4.2.1.2.

5.4.1.2
Initial registration and user-initiated reregistration

5.4.1.2.1
Unprotected REGISTER

NOTE 1:
Any REGISTER request sent unprotected by the UE is considered to be an initial registration. A 200 (OK) final response to such a request will only be sent back after the S-CSCF receives a correct RES in an integrity protected sent REGISTER.

Upon receipt of a REGISTER request with the integrity-protection parameter set to 'no', the S-CSCF shall:

1) 
identify the user by the public user identity as received in the To header and the private user identity as received in the username field in the Authorization header of the REGISTER request;

2) 
check if the P-Visited-Network header is included in the REGISTER request, and if it is included identify the visited network by the value of this header;

3) 
check the value of the Expires header. The S-CSCF shall only proceed with the following procedures if the Expires header is set to a value greater than zero; if the Expires header is set to a value zero, then S‑CSCF shall proceed according to subclause 5.4.1.4;

4)
check how many authentications are ongoing for this user. The S-CSCF may – based on local policy – reject the request by sending a 403 (Forbidden) response, if there are a number of ongoing authentications. If the S-CSCF decides to challenge the user, then proceed as follows;

5) 
select an authentication vector for the user. If no authentication vector for this user is available, after the S-CSCF has performed the Cx Multimedia Authentication procedure with the HSS, as described in 3GPP TS 29.229 [15], the S-CSCF shall select an authentication vector as described in 3GPP TS 33.203 [19].


Prior to performing Cx Multimedia Authentication procedure with the HSS, the S-CSCF decides which HSS to query, possibly as a result of a query to the Subscription Locator Functional (SLF) entity as specified in 3GPP TS 29.228 [14];

NOTE 2:
At this point the S-CSCF informs the HSS, that the user currently registering will be served by the S-CSCF by passing its SIP URL to the HSS. This will be indicated by the HSS for all further incoming requests to this user, in order to direct all these requests directly to this S-CSCF.

6)
store the icid parameter received in the P-Charging-Vector header;

7)
remove the P-Access-Network-Info header and may act upon the contents accordingly;

8) 
challenge the user by generating a 401 (Unauthorized) response for the received REGISTER request, including a WWW-Authenticate header which transports:

-
the home network identification in the realm field;

-
the RAND and AUTN parameters and optional server specific data for the UE in the nonce field;

-
the security mechanism, which is AKAv1-MD5, in the algorithm field;

-
the IK (Integrity Key) parameter for the P-CSCF in the ik field (see subclause 7.2.3);

-
optionally the CK (Cipher Key) parameter for the P-CSCF in the ck field (see subclause 7.2.3);

9) 
send the so generated 401 (Unauthorized) response towards the UE; and,

10) 
start timer reg-await-auth which guards the receipt of the next REGISTER request.

5.4.1.2.2
Protected REGISTER

Upon receipt of a REGISTER request with the integrity-protection parameter set to 'yes', the S-CSCF shall:

In the case that there is no authentication currently ongoing for this user (i.e. no timer reg-await-auth is running):

1) 
identify the user by the public user identity as received in the To header and the private user identity as received in the From header of the REGISTER request;

2)
check if the user needs to be reauthenticated.

The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for registration requests received without integrity protection by the P-CSCF. The information that a REGISTER request was received integrity protected at the P-CSCF may be used as part of the decision to challenge the user. 

If the user needs to be reauthenticated, the S-CSCF shall proceed with the procedures as described for the initial REGISTER in subclause 5.4.1.2.1, beginning with step 4). If the user does not need to be reauthenticated, the S-CSCF shall proceed with the following steps in this paragraph; 

3)
check whether an Expires timer is included in the REGISTER request and its value. If the Expires header indicates a zero value, the S-CSCF shall perform the deregistration procedures as described in subclause 5.4.1.4. If the Expires header does not indicate zero, the S-CSCF shall proceed with the procedures as described for the second REGISTER in subclause 5.4.1.2, beginning with step 7); and

4)
remove the P-Access-Network-Info header and may act upon the contents accordingly.

In the case that a timer reg-await-auth is running for this user the S-CSCF shall:

1)
identify the user by the public user identity as received in the To header and the private user identity as received in the username field in the Authorization header of the REGISTER request;

2)
check if the Call-ID of the request matches with the Call-ID of the 401 (Unauthorized) response which carried the last challenge. The S-CSCF shall only proceed further if the Call-IDs match.

3)
stop timer reg-await-auth;

4) 
check whether an Authorization header is included, containing:

-
the private user identity of the user in the username field;

-
the algorithm which is AKAv1-MD5 in the algorithm field; and

-
the RES parameter needed for the authentication procedure in the response field.

The S-CSCF shall only proceed with the following steps in this paragraph if the RES parameter was included;

5) 
check whether the received RES parameter and the XRES parameter match. The XRES parameter was received from the HSS as part of the Authentication Vector. The S-CSCF shall only proceed with the following steps if RES and XRES are matching;

6)
after performing the Cx Server Assignment procedure with the HSS, as described in 3GPP TS 29.229 [15], store the following information in the local data:

-
the list of public user identities associated to the user, including the own public user identity under registration and the implicitly registered due to the received REGISTER request. Each public user identity is identified as either barred or non-barred; and,

-
the user profile(s) of the user including initial Filter Criteria;

NOTE 1:
There might be more than one set of initial Filter Criteria received because some implicitly registered public user identities that are part of the same user’s subscription may belong to different service profiles.

7)
bind to each non-barred registered public user identity all registered contact information and store the related method tag values from the Contact header for future use;

NOTE 2:
There might be more then one contact information available for one public user identity.

NOTE 3:
The barred public user identities are not bound to the contact information.

8) 
check whether a Path header was included in the REGISTER request and construct a list of preloaded Route headers from the list of entries in the Path header. The S-CSCF shall preserve the order of the preloaded Route headers and bind them to the contact information that was received in the REGISTER message;

NOTE 4:
If this registration is a reregistration, then a list of pre-loaded Route headers will already exist. The new list replaces the old list.

9) 
determine the duration of the registration by checking the value of the Expires header in the received REGISTER request. The S-CSCF may reduce the duration of the registration due to local policy or send back a 423 (Interval Too Brief) response specifying the minimum allowed time for registration;

10)
store the icid parameter received in the P-Charging-Vector header;

11)
remove the P-Access-Network-Info header and may act upon the contents accordingly;

12)
 create a 200 (OK) response for the REGISTER request, including:

-
an expiration time in the Expires header, using one value provided within the S-CSCF, and,

-
the list of received Path headers;

-
a P-Associated-URI header containing the list of public user identities that the user is authorized to use. Such a collection of public user identities may or may not be implicitly registered by the network. Using information supplied by the HSS, the P-Associated-URI header will indicate the default public user identity to be used by the P-CSCF in conjunction with the procedures for the P-Asserted-Identity header;

Editor's note: The mechanism for indicating this default public user identity is yet to be agreed.

-
a Service-Route header containing:

-
the SIP URL identifying the S-CSCF; and,

-
an indication that requests routed via the service route (i.e. from the P-CSCF to the S-CSCF) shall be treated as for the mobile-originating case. This indication may e.g. be in a URI parameter, a character string in the user part or be a port number;

-
if network topology hiding is required a SIP URL identifying an I-CSCF(THIG) as the topmost entry;

13)
send the so created 200 (OK) response to the UE;

14)
send a third-party REGISTER request, as described in subclause 5.4.1.7, to each Application Server that matches the Filter Criteria from the HSS for the REGISTER event; and,

NOTE 5:
If this registration is a reregistration, the Filter Criteria already exists in the local data.
15)
handle the user as registered for the duration indicated in the Expires header.

5.4.1.2.3
Abnormal cases

The S-CSCF need not challenge an unprotected REGISTER request for a private user identity that already has a registration in process, but instead return a 500 (Server Internal Error) response. The response shall contain a Retry-After header with a value indicating a time the UE shall wait before resending the request.

In the case that the authentication response (RES) from the UE does not match with XRES and the request was correctly integrity protected (it is indicated by the P-CSCF), or the S-CSCF determines that no response will be received from the UE (e.g. it may be unreachable due to loss of radio coverage), and the authentication response was triggered by an initial registration or a UE initiated reauthentication, the S-CSCF shall either:

-
start a network initiated re-authentication procedure as defined in subclause 5.4.1.6; or

-
send a further challenge 401 (Unauthorized) to the UE.

In the case that the authentication response (RES) from the UE does not match with XRES and the request was correctly integrity protected (it is indicated by the P-CSCF), or the S-CSCF determines that no response will be received from the UE (e.g. it may be unreachable due to loss of radio coverage), and the authentication response was triggered by a network initiated reauthentication the S-CSCF shall either:

-
attempt a further authentication challenge; or

-
deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions.

In the case that the REGISTER request from the UE containing an authentication response indicates that the authentication challenge was invalid and with no RES or AUTS parameter, the S-CSCF shall:

-
respond with the relevant 4xx response (e.g. 401 (Unauthorized) to initiate a further authentication attempt, or 403 (Forbidden) if the authentication attempt is to be abandoned).

In the case that the REGISTER request from the UE containing an authentication response indicates that the authentication challenge was invalid but contains the AUTS parameter, the S-CSCF will fetch new authentication vectors from the HSS, including AUTS and RAND in the request to indicate a resynchronisation. On receipt of these vectors from the HSS, the S-CSCF shall:

-
send a 401 Unauthorized to initiate a further authentication attempt, using these new vectors.

In the case that the expiration timer from the UE is too short to be accepted by the S-CSCF, the S-CSCF shall:

-
reject the REGISTER request with a 423 (Interval Too Brief) response, containing a Min-Expires header with the minimum registration time the S-CSCF will accept.

On receiving a failure response to one of the third-party REGISTER requests, the S-CSCF may initiate network-initiated deregistration procedure based on the information in the Filter Criteria. If the Filter Criteria does not contain instruction to the S-CSCF regarding the failure of the contact to the Application Server, the S-CSCF shall not initiate network-initiated deregistration procedure.

5.4.1.3
Authentication and reauthentication

Authentication and reauthentication is performed by the registration procedures as described in subclause 5.4.1.2.

5.4.1.4
User-initiated deregistration

When S-CSCF receives a REGISTER request with the Expires header field containing the value zero, the S-CSCF shall:

-
check whether the P-CSCF included the Integrity-protection parameter into the Authorization header field set to yes, indicating that the REGISTER request was received integrity protected. The S-CSCF shall only proceed with the following steps if the integrity protection parameter is set to yes;

-
deregister the public user identity found in the To header field together with the implicitly registered public user identities; and

-
send a third-party REGISTER request, as described in subclause 5.4.1.7, to each Application Server that matches the Filter Criteria from the HSS for the REGISTER event.

Based on operators' policy the S-CSCF can request from HSS to either be kept or cleared as the S-CSCF allocated to this subscriber. In both cases the state of the subscriber identity is stored as unregistered in the HSS and the S-CSCF. Based on HSS decision, the S-CSCF may either keep all or only a part of the user profile or removes it.
If the Authorization header of the REGISTER request did not contain an Integrity-protection parameter, or the parameter was set to the value 'no', the S-CSCF shall respond to  the request with a 403 (Forbidden) response. The response may contain a Warning header with the reason of rejecting the request.

5.4.1.5
Network-initiated deregistration

When a network-initiated deregistration event occurs for a public user identity, and the UE has subscribed for the registration events, the S-CSCF shall generate a NOTIFY request in order to inform the UE of the network-initiated deregistration event for that public user identity. The S-CSCF shall set the event header to the name of the event package, which provides information about the registration state of the UE.

When a network-initiated deregistration event occurs for a public user identity, and the P-CSCF has subscribed for registration events for that public user identity, the S-CSCF shall generate a NOTIFY request in order to inform the P‑CSCF of the network initiated deregistration event for that public user identity. The S-CSCF shall set the event header to the name of the event package, which provides information about the registration state of the UE.

If the network-initiated deregistration is for a set of public user identities associated with the subscriber, the NOTIFY shall send the registration state of all public user identities of the subscriber.

Also, the S-CSCF shall send a third-party REGISTER request, as described in subclause 5.4.1.7, to each Application Server that matches the Filter Criteria from the HSS for the REGISTER event.

The S-CSCF shall then deregister the public user identity together with the implicitly registered public user identities.

5.4.1.6
Network-initiated reauthentication

The S-CSCF may request a subscriber to reauthenticate at any time, based on a number of possible operator settable triggers as described in subclause 5.4.1.2.

If the S-CSCF is informed that a private user identity needs to be re-authenticated, the S-CSCF shall generate a NOTIFY request on all dialogs (i.e. the dialog between S-CSCF and the UE and additionally between S-CSCF and P‑CSCF) which have been established due to subscription to the reg event package of that user. The S-CSCF shall populate the content of the NOTIFY request and additionally shall:

-
set the Request-URI and Route header to the saved route information during subscription;

-
set the Event header to the "reg" value; and

-
indicate a public user identity of the user for which the private user identity needs to be re-authenticated in the body of the NOTIFY request with the state parameter set to "terminated" and the event parameter set to "deactivated".

Afterwards the S-CSCF shall:

-
wait for the user to reauthenticate (see subclause 5.4.1.2).

NOTE:
Network initiated re-authentication might be requested from the HSS or may occur due to internal processing within the S-CSCF.

In case S-CSCF receives no data with which it can authenticate the subscriber, the S-CSCF may use other means to request the UE to re-authenticate, e.g. by sending a REFER method in order to request a registration.

When generating the NOTIFY request, the S-CSCF shall shorten the validity of subscriber's registration timer to an operator defined value that will allow the user to be re-authenticated. If user fails to reauthenticate while its registration is still valid, the S-CSCF shall deregister all public user identities associated with the private user identity, as described in subclause 5.4.1.5, and terminate the ongoing sessions of that user.

5.4.1.7
Notification of Application Servers about registration status

If the registration procedure described in subclauses 5.4.1.2, 5.4.1.4 or 5.4.1.5 (as appropriate) was successful, the S-CSCF shall send a third-party REGISTER request to each Application Server with the following information:

a)
the Request-URI shall contain the AS's SIP URL;

b)
the From header shall contain the S-CSCF's SIP URL;

c)
the To header shall contain either the public user identity as contained in the REGISTER request received from the UE or one of the implicitly registered public user identities, as configured by the operator;

d)
the Contact header shall contain the S-CSCF's SIP URL;

e)
for initial registration and user-initiated reregistration (subclause 5.4.1.2), the Expires header shall contain the same value that the S-CSCF returned in the 200 (OK) response for the REGISTER request received form the UE;

f)
for user-initiated deregistration (subclause 5.4.1.4) and network-initiated deregistration (subclause 5.4.1.5), the Expires header shall contain the value zero;

g)
for initial registration and user-initiated reregistration (subclause 5.4.1.2), a message body shall be included in the REGISTER request if there is Filter Criteria indicating the need to include HSS provided data for the REGISTER event (e.g. HSS may provide AS specific data to be included in the third-party REGISTER, such as IMSI to be delivered to IM SSF). If there is a service information XML element provided in the HSS Filter Criteria for an AS (see 3GPP TS 29.228 [14]), then it shall be included in the message body of the REGISTER request within the <service-info> XML element as described in subclause 7.6. For the messages including the 3GPP IMS XML body, set the value of the Content-Type header to include the MIME type specified in subclause 7.6;

h)
for initial registration, the P-Charging-Vector header shall contain the same icid parameter that the S-CSCF received in the original REGISTER request from the UE;

i)
for initial registration, a P-Charging-Function-Addresses header (see subclause 7.2.5) shall be populated with values received from the HSS if the message is forwarded within the S-CSCF home network.

5.5
Procedures at the MGCF

5.5.1
General

The MGCF, although acting as a UA, does not initiate any registration of its associated addresses. These are assumed to be known by peer-to-peer arrangements within the IM CN subsystem. Therefore the dependencies of table A.3/1 and table A.3/2 shall not apply.

The use of the Path and Service-Route headers shall not be supported by the MGCF.

When the MGCF sends any request or response related to a dialog or standalone transaction, the MGCF may insert previously saved values into P-Charging-Vector and P-Charging-Function-Addresses headers before sending the message.

5.6
Procedures at the BGCF

5.6.1
General

The use of the Path and Service-Route headers shall not be supported by the BGCF.

When the BGCF receives any request or response related to a dialog or standalone transaction, the BGCF may insert previously saved values into P-Charging-Vector and P-Charging-Function-Addresses headers before forwarding the message.
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7
Extensions within the present document

7.1
SIP methods defined within the present document

There are no SIP methods defined within the present document over and above those defined in the referenced IETF specifications.

7.2
SIP headers defined within the present document

7.2.1
Void

7.2.2
P-Called-Party-ID header

7.2.2.1
Introduction

The P-Called-Party-ID header is the mechanism whereby the terminating UE learns the dialled public user identity that triggered the current session initiation.

The S-CSCF inserts the header in all terminating INVITE and reINVITE requests. The header is not used in any other request or response.

7.2.2.2
Syntax

The P-Called-Party-ID header field has the syntax described in table 7.1.

Table 7.1: Syntax of P-Called-Party-ID header

P-Called-Party-ID = "P-Called-Party-ID" HCOLON 1#






(name-addr *( SEMI p-cdpid-param))

p-cdpid-param = generic-param

Table 7.2 is an extension of tables 2 and 3 in RFC 3261 [26] and table in subclause 7.5 in RFC 3265 [28].

Table 7.2: P-Called-Party-ID header

Header field              where       proxy ACK BYE CAN INV OPT REG PRA SUB NOT
_______________________________________________________________________________
P-Called-Party-ID           R           am   -   -   -   o   -   -   -   -   -
7.2.2.3
Operation

The operation of this header is described in subclause 5.4.3.3.

7.2.3
P-Access-Network-Info header

7.2.3.1
Introduction

The P-Access-Network-Info header is the mechanism whereby the UE provides the S-CSCF with information relating to the access network it is using. This may include the cell ID.

The UE shall insert the P-Access-Network-Info header into all requests or responses it originates.

The S-CSCF shall remove the P-Access-Network-Info header from any message where it is present, before it forwards the message. The S-CSCS shall act accordingly upon the information received in the P-Access-Network-Info header.

7.2.3.2
Syntax

The syntax of the P-Access-Network-Info header is described in draft-mills-sip-access-network-info-02.txt [47].

7.2.3.3
Additional coding rules for P-Access-Network-Info header

In 3GPP systems, there are additional coding rules for the P-Access-Network-Info header:

If the access type field is equal to "3GPP-GERAN" the access info field shall contain a value for "CGI-3GPP". This value shall be the Cell Global Identity obtained from lower layers of the UE.

The Cell Global Identity is a concatenation of MCC, MNC, LAC and CI (as described in 3GPP TS23.003). The value of "CGI-3GPP" is therefore coded as a text string as follows:

Starting with the most significant bit, MCC (3 digits), MNC (2 or 3 digits depending on MCC value), LAC (fixed length code of 16 bits using full hexadecimal representation) and CI (fixed length code of 16 bits using a full hexadecimal representation).

If the access type field is equal to "3GPP-UTRAN-FDD", "3GPP-UTRAN-TDD" or "3GPP-CDMA2000" the access info field shall contain a value for "UTRAN-CELL-ID-3GPP". This value shall be made up of a concatenation of the MCC, MNC, LAC (as described in 3GPP TS 23.003) and the UMTS Cell Identity (as described in 3GPP TS 25.331), obtained from lower layers of the UE, and is coded as a text string as follows:

Starting with the most significant bit, MCC (3 digits), MNC (2 or 3 digits depending on MCC value), LAC (fixed length code of 16 bits using full hexadecimal representation) and UMTS Cell Identity (fixed length code of 28 bits).

7.2.4
P-Visited-Network-ID header

7.2.4.1
Introduction

The P-Visited-Network-ID header is used to allow the home network (e.g, the HSS) to discover, during the registration procedures, the network(s), other than the home network, that are utilised by the user. This allows the registration to be processed based on this, e.g. actions can be taken that are dependent on the roaming agreements between networks.

7.2.4.2
Syntax

The P-Visited-Network-ID header field has the syntax described in draft-garcia-sip-visited-network-id [44].

7.2.4.3
Operation

The header is inserted by the P-CSCF in every REGISTER request the UE sends. The I-CSCF sends the contents of the header to the HSS.
7.2.5
P-Charging-Function-Addresses header

7.2.5.1
Introduction

The P-Charging-Function-Addresses header is the mechanism whereby the S-CSCF may distribute a common set of addresses for charging functions to other network entities within the same network as the S-CSCF. The primary Charging Correlation Function (ccf1) address is a required parameter for offline charging. The secondary CCF address is optional (ccf2). Both the primary and secondary Event Charging Function (ecf1 and ecf2) addresses for online charging are optional.

The S-CSCF inserts the header at the first opportunity when initialising dialogs and with standalone transactions. The header may be included in requests and responses.

7.2.5.2
Syntax

The P-Charging-Function-Addresses header field has the syntax described in draft-henrikson-sip-charging-information [45].

7.2.5.3
Operation

The operation of this header is described in subclauses 5.2, 5.3, 5.4, 5.5, 5.6, 5.7 and 5.8.

7.2.6
P-Charging-Vector header

7.2.6.1
Introduction

The P-Charging-Vector header is the mechanism whereby the charging correlation information may be shared by IM CN subsystem functional entities. The charging correlation information consists of the following:

-
IMS Charging Identifier (ICID), which is a globally unique identifier created per IMS dialog that is stored in all related CDRs. See 3GPP TS 32.225 [17] for requirements on the format of ICID.

-
Inter Operator Identifier (IOI), which are globally unique identifiers for a particular network.

-
Access Network Charging Information, where the GPRS is the initially supported access network. For GPRS there are the following components to track: GGSN address and one or more GPRS Charging Identifiers (GCID). Each GCID consists of an identifier of the PDP context assigned, the associated flow index into the SDP from the SIP signalling and the authorization token associated with the PDP context.

The first IM CN subsystem functional entity involved with a dialog or standalone transaction inserts the header with the icid parameter. Additional parameters are inserted into the P-Charging-Vector header by other entities as the processing continues. The header may be included in requests and responses.

7.2.6.2
Syntax

The P-Charging-Vector header field has the syntax described in table 7.3, which is extracted from draft-henrikson-sip-charging-information [45]. Table 7.3 describes extensions required for 3GPP.

Table 7.3: Syntax of extensions to P-Charging-Vector header

   access-network-charging-info = (gprs-charging-info / gen-value)

   gprs-charging-info = "gprs-charging-info" SEMI 

                        "ggsn" EQUAL ggsn *(SEMI "gcid" EQUAL gcid)

                        [COMMA extension-param]

   ggsn = gen-value

   gcid = "pdp-id" EQUAL pdp-id COMMA "flow-index" EQUAL flow-index

          COMMA "auth-token" EQUAL auth-token

   pdp-id = gen-value

   flow-index = gen-value

   auth-token = gen-value

   extension-param = token [EQUAL (token | quoted-string)]
The gprs-charging-info parameter contains one ggsn child parameter and one or more child gcid parameters. Each gcid child parameter within gprs-charging-info corresponds to a PDP context that was established at the GGSN for a UE. Each gcid parameter contains pdp-id, flow-index and auth-token child parameters. The pdp-id parameter is the PDP context identifier that the P-CSCF obtained from the GGSN. The flow-index parameter is the relative index to the media stream in the SDP for the PDP context. The auth-token parameter is the authorization token associated with the PDP context. For more information about the PDP contexts for media, see subclause 9.2.5. For the case of a primary PDP context that is used for signalling, the flow-id and auth-token parameters are set to 0.

7.2.6.3
Operation

The operation of this header is described in subclauses 5.2, 5.3, 5.4, 5.5, 5.6, 5.7 and 5.8.

7.2.7
Void

7.2.8
Void

7.2.9
P-Asserted-Identity header

7.2.9.1
Introduction

The P-Asserted-Identity header is the mechanism whereby the first element in the trust domain (see subclause 4.4) may assert a public user identity identifying the user. The P-Asserted-Identity header can also be used as a hint to the first element in the trust domain when it selects the asserted public user identity.

The header is inserted at the first opportunity when initialising dialogs and with standalone transactions. The header may be included in requests and responses.

7.2.9.2
Syntax

The P-Asserted-Identity header field has the syntax described in RFC 3325 [34].

7.2.9.3
Operation

The operation of this header is described in clause 5.
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A.2
Profile definition for the Session Initiation Protocol as used in the present document

A.2.1
User agent role

A.2.1.1
Introduction

This subclause contains the ICS proforma tables related to the user role. They need to be completed only for UA implementations:

Prerequisite: A.2/1 -- user agent role.

A.2.1.2
Major capabilities

Table A.4: Major capabilities

	Item
	Does the implementation support
	Reference
	RFC status
	Profile status

	
	Capabilities within main protocol
	
	
	

	1
	client behaviour for registration?
	[26] subclause 10.2
	m
	c3

	2
	registrar?
	[26] subclause 10.3
	o
	c4

	3
	client behaviour for session requests?
	[26] subclause 13.2
	m
	o

	4
	server behaviour for session requests?
	[26] subclause 13.3
	m
	o

	5
	session release?
	[26] subclause 15.1
	m
	c1

	6
	timestamping of requests?
	[26] subclause 8.2.6.1
	o
	o

	7
	authentication between UA and UA?
	[26] subclause 22.2
	o
	o

	8
	authentication between UA and registrar?
	[26] subclause 22.2
	o
	n/a

	9
	server handling of merged requests due to forking
	[26] 8.2.2.2
	m
	m

	10
	client handling of multiple responses due to forking
	[26] 13.2.2.4
	m
	m

	11
	insertion of date in requests and responses?
	[26] subclause 20.17
	o
	o

	12
	downloading of alerting information?
	[26] subclause 20.4
	o
	o

	
	Extensions
	
	
	

	13
	The SIP INFO method?
	[25]
	o
	n/a

	14
	Reliability of provisional responses in SIP?
	[27]
	o
	m

	15
	the REFER method?
	[36]
	o
	o

	16
	Integration of resource management and SIP?
	[30]
	o
	m

	17
	the SIP UPDATE method
	[29]
	c5
	m

	18
	SIP extensions for caller identity and privacy?
	[34]
	o
	m

	19
	SIP extensions for media authorization?
	[31]
	o
	m

	20
	SIP specific event notification
	[28]
	o
	o

	21
	the use of NOTIFY to establish a dialog
	[28] 4.2
	o
	n/a

	22
	acting as the notifier of event information
	[28]
	c2
	c2

	23
	acting as the recipient of event information
	[28]
	c2
	c2

	24
	SIP Extension Header Field for Registering Non-Adjacent Contacts
	[35]
	o
	m

	25
	extensions to the Session Initiation Protocol (SIP) for Network Asserted Identity within Trusted Networks
	[34]
	o
	m

	26
	a Privacy Mechanism for the Session Initiation Protocol (SIP)
	[33]
	o
	m

	27
	A messaging mechanism for the Session Initiation Protocol (SIP)
	[50]
	o
	m

	28
	SIP Extension Header Field for Service Route Discovery During Registration
	[38] 
	o
	m

	c1:
IF A.4/3 OR A.4/4 THEN m ELSE o.

c2:
IF A.4/20 THEN o.1 ELSE n/a.

c3:
IF A.3/1 OR A.3/4 THEN m ELSE n/a - - UA or S-CSCF functional entity.

c4:
IF A.3/4 OR A.3/7 THEN m ELSE n/a - - S-CSCF or AS functional entity.

c5:
IF A.4/16 THEN m ELSE o - - integration of resource management and SIP.


o.1:
At least one of these capabilities is supported.
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A.2.1.4.12
REGISTER method

Prerequisite A.5/18 - - REGISTER request

Table A.119: Supported headers within the REGISTER request

	Item
	Header
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	Accept
	[26] 20.1
	o
	
	[26] 20.1
	o
	

	2
	Accept-Encoding
	[26] 20.2
	o
	
	[26] 20.2
	o
	

	3
	Accept-Language
	[26] 20.3
	o
	
	[26] 20.3
	o
	

	4
	Allow-Events
	[28] 8.2.2
	c1
	c1
	[28] 8.2.2
	c1
	c1

	5
	Authorization
	[26] 20.7
	c2
	n/a
	[26] 20.7
	c2
	n/a

	6
	Call-ID
	[26] 20.8
	m
	m
	[26] 20.8
	m
	m

	7
	Call-Info
	[26] 20.9
	o
	
	[26] 20.9
	o
	

	8
	Contact
	[26] 20.10
	m
	
	[26] 20.10
	m
	

	9
	Content-Disposition
	[26] 20.11
	o
	
	[26] 20.11
	o
	

	10
	Content-Encoding
	[26] 20.12
	o
	
	[26] 20.12
	o
	

	11
	Content-Language
	[26] 20.13
	o
	
	[26] 20.13
	o
	

	12
	Content-Length
	[26] 20.14
	m
	m
	[26] 20.14
	m
	m

	13
	Content-Type
	[26] 20.15
	m
	m
	[26] 20.15
	m
	m

	14
	Cseq
	[26] 20.16
	m
	m
	[26] 20.16
	m
	m

	15
	Date
	[26] 20.17
	c3
	c3
	[26] 20.17
	m
	m

	16
	Expires
	[26] 20.19
	o
	
	[26] 20.19
	o
	

	17
	From
	[26] 20.20
	m
	m
	[26] 20.20
	m
	m

	18
	Max-Forwards
	[26] 20.22
	o
	o
	[26] 20.22
	n/a
	n/a

	19
	MIME-Version
	[26] 20.24
	o
	
	[26] 20.24
	o
	

	20
	Organization
	[26] 20.25
	o
	
	[26] 20.25
	o
	

	20A
	Path
	[35]  4
	o
	o
	[35] 4
	m
	m

	21
	Proxy-Authorization
	[26] 20.28
	o
	
	[26] 20.28
	o
	

	22
	Proxy-Require
	[26] 20.29
	o
	o (note)
	[26] 20.29
	n/a
	n/a

	23
	Require
	[26] 20.32
	o
	o
	[26] 20.32
	m
	m

	24
	Route
	[26] 20.34
	o
	n/a
	[26] 20.34
	n/a
	n/a

	25
	Supported
	[26] 20.37
	o
	o
	[26] 20.37
	m
	m

	26
	Timestamp
	[26] 20.38
	m
	m
	[26] 20.38
	c7
	c7

	27
	To
	[26] 20.39
	m
	m
	[26] 20.39
	m
	m

	28
	User-Agent
	[26] 20.41
	o
	
	[26] 20.41
	o
	

	29
	Via
	[26] 20.42
	m
	m
	[26] 20.42
	m
	m

	c1:
IF A.4/20 THEN m ELSE n/a.

c2:
IF A.4/8 THEN m ELSE n/a.

c3:
IF A.4/11 THEN o ELSE n/a.

c7:
IF A.4/6 THEN m ELSE n/a.

	NOTE:
No distinction has been made in these tables between first use of a request on a From/To/Call-ID combination, and the usage in a subsequent one. Therefore the use of "o" etc. above has been included from a viewpoint of first usage..
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Table A.123: Supported headers within the REGISTER response

	Item
	Header
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	Accept
	[26] 20.1
	o
	
	[26] 20.1
	o
	

	2
	Allow
	[26] 20.5
	o
	
	[26] 20.5
	o
	

	3
	Authentication-Info
	[26] 20.6
	o
	
	[26] 20.6
	o
	

	4
	Call-Info
	[26] 20.9
	o
	
	[26] 20.9
	o
	

	5
	Contact
	[26] 20.10
	o
	
	[26] 20.10
	o
	

	6
	Expires
	[26] 20.19
	o
	
	[26] 20.19
	o
	

	6A
	Path
	[35] 4
	o
	m
	[35] 4
	o
	m

	7
	Require
	[26] 20.32
	m
	m
	[26] 20.32
	m
	m

	8
	Server
	[26] 20.35
	o
	o
	[26] 20.35
	o
	o

	8A
	Service-Route
	[38] 6
	o
	c1
	[38] 6
	o
	m

	9
	Supported
	[26] 20.37
	m
	m
	[26] 20.37
	m
	m

	10
	User-Agent
	[26] 20.41
	o
	
	[26] 20.41
	o
	

	11
	Warning
	[26] 20.43
	o
	
	[26] 20.43
	o
	

	c1:
            IF (A.3/4 AND A.4/2) THEN m ELSE n/a. - - S-CSCF acting as registrar.


NEXT MODIFICATION

A.2.2
Proxy role

A.2.2.1
Introduction

This subclause contains the ICS proforma tables related to the proxy role. They need to be completed only for proxy implementations.

Prerequisite: A.2/2 -- proxy role

A.2.2.2
Major capabilities

Table A.162: Major capabilities

	Item
	Does the implementation support
	Reference
	RFC status
	Profile status

	
	Capabilities within main protocol
	
	
	

	1
	client behaviour for session requests?
	[26] 16
	m
	m

	2
	server behaviour for session requests?
	[26] 16
	m
	m

	3
	session release?
	[26] 16
	m
	m

	4
	Stateless proxy behaviour?
	[26] 16.11
	o.1
	

	5
	Stateful proxy behaviour?
	[26] 16.2
	o.1
	

	6
	forking of initial requests
	[26] 16.1
	c1
	n/a

	7
	support of TLS connections on the upstream side
	[26] 16.7
	o
	n/a

	8
	support of TLS connections on the downstream side
	[26] 16.7
	o
	n/a

	9
	insertion of date in requests and responses
	[26] 20.17
	o
	o

	10
	suppression or modification of alerting information data
	[26] 20.4
	o
	o

	11
	reading the contents of the Require header before proxying the request or response 
	[26] 20.32
	o
	o

	12
	adding or modifying the contents of the Require header before proxying the REGISTER request or response 
	[26] 20.32
	o
	m

	13
	adding or modifying the contents of the Require header before proxying the request or response for methods other than REGISTER
	[26] 20.32
	o
	o

	14
	the requirement to be able to insert itself in the subsequent transactions in a dialog
	[26] 16.6
	o
	c2

	15
	the requirement to be able to use separate URIs in the upstream direction and downstream direction when record routeing
	[26] 16.7
	c3
	c3

	16
	reading the contents of the Supported header before proxying the response 
	[26] 20.37
	o
	o

	17
	reading the contents of the Unsupported header before proxying the 420 response to a REGISTER
	[26] 20.40
	o
	m

	18
	reading the contents of the Unsupported header before proxying the 420 response to a method other than REGISTER
	[26] 20.40
	o
	o

	19
	the inclusion of the Error-Info header in 3xx - 6xx responses
	[26] 20.18
	o
	o

	
	Extensions
	
	
	

	20
	The SIP INFO method?
	[25]
	o
	o

	21
	Reliability of provisional responses in SIP?
	[27]
	o
	m

	22
	the REFER method?
	[36]
	o
	o

	23
	Integration of resource management and SIP?
	[30]
	o
	m

	24
	the SIP UPDATE method
	[29]
	c4
	m

	25
	SIP extensions for caller identity and privacy?
	[34]
	o
	m

	26
	SIP extensions for media authorization?
	[31]
	o
	m

	27
	SIP specific event notification
	[28]
	o
	o

	28
	the use of NOTIFY to establish a dialog
	[28] 4.2
	o
	n/a

	29
	SIP Extension Header Field for Registering Non-Adjacent Contacts
	[35]
	o
	c5

	30
	extensions to the Session Initiation Protocol (SIP) for Network Asserted Identity within Trusted Networks
	[34]
	o
	m

	31
	a Privacy Mechanism for the Session Initiation Protocol (SIP)
	[33]
	o
	m

	32
	SIP Extension Header Field for Service Route Discovery During Registration
	[38] 
	o
	C5

	c1:
IF A.162/5 THEN o ELSE n/a

c2:
IF A.3/4 OR A.3/7 THEN m ELSE IF A.3/3 THEN o ELSE n/a - - S-CSCF or AS else I-CSCF

c3:
IF (A.162/7 AND NOT A.162/8) OR (NOT A.162/7 AND A.162/8) THEN m ELSE IF A.162/14 THEN o ELSE n/a - - TLS interworking with non-TLS else proxy insertion

c4:
IF A.162/23 THEN m ELSE o - - integration of resource management and SIP

c5: 
IF A.3/2 OR A.3/3 THEN m ELSE n/a. - - P-CSCF or I-CSCF.

o.1:
It is mandatory to support at least one of these items.


END OF MODIFICATION
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