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1. Introduction

The SIP RFC says: "All registrations from a UAC SHOULD use the same Call-ID header field value for registrations sent to a particular registrar. "

The above text allows consecutive REGISTER requests to be sent with different CallIDs. Consider the following scenario:

1. A fake user sends a REGISTER request to the network, including IMPI1 (CallIDx)

2. The genuine user sends a REGISTER request to the network, including IMPI1 (CallIDy)

3. The S-CSCF challenges both REGISTER requests (this is the only way to avoid DoS). This is allowed by the current text in 24.229: "The S-CSCF need not challenge an unprotected REGISTER request for a private user identity that already has a registration in process"

4. The genuine user responds to the challenge with a protected REGISTER (CallIDz). In this case the registrar does not know to which challenge the response relates. The only way would be to compare RES with both XRES1 and XRES2, but that is not allowed by the AKA mechanism.

It is therefore proposed to mandate in the UE that a REGISTER request carrying the RES need to be sent with the same CallID as the 401 that carried the challenge was received with. 

It is further proposed to mandate the S-CSCF to only accept protected REGISTERs carrying RES, if the CallID was used previously to send a challenge to the user. The S-CSCF shall only accept protected REGISTERs carrying RES to the last challenge which was sent to the given user.

------------------------------------------------------------------------------------------------------------------------------------------------

Proposed Changes

------------------------------------------------------------------------------------------------------------------------------------------------

5.1.1.5
Authentication

5.1.1.5.1
General

Authentication is achieved via the registration and re-registration procedures. When the network requires authentication or re-authentication of the UE, the UE will receive a 401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:

-
check the validity of a received authentication challenge, as described in 3GPP TS 33.102 [18] i.e. the locally calculated MAC must match the MAC parameter derived from the AUTN part of the challenge; and the SQN parameter derived from the AUTN part of the challenge must be within the correct range.

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:

-
extract the RAND and AUTN parameters, and use the derived keys (CK and IK) to protect future messages, see 3GPP TS 33.203 [19]; and

-
send another REGISTER request using the derived IK to integrity protect the message. The header fields are populated as defined for the initial request, with the addition that the UE shall include an Authorization header containing the private user identity and the authentication challenge response (RES parameter). The Call-ID of the integrity protected REGISTER request must be the same as the Call-ID of the 401 which carried the challenge. 
In the case that the 401 (Unauthorized) response is deemed to be invalid then the UE shall behave as defined in subclause 5.1.1.5.3.
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