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Introduction

At the last CN1 SIP ad hoc meeting in Phoenix, Tdoc N1-020094 was agreed, resulting in the working assumption that the CK and IK would be transported from the S-CSCF to the P-CSCF as part of the EAP header in the 401 UNAUTHORISED response.  The P-CSCF must remove the CK and the IK from the 401 UNAUTHORISED before sending it to the UE with just the RAND and AUTN remaining in the EAP header.

Proposal

In order to bring 24.229 into line with this new working assumption, the following changes should be made to annex B:

***   First Modified Section  ***

5.4.1.2
Initial registration and user-initiated reregistration

When the S-CSCF receives a REGISTER request, the S-CSCF shall verify that the “path” option tag is contained in the Proxy-Require header. If the “path” option tag is present, the S-CSCF shall store the information contained in the Path header so that it can be used for mobile terminated requests. 

Editor’s Note: If the S-CSCF receives a Path header without the “path” option tag in the Proxy-Require header, we have an error condition in the I-CSCF. The I-CSCF behavior for this scenario is FFS.

The S-CSCF shall:

-
check the existence of a Path header in the request;

Editor's note: The action S-CSCF has to take when a Path header is not present in the request is FFS.

-
when a Path header exists in the request, insert its own FQDN, or IP address, in the form of SIP URL at the top of the list found in the Path header saved from the REGISTER request; 

-
construct a list of preloaded Route headers from the list of entries in the Path header. The order in the lists is preserved; 

-
include an expiration time in the 200 OK response, using the values provided within the S-CSCF, according to the local policy of the network;

-
save the list of preloaded Route headers for the entire duration of the registration; 

NOTE 1: 
If this registration is a reregistration, then a list of pre-loaded Route headers will already exist. The new list replaces the old list.

-
bind to each individual public user identity all contact information under which the public user identity has been registered (either manually by means of a REGISTER message or automatically upon the registration of another public user identity);

NOTE 2:
There might be more then one contact information available for one public user identity. 

-
bind to each contact information the respective Path header entries, that were received in the same REGISTER message as that contact information;

-
add its Path header on the top of the received list of Path headers, and returns this list in the 200 OK response;

-
check whether the message contains information indicating that it was received with a valid integrity check by the P-CSCF.

Editor’s Note: The method by which the P-CSCF indicates this is FFS.

The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for initial registration. The information that a REGISTER has a valid integrity check may be used as part of the decision to authenticate the registration. The S-CSCF shall request authentication by responding to the REGISTER request with a 401 Unauthorized with:

-
the Authorization header containing the authentication parameters RAND, AUTN, CK and IK.

***   Next Modified Section   ***

5.4.1.5
Network-initiated reauthentication

The S-CSCF may request a subscriber to reauthenticate at any time, based on a number of possible operator settable triggers as described in clause 5.4.1.2. This will cause the UE to send a REGISTER request. The S-CSCF shall respond to the REGISTER request by sending a ‘401 Unauthorized’ response containing the authentication parameters  RAND, AUTN, CK and IK.
The UE will then respond as defined in clause Error! Bookmark not defined.5.1.2

  
. In the case that the response from the UE contains the correct authentication response, the S-CSCF shall restart any timers/counters/event monitors etc. that trigger reauthentication.

In the case that the authentication response from the UE is incorrect the S-CSCF shall either:

-
attempt a further authentication challenge; or

-
deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions. 

In the case that the response from the UE is incorrect for three consecutive attempts then the S-CSCF shall deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions.

In the case that the S-CSCF determines that no response will be received from the UE (e.g. it may be unreachable due to loss of radio coverage), the S-CSCF shall either:

-
attempt a further authentication challenge; or

-
deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions. 

In the case that there is no response from the UE for three consecutive attempts then the S-CSCF shall deregister the user and terminate any ongoing sessions or all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions.

***   Next Modified Section   ***

5.2
Procedures at the P-CSCF

5.2.1
General

The P-CSCF shall support use the Path header. 

NOTE: The Path header is only applicable to the REGISTER request and its 200 OK response. 

The P-CSCF shall add information to REGISTER requests from the UE to indicate that they were received from the UE with a valid integrity check.
Editor’s Note : The exact mechanism for this is FFS.

5.2.2 
Registration

When the P-CSCF receives a REGISTER request from the UE that pertains to a given public user identity, the P-CSCF shall:

-
insert a Path header in the request. The P-CSCF shall include in the Path header an entry containing the SIP URL identifying the P-CSCF;

-
insert a Require header and a Proxy-Require header both containing the option tag "path"; 

-
determine the I-CSCF of the home network and forward the request to that I-CSCF.

When the P-CSCF receives a 200 OK response to a REGISTER request, the P-CSCF shall check the value of the Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P-CSCF shall:

1)
remove its SIP URL from the list of Path headers, reverses the order of the list and save the resulting list of Path headers. This list shall be stored during the entire registration period of the respective public user identity. This list shall be used to preload the routeing information into the initial requests originated by the UE. If this registration is a reregistration, the P-CSCF shall replace the already existing Path headers with the new list;

2)
associate the Path header information with the registered public user identity.

3)
remove the list of Path headers and Path option tags from the 200 OK response before forwarding the response to the UE. 
When the P-CSCF receives a 401 UNAUTHORISED response to a REGISTER request, the P-CSCF shall remove and store the CK and IK values contained in the 401 UNAUTHORISED response.  The 401 UNAUTHORISED response shall be forwarded to the UE if and only if the CK and IK have been removed.
Editor’s Note: The P-CSCF behaviour when 3xx or 4xx responses other than 401 UNAUTHORISED are received is FFS.

Editor’s Note: The text above assumes that public user identities are registered one by one. Public user identity might need to be changed to Service Profile in the case when public user identities can be implicitly registered.  

NOTE:
The P-CSCF will maintain two Route lists. The first Route list - created during the registration procedure - is used only to pre-load the routeing information into the initial INVITE request that originated at the UE. This list is valid during the entire registration of the respective public user identity. The second Route list - constructed from the Record Route headers in the initial INVITE and associated response - is used during the duration of the call. Once the call is terminated, the second Route list is discarded.

